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EMPLOYEE CODE OF CONDUCT

1.

1.1.

1.2.

1.3.

Introduction

This Employee Code of Conduct (Code) must be read by all
employees, consultants and outsourced/insourced staff with
a signed undertaking for abiding by it before starting work at
the Bank.

The Code’s objective is to protect the Bank and its
stakeholders (defined as shareholders, creditors, customers,
suppliers, employees / workers and any other party with a
formal relationship with the Bank), and also protect the
employee who acknowledged reading it from committing
financial or ethical violations and crimes that would subject
him or her to disciplinary action.

This Code is based on SAMA’s Principles of Ethnical
Behaviour, prevailing governmental laws and directives, and
the Bank’s own policies and procedures.

Banking is a business based on honesty, integrity and mutual
trust with all stakeholders. Employees at all times should
conduct themselves in a manner that will safeguard the
integrity and reputation of the Bank. Employees are required
to make every effort within the scope of their job, to achieve
the Bank’s objectives, look after the Bank’s interests and
maintain its assets, properties and funds, as well as, all
confidential information, documents and the integrity of
Banks records. Employees should perform their duties with
the utmost integrity and refrain from being involved in, or
helping others with, prohibited acts, such as money
laundering and terrorism financing, fraud, corruption,
abusing the job for personal benefit, and other crimes and
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EMPLOYEE CODE OF CONDUCT

14.

1.5.

1.6.

violations, and report through official Bank channels any
related violations by others that they come across or they
were suspicious of.

If an employee becomes aware of violations as specified in
this Code of Conduct, s/he must report such violations to the
designated unit within the Compliance Group.

This Code refers to several Bank policies, including Anti-
Money Laundering and Terrorism Financing, Information
Security Policies and Whistle Blowing Policy. Those
policies are published on the Bank’s Intranet (Silah) and
must be read by employees within the first month of duty.

Employees involved in any prohibited activities will be
subject to disciplinary action and penalties in accordance
with Bank policies and laws and regulations issued by the
Ministry of Labor and other regulatory authorities in the
Kingdom of Saudi Arabia.

2. Adherence to Policies, Procedures and Regulations

2.1.

2.2.

Employees must comply with Management directives and the
Bank’s policies and procedures, as well as the laws, rules
and regulations issued by the Saudi Central Bank (SAMA),
the Capital Market Authority (CMA), Ministry of Labor, and
all other related regulatory authorities.

Employees must comply with the general directives issued
by the government of Saudi Arabia from time to time, and
respect the general social norms in the Kingdom.
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EMPLOYEE CODE OF CONDUCT

2.3.

2.4.

2.5.

2.6.

2.7.

2.8.

Duties should be performed with integrity, transparency,
honesty and accuracy among employees with each other as
well as with other stakeholders, and professional skills
should be enhanced through continuous learning. Employees
are expected to notify management if they come across any
gaps in systems or procedures that may lead to financial loss
or have detrimental effect on Bank’s reputation.

Employees should strictly avoid any behavior, language or
gestures that are in violation of acceptable norms or
offensive to others, and refrain from political or religious
offences and all forms of discrimination.

Business hours of the Bank should be observed (including
additional working hours and official assignments), and
leaving the Bank during working hours without prior
authorization from the immediate supervisor is not allowed.

SAIB ID card should be worn and exhibited while on duty
within Bank’s premises.

Working hours should be dedicated to perform job and Bank
related duties; it is prohibited to use work time for any non-
work related activities such as excessive use of social media,
excessive reading of newspapers, intranet shopping or
sleeping, and it is prohibited to obstruct work or strike or
promote work stoppage.

It is not allowed to be absent from work or overstaying the
approved leave without prior permission of the immediate
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EMPLOYEE CODE OF CONDUCT

supervisor or Human Resources Group.
2.9. Itis not allowed to access Bank’s premises outside working
hours without prior permission from the immediate
supervisor. This does not apply when visiting a branch to
perform a banking transaction related to his/her bank
account.
2.10. Itis not allowed to enter any restricted work areas designated
for authorized employees unless the entry is related to a
business need.

2.10.1. It is not allowed to receive personal visitors at the workplace
during or after the Bank’s business hours. In emergency
cases, prior permission should be obtained from the
immediate supervisor.

3. Cooperation and Respect

3.1. Employee must respect their peers, managers and all
stakeholders.

3.2. Employees must cooperate with managers and colleagues in
achieving business objectives, improve productivity and
reduce cost.

3.3. ltis prohibited to spread false rumours and accusations.

4. Bank Representation

4.1. It is prohibited to make press releases, speeches, written
comments or testimonies related to the Bank, or accept any

function as a representative of the Bank, whether
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EMPLOYEE CODE OF CONDUCT

remunerated or honorary, without a prior written approval
from the Bank.
4.2. It is prohibited to harm the Bank's reputation through
comments in social media, the press or any other means.

4.3. Itis mandatory to cooperate with pre-authorized internal and
external investigations, audits and regulatory examinations

in an accurate, honest and timely manner.

4.4. 1t is prohibited to directly contact regulatory agencies on
behalf of the Bank, and must use the official channels in the

Compliance Group, except if authorized to do so.

45. It is prohibited to give testimony about the Bank or its
policies or business practices in a legal proceeding not
involving the Bank as a party.

4.6. It is prohibited to use the Bank’s name or logo for self-
identification in non-work related social media, social

forums or the press.

5. Conflict of Interest

5.1. It is prohibited to use the job or position in the Bank for
personal gains that is detrimental to the interests of the Bank
or its stakeholders.

5.2. It is prohibited to misuse one’s authority to grant more

favourable terms to any client, colleague, relative, or any
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EMPLOYEE CODE OF CONDUCT

5.3.

5.4.

5.5.

5.6.

5.7.

5.8.

other third party.

It is prohibited to hold directorships in any organization,
whether it is a commercial entity or not, without the prior
written approval of the Bank.

Employees should inform the Bank of other employed
relatives using the designated forms.

It is not allowed to enter into contractual engagement in any
professional, technical, or academic activities, other than the
Bank’s official duties, and irrespective whether such activity
involves a fee or not, without the prior written approval of
the Bank. This applies to engagement within and outside
working hours.

During employment at the Bank, it is prohibited to gain any
profit or benefit either directly or indirectly from knowledge
acquired from working at the Bank.

It is prohibited to act in self-interest, whether direct or
indirect, when negotiating/concluding agreements, tenders or
contracts that are related to the Bank’s business.

It is prohibited to accept any form of inducement from
customers, suppliers or any other parties, if the underlying
reason for the inducement does not conform to strict
professional practices. This includes out-of-office or out of
working hours offers of social functions, meals or travel but
exclude invitation to social events of a public nature.
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EMPLOYEE CODE OF CONDUCT

6. Personal Financial

6.1. It is prohibited to borrow or lend or provide financial
guarantees from/to any of the Bank’s employees, customers,
contractors, and other stakeholders.

6.2.  Obligations towards third-party debts should be settled
promptly.

6.3. It is prohibited to be involved in any unauthorized
transactions (commercial or otherwise) on the accounts of
other employees or any other third party.

6.4. Intentional use of official expense accounts for personal

purposes or misuse of job-related privileges for the benefit
of others represent misappropriation of the Bank’s funds.

7. Free Competition

7.1.  Employees, especially those who work in sales or front line
jobs, should use only fair and honest sales and negotiating
methods and avoid any sales practices that could be
misconstrued as an attempt to impose undue pressure on or
coerce a client into obtaining a product or service from the
Bank as a condition of closing a sale.

7.2.  Employees should avoid any collusive, anti-competitive

discussions and/or agreements with competitors.

8. Confidentiality, Proprietary Information and Information
Security

8.1. During work at the Bank the employee is exposed to a
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EMPLOYEE CODE OF CONDUCT

8.2.

8.3.

8.4.

8.5.

8.6.

substantial amount of information. This information is a
critical asset for the Bank and owned by the Bank. Such
proprietary information include, but not limited to,
stakeholders’ personal data, transactions, accounts, products,
business and financial analysis and plans, systems,
innovations, technologies, policies, procedures and trade
secrets.

Such information must be preserved and used for Bank’s
business only and any unauthorized use of proprietary
information is prohibited.

It is prohibited to collect, record, publish, or communicate
information related to Bank’s work to any third party
without the written approval of the Bank.

Employees must commit to the classification of information,
data and e-mails according to the prevailing information
security policies into Public, General Business, Confidential,
or Secret information. These policies determine the scope
of distribution or access to such information and messages.

Confidential information should be maintained in a manner
that only authorized personnel can have access to it.

Envelopes, postal services or e-mails marked as confidential
should be used when exchanging confidential information
within the Bank.

Passwords, codes and other credentials to access systems or
fortified vaults and rooms must be kept confidential and not
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EMPLOYEE CODE OF CONDUCT

shared with others.
8.7. It is prohibited to tamper with the security protection of the
Bank's technical systems.
8.8. It is prohibited to retain any documents, reports or
information related to the Bank, its customers or employees,
without prior authorization.
8.9.  Preventive controls should be taken to avoid unauthorized
disclosure of confidential information, including informal
discussions of confidential information in public places such
as elevators, walkways and public transport.
8.10. It is prohibited to send any confidential documents or
information or records to personal emails or to any external
emails or through cloud or file sharing services or take
digital or printed copies outside the Bank.

8.11. Employees who have access to the Bank's remote systems or
who are authorized to use any other portable devices to
perform the Bank's business must comply with additional
security measures to prevent disclosure of confidential
information.

8.12. Employees must not disclose confidential information to
other employees or to supervisory bodies or to external

lawyers and/or consultants, except in the following cases:

— If the recipient has a legitimate need for such information,
licensed to obtain it and related to the responsibilities of
his/her business, in accordance with the governing
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instructions.
—  No harm will be caused by disclosure of this information.

— The disclosed the
authorized limits.

information should be within

8.13. When employment at the Bank ends, any customer or other
proprietary information the employee has in his/her
possession should be returned to the Bank.

8.14. After employment at the Bank ends, employees should
continue to safeguard the confidentiality of customer and
employee information, and all other propriety information,
and protect the confidentiality of the Bank’s business
indefinitely.

8.15. It is prohibited to use customer information, including

names, lists, profiles data, etc., after assuming new jobs with

other employers.

9. Insider Information

9.1. Employees may sometimes be privy to confidential
information concerning the affairs of the Bank, a client, a
potential client, a supplier, other stakeholders or another
company which securities are publicly traded on a stock
exchange. This knowledge is referred to as “Insider
Information.” Possession of insider information is legal for
authorized persons, but the misuse of it is illegal. If an
employee has access to insider information, he/she should

clearly recognize this distinction.
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9.2.

9.3.

9.4.

It is prohibited to use insider information gained through
work at the Bank to trade in stocks or securities directly or
indirectly or through the power of attorney, or arrange a
trading transaction in which one of the parties is a person
with whom an employee of the bank has a family, business
or contractual relationship or any other person acting on his
behalf, or to give recommendations to do so. It is not
allowed to invest or make commercial decisions (unrelated
to the bank business) based on insider information acquired
from the bank, as such action is considered illegal and
punishable by law. If an employee believes that s/he has
access to insider information, s/he should not trade in such
securities. If however the employee has traded in such
securities prior to joining the Bank, s/he should inform the
Compliance Group.

Insider information should not be discussed, sought, accessed
or passed on to any other employee or unauthorized person
either inside or outside the Bank unless the exchange of such
information serves the purposes of the Bank.

It is prohibited to take, or encourage others to take, any
action that may make a false impression of any investment,
price or value of something by using or leaking insider
information to obtain personal benefits for their own account
or for third parties.

10. Clean Desk Policy

10.1.

Employees should keep on their desk only the documents
that are currently being processed. Other documents must be
kept in a drawer or preferably under locked custody.
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EMPLOYEE CODE OF CONDUCT

10.2. Employees should log-off their workstation terminal when
leaving their desk.

10.3. Employees should shred unwanted documents that contain
confidential information.

10.4. Before leaving office, employees should file all processed
transactions and documents in their respective files and keep
them in locked cabinets. They should keep their desk
drawers locked.

10.5. All customers’ security documents should be kept in fire-

resistant cabinets overnight.

11. Intellectual Property

11.1. It should be understood that upon leaving the Bank, the
intellectual property of any work provided to the Bank or
obtained during the use of the Bank's resources remains the
sole property of the Bank.

11.2. It is prohibited to copy software programs licensed to the
Bank or avail it to others outside the Bank, except as

permitted by the copyright or licensing agreement.

11.3. It is required to follow the specific terms of the licensing
agreement issued by the publisher of any computer software

used in the course of business or on a computer owned by
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EMPLOYEE CODE OF CONDUCT
the Bank.
11.4. It is prohibited to install or use any software not licensed for
use by the Bank on any Bank-owned computer.
11.5. It is prohibited to use Bank stationery or other Bank property

for non-official personal purposes.

12. Anti-Money Laundering and Combating Terrorism
Financing

12.1. Employees should comply with Anti-Money Laundering and
Combating Terrorism Financing regulations issued by
SAMA.

12.2. It is prohibited to be engaged in any activity that can in away
facilitate money laundering or terrorist financing
transactions.

12.3. It is prohibited to alert or suggest to stakeholders, employees
or others that their activities are suspected of being
investigated by the Bank or that have been or will be

reported to the competent authorities.

13. Anti-Bribery and Corruption

13.1. It is prohibited to be engaged in any form of moral or
administrative corruption and the use of suspicious or illegal
means to accomplish work.

13.2. It is prohibited to abuse the authorities delegated to the

employee’s job and position.
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EMPLOYEE CODE OF CONDUCT

13.3. It is prohibited to be engaged in any act that could be
interpreted as seeking, receiving or dispensing a bribe or a
suspicious payment.

13.4. It is prohibited to be engaged in any act of favouritism while

performing work tasks and responsibilities.

14. Receiving Gifts

14.1. The employee should not ask for or accept any gift, invitation
or service, whether it is to the employee or to a relative, by a
person or an organization that has a relationship or seeks to
have a relationship with the bank, or if it has a direct or
indirect impact on the objectivity in carrying out job tasks,
or may influence decisions or impose an obligation to accept
something in return.

14.2. The employee must consider the value, nature and timing of
the gift / hospitality offered by others and the assumed
intentions behind it.

14.3. If the rejection of a gift would cause harm to the Bank, or if it
is not practically possible to return the gift, or if it is
presented to the Bank's employees during official visits and
occasions or upon reception of official guests, where
protocol and courtesy deems it inappropriate to reject the
gift, then the gift may be accepted provided that:

— ltis not in cash or in the form of loans or shares or financial
derivatives.

— The gift and its value is what is commonly provided in the
occasion, such as but no limited to plaques or promotion
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EMPLOYEE CODE OF CONDUCT

— Obtaining a preapproval from the Bank.

14.6. It is prohibited to give gifts, prizes and invitations to anyone
who has a business relationship with the Bank unless they
are pre-authorized.

14.7. It is prohibited to accept or request gifts and donations that

have the potential to damage the reputation of the Bank.

15. Bank Properties & Asset

15.1. Employees who hold funds or assets of the Bank under their
custody will be personally responsible for the safety of those
assets and funds. Employees should ensure that they are
used for business purposes only.

15.2. The Bank management has the right to inspect and check any
Bank assets under employees’ custody at any time including
the safes and cabinets.

15.3. Bank’s properties and assets should be protected against any
form of misuse.

15.4. Bank property should not be removed without obtaining prior
written approval from the immediate supervisor and the

Safety & Security Department.

15.5. The Bank’s safes/vaults and secured rooms or other restricted
areas should not be accessed unless authorized to do so and
if the job requirements permits such access.

16. Use of Telephone and Fax
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EMPLOYEE CODE OF CONDUCT

16.1. Use of telephone and fax at the Bank should be for official
business and work purposes only.

16.2. The duration of any international business calls should be
kept to a minimum.

16.3. Employees should obtain approval of the department head
for any international calls and the cost of any personal calls
will be borne by the employee.

16.4. Employees should not allow any customer or third party to

use the Bank’s telephone or fax. In case of emergency or for
business related matters, employees may allow a
customer/third party to use the Bank’s telephone/fax
provided the employee is present during the full
conversation or has seen the content of the fax document.

17. Use of Electronic Mail System

17.1. The Bank provides employees with electronic mail (email)
system to facilitate the conduct of its business. It should not
be used for any personal matter.

17.2.  The email system and its content is the property of the Bank.
All messages composed, sent, or received will remain the
property of the Bank. They are not the private property of
any employee.

17.3.  Employees should not use the Bank’s email system to create
any offensive or disruptive messages, including racial or
gender slurs and other comments that offensively refers to
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EMPLOYEE CODE OF CONDUCT

someone's age, sexual orientation, religious or political
beliefs, national origin, disability or any other matter that is
detrimental to the interests of the Bank or its stakeholders.

17.4. Employees should not use the Bank’s email system, or any
other Bank system, to send or receive political or
pornographic or other offensive content or download games.

17.5. Employees should familiarize themselves with the Bank’s

Guidelines on the Use of Bank’s E-Mail to ensure

compliance.

18. Dress Code and Personal Appearance

18.1. Employees should ensure that their appearance is
professional and suitable in front of customers, colleagues or
the public and respect general acceptable dress norms in
Saudi Arabia and abide by the regulations of Saudi Arabia
with respect to dress and appearance, during working hours,
training and all occasions where the employee is
representing the Bank.
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