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EVOLVING TACTICS OF INTERNET CONTROL
AND THE PUSH FOR GREATER FREEDOM

By Sanja Ke]])/ and Sarah Cook

As of 2012, nearly a third of the world’s population has used the internet, and an even greater
portion possesses a mobile phone. The internet has transformed the way in which people obtain
news, conduct business, communicate with one another, socialize, and interact with public
officials. Concerned with the power of new technologies to catalyze political change, many
authoritarian states have taken various measures to filter, monitor, or otherwise obstruct free
speech online. These tactics were particularly evident over the past year in countries such as Saudi
Arabia, Ethiopia, Uzbekistan, and China, where the authorities imposed further restrictions
following the political uprisings in Egypt and Tunisia, in which social media played a key role.

To illuminate the nature of these evolving threats and identify areas of growing opportunity,
Freedom House has conducted a comprehensive study of internet freedom in 47 countries around
the globe. This report is the third in its series and focuses on developments that occurred between
January 2011 and May 2012. The previous edition, covering 37 countries, was published in April
2011. Freedom on the Net 2012 assesses a greater variety of political systems than its predecessors,
while tracing improvements and declines in the countries examined in the previous two editions.
Over 50 researchers, nearly all based in the countries they analyzed, contributed to the project by
researching laws and practices relevant to the internet, testing the accessibility of select websites,
and interviewing a wide range of sources.

This year’s findings indicate that restrictions on internet freedom in many countries have continued
to grow, though the methods of control are slowly evolving and becoming less visible. Of the 47
countries examined, 20 have experienced a negative trajectory since January 2011, with Bahrain,
Pakistan, and Ethiopia registering the greatest declines. In Bahrain, Egypt, and Jordan, the
downgrades reflected intensified censorship, arrests, and violence against bloggers as the authorities
sought to quell public calls for political and economic reform. Declines in Mexico occurred in the
context of increasing threats of violence from organized crime, which began to directly influence
free speech online. Ethiopia presented an unusual dynamic of growing restrictions in a country with
a tiny population of users, possibly reflecting a government effort to establish more sophisticated
controls before allowing access to expand. And Pakistan’s downgrade reflected extreme
punishments meted out for dissemination of allegedly blasphemous messages and the increasingly
aggressive efforts of the telecom regulator to censor content transmitted via information and
communications technologies (ICTs).

Sanja Kelly is the project director for Freedom on the Net at Freedom House. Sarah Cook is a senior research
analyst at Freedom House.
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At the same time, 14 countries registered a positive trajectory. In some countries—such as Tunisia,
Libya, and Burma—this was the result of a dramatic regime change or political opening.
Elsewhere—as in Georgia, Kenya, and Indonesia—the improvements reflected a growing diversity
of content and fewer cases of arrest or censorship than in previous years. The remaining gains
occurred almost exclusively in established democracies, highlighting the crucial importance of
broader institutions of democratic governance—such as elected representatives, free civil society,
and independent courts—in upholding internet freedom. While proposals that could negatively
affect internet freedom did emerge in democratic states, civil society, the media, and the private
sector were more likely to organize successful campaigns to prevent such proposals from being
formally adopted, and the courts were more likely to reverse them. Only 4 of the 20 countries that
recently experienced declines are considered electoral democracies (see figure below).

Despite the noted improvements, restrictions on internet freedom continue to expand across a
wide range of countries. Over the past decade, governments have developed a number of effective
tools to control the internet. These include limiting connectivity and infrastructure, blocking and
filtering content that is critical of the regime, and arresting users who post information that is
deemed undesirable. In 2011 and 2012, certain methods that were previously employed only in the
most oppressive environments became more widely utilized.

To counter the growing influence of independent voices online, an increasing number of states are
turning to proactive manipulation of web content, rendering it more challenging for regular users
to distinguish between credible information and government propaganda. Regimes are covertly
hiring armies of pro-government bloggers to tout the official point of view, discredit opposition
activists, or disseminate false information about unfolding events. This practice was in the past
largely limited to China and Russia, but over the last year, it has been adopted in more than a
quarter of the countries examined. The Bahraini authorities, for example, have employed hundreds
of “trolls” whose responsibility is to scout popular domestic and international websites, and while
posing as ordinary users, attack the credibility of those who post information that reflects poorly on
the government.

INTERNET FREEDOM AND DEMOCRACY
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Both physical and technical attacks against online journalists, bloggers, and certain internet users
have also been on the rise in 2011 and 2012, demonstrating that the tactics previously used against
opposition journalists are now being applied to those writing in the online sphere as well.
Moreover, the attacks have become more violent. In Azerbaijan, for example, a prominent
journalist and contributor to several online news sites died of stab wounds after being attacked by
unknown assailants. In Mexico, for the first time, individuals who had circulated information online
about organized crime and corruption were brutally murdered, with the killers often leaving notes
that cited the victim’s online activities.

As another method of controlling speech and activism online, governments have imposed
temporary shutdowns of the internet or mobile phone networks during mass protests, political
events, or other sensitive times. While the most widely reported example occurred in Egypt in
January 2011, this report’s findings reveal that both nationwide and localized shutdowns are
becoming more common. Prior to its downfall, the Qadhafi regime in Libya shut off the internet
nationwide in March 2011, and large swaths of the country remained disconnected until August
2011. Select regions in Syria have experienced repeated internet shutdowns during 2011 and 2012,
as the regime has tried to prevent citizens from spreading information and videos about the
government’s attacks on civilians. Localized internet shutdowns also occurred in China and Bahrain
during antigovernment protests, and localized mobile phone shutdowns occurred in India and

Pakistan due to security concerns.

Based on the types of controls implemented, many of the countries examined in this edition of
Freedom on the Net can be divided into three categories:

1. Blockers: In this set of countries, the government has decided to block a large number of
politically relevant websites, often imposing complete blocks on certain social-media platforms.
The state has also invested significant resources in technical capacity and manpower to identify
content for blocking. Among the countries that fall into this category are Bahrain, China,
Ethiopia, Iran, Saudi Arabia, Vietnam, Syria, Thailand, and Uzbekistan. Although most of these
governments employ a range of other tactics to curb internet freedom—including imposing
pressure on bloggers and internet service providers, hiring pro-government commentators, and
arresting users who post comments that are critical of the authorities—they use blocking and
filtering as a key tool for limiting free expression. Over the past year, governments in this
group have continued to refine their censorship apparatus and devoted greater energy to
frustrating user attempts to circumvent the official blocking.

2. Nonblockers: In this category, the government has not yet started to systematically block
politically relevant websites, though the authorities may have demonstrated interest in
restricting online content, particularly after witnessing the role online tools can play in
upending the political status quo. Most often, these governments seek the appearance that their
country has a free internet, and prefer to employ less visible or less traceable censorship tactics,
such as behind-the-scenes pressure from government agents to delete content, or anonymous
cyberattacks against influential news sites at politically opportune times. These states also tend

OVERVIEW: EVOLVING TACTICS OF INTERNET CONTROL
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to have a harsh legal framework surrounding free speech, and in recent years have arrested
individuals who posted online information that is critical of the government. Among the
countries that fall into this category are Azerbaijan, Egypt, Jordan, Malaysia, Venezuela, and
Zimbabwe.

3. Nascent blockers: These countries—including Belarus, Sri Lanka, Pakistan, and Russia—
appear to be at a crossroads. They have started imposing politically motivated blocks, but the
system has not yet been institutionalized, and it is often sporadic. For example, in Russia, the
government officially blocks material deemed to promote “extremism,” but due to the vague
definition of extremism, political websites are occasionally blocked as well. In addition,
regional courts in Russia have at times ordered the blocking of websites that unveil local
corruption or challenge local authorities. Other countries in this group, such as Pakistan, have
seriously considered instituting nationwide filtering, but have not yet implemented it, thus not
fully crossing into the first category.

Despite the growing threats, the study’s findings reveal a significant uptick in citizen activism
related to internet freedom, which has produced several notable mobilization efforts and legislative
victories. In several European countries, fierce public opposition to the Anti-Counterfeiting Trade
Agreement (ACTA) has prompted governments to step away from ratification of the treaty. In
Pakistan, nongovernmental organizations (NGOs) and activists played a key role in exposing and
resisting the government’s plan to impose systematic, nationwide filtering. In Turkey,
demonstrations against a proposal to implement mandatory filtering of content deemed “harmful”
to children and other citizens drew as many as 50,000 people, prompting the government to back
down and render the system voluntary. In the United States, campaigns by civil society and
technology companies helped to halt passage of the Stop Online Piracy Act (SOPA) and the Protect
IP Act (PIPA), which were criticized for their potentially negative effects on free speech. The
simultaneous blacking out of popular websites by their administrators as a form of protest helped
increase public awareness of the two bills, and the tactic has since been repeated in countries like
Jordan and Italy in the face of potentially restrictive legislation.

In largely democratic settings, the courts have started to play an instrumental role in defending
internet freedom and overturning laws that may infringe on it. In Hungary, the Constitutional
Court decided in December 2011 that the country’s restrictive new media regulations would not
be applicable to online news sources and portals. In South Korea in August 2012, the Constitutional
Court issued its third decision favorable to internet freedom in two years, ruling against the real-
name registration system. In countries where the judiciary is not independent, public and
international pressure ultimately yielded executive branch decisions that nullified negative court
rulings. In Azerbaijan, Bahrain, China, Egypt, Syria, Russia, and Saudi Arabia, at least one jailed
blogger or internet activist was pardoned or released from extralegal detention following a high-
profile campaign on his or her behalf. And in a dramatic reversal from previous practice, dozens of
activists were released from prison in Burma, though the restrictive laws under which they had
been jailed remained in place.

OVERVIEW: EVOLVING TACTICS OF INTERNET CONTROL
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Since 2011, China has exerted a greater influence in the online world, emerging as an incubator for
sophisticated new types of internet restrictions. The Chinese method for controlling social-media
content—restricting access to international networks while coercing their domestic alternatives to
robustly censor and monitor user communications according to Communist Party directives—has
become a particularly potent model for other authoritarian countries. Belarus’s autocratic president
has praised China’s internet controls, and Uzbekistan has introduced several social-media platforms
on which users must register with their real names and administrators have preemptively deleted
politically sensitive posts. In Iran, a prominent internet specialist likened the intended outcome of
the country’s proposed National Internet scheme to the Chinese censorship model, with users
enjoying “expansive local connections,” but having their foreign communications filtered through a
“controllable channel.” Meanwhile, reports have emerged of Chinese experts, telecommunications
companies, or hackers assisting the governments of Ethiopia, Libya, Sri Lanka, Iran, and Zimbabwe
with attempts to enhance their technical capacity to censor, monitor, or carry out cyberattacks
against regime opponents.

Alongside China, authoritarian countries such as Russia, Tajikistan, and Uzbekistan have recently
increased efforts on the international stage to institutionalize some of the restrictions they already
implement within their own borders. For example, this coalition of states in 2011 submitted to the
United Nations General Assembly a proposal for an internet “code of conduct,” which would,
among other things, legitimize censoring of any website that “undermines political and social
order.” Moreover, some of these countries have been at the forefront of an effort to expand the
mandate of the International Telecommunication Union—a UN agency—to include certain
internet-related matters, which could negatively impact free expression, user privacy, and access to

information.

KEY TRENDS

Freedom on the Net 2012 identifies a shifting set of tactics used by various governments to control the

free flow of information online. While blocking and filtering remain the preferred methods of
restriction in many of the states examined, a growing set of countries have chosen other tools to
limit political and social speech that they view as undesirable. These alternative tactics include (1)
introduction of vague laws that prohibit certain types of content, (2) proactive manipulation, (3)
physical attacks against bloggers and other internet users, and (4) politically motivated surveillance.

New Laws Restrict Free Speech and Prompt Arrests of Internet Users

Responding to the rise of user-generated content, governments around the world are introducing
new laws that regulate online speech and prescribe penalties for those found to be in violation of
the established rules. The threat in many countries comes from laws that are ostensibly designed to
protect national security or citizens from cybercrime, but which are so broadly worded that they
can easily be turned on political opponents. In Ethiopia, for example, a prominent dissident blogger
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was recently sentenced under an antiterrorism law to 18 years in prison for publishing an online
article that called for greater political freedom. In Egypt, after the fall of President Hosni Mubarak
in early 2011, several bloggers were detained and sentenced to prison for posts that were critical of
the military or called for protests against military rule.

Of the 47 countries analyzed in this edition, 19 have

S . Countries that passed a new law in
passed new laws or other directives since January 2011 il

2011-2012 that negatively impacts

that could negatively affect free speech online, violate | internet freedom: Argentina,
users’ privacy, or punish individuals who post certain Bahrain, Belarus, Burma, China, India,
types of content. In Saudi Arabia, a new law for online Indonesia, Iran, Kazakhstan,

Kyrgyzstan, Malaysia, Mexico,
Pakistan, Russia, Saudi Arabia, Sri
Lanka, Syria, Thailand, Vietnam

media, which took effect in February 2011, requires all
news websites and websites that host video or audio
content to register with the government. Similarly, the
government of Sri Lanka issued a directive that requires
websites “carrying any content relating to Sri Lanka” to register for accreditation with the Ministry
of Mass Media and Information, whether they are based inside or outside the country. While the
authorities often claim that such regulations will “protect” online journalists or users, in effect they
make it easier to block and fine websites containing content that is politically or socially
unacceptable to the government.

An increasing number of countries are passing laws or interpreting current legislation so as to make
internet intermediaries legally liable for the content posted through their services. For instance, in
April 2012, Malaysia’s parliament passed an amendment to the 1950 Evidence Act that holds the
hosts of online forums, news outlets, blogging services, and businesses providing WiFi responsible
for any seditious content posted by anonymous users. In Thailand, pressure on intermediaries
intensified in May 2012 after a forum moderator for the popular online news outlet Prachatai
received a suspended eight-month jail sentence and a fine for not deleting quickly enough an
anonymous reader’s criticism of the royal family.

As a consequence, intermediaries in some countries are voluntarily taking down or deleting
potentially offending websites or posts on social networks to avoid legal liability. In the most
extreme example, intermediary liability in China has resulted in private companies maintaining
whole divisions responsible for monitoring the content of blogs, microblogs, search engines, and
online forums, deleting tens of millions of messages or search results a year based on
administrators’ interpretation of both long-standing taboos and daily Communist Party directives.
Reports have emerged of similar preemptive deletion by moderators in other countries, such as
Kazakhstan, Vietnam, and Saudi Arabia.

In India, amid several court cases regarding intermediaries’ responsibility for hosting illegal content
and new guidelines requiring intermediaries to remove objectionable content within 36 hours of
notice, much evidence has surfaced that intermediaries are taking down content without fully
evaluating or challenging the legality of the request. For example, in December 2011, the website

“Cartoons against Corruption” was suspended by its hosting company after a complaint filed with
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the Mumbai police alleged that the site’s cartoons ridiculed India’s parliament and national
emblems. As a result of such dynamics, large swaths of online content are disappearing, and the
losses are far more difficult to reverse than the mere blocking of a website.

Laws that restrict free speech are also forcing a growing

In 26 of the 47 countries
assessed, a blogger or other
ICT user was arrested for
content posted online or sent
content that was perceived as offensive to Islam and “liable to via mobile phone text message.

number of internet users and content providers into court, or
putting them behind bars. Two Tunisians were given seven-
year prison sentences in March 2012 for publishing online

cause harm to public order or public morals,” an offense

found in the largely unreformed penal code from the era of

autocratic former president Zine el-Abidine Ben Ali. In some countries, harsh penalties are also
applicable to content transmitted through other ICTs as evidenced in the case of a Pakistani man
who was sentenced to death in 2011 for sending an allegedly blasphemous text message via his
mobile phone. In Thailand, a 61-year-old man was sentenced to 20 years in prison after he allegedly
sent four mobile phone text messages that were deemed to have insulted the monarchy; several
months into his sentence he died in prison due to illness.

Paid Commentators, Hijacking Attacks Spread Misinformation

In addition to taking steps to remove unfavorable content

Countries where pro-government
commentators were used to
manipulate internet discussions
in 2011-2012: Bahrain, Belarus, China,
sets of countries assessed in previous editions of Freedom on Cuba, Egypt, Ethiopia, Iran, Malaysia,

the Net, the phenomenon of paid pro-government | Russia, Saudi Arabia, Syria, Thailand,
Ukraine, Venezuela

from the internet, a growing number of governments are
investing significant resources and using deceptive tactics to
manipulate online discussions. Already evident in a small

commentators has spread over the past two years,
appearing in 14 of the 47 countries examined in this study.
Even where such dynamics had previously emerged, their prevalence has evolved and expanded, as
governments seek to undermine public trust in independent sources of information and counter the
influence of particular websites and activists.

Paid commentators rarely reveal their official links when posting online, nor do governments
inform taxpayers that state funds are being spent on such projects. Moreover, some of the tactics
used to manipulate online discussions—including spreading false statements or hacking into
citizens’ accounts—are illegal in many of the countries where they occur. In Cuba, an estimated
1,000 bloggers recruited by the government have disseminated damaging rumors about the
personal lives of the island’s influential independent bloggers.

In some countries, such as Bahrain and Malaysia, the government or ruling party is reported to have

hired international public relations firms to engage in such activities on its behalf. In Russia, media
reports indicated that the ruling party planned to invest nearly $320,000 to discredit prominent
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blogger Aleksey Navalny, including through a possible scheme to disseminate compromising videos
using a Navalny look-alike. China’s paid pro-government commentators, known informally as the
“50 Cent Party,” are estimated to number in the hundreds of thousands, while an Iranian official
claimed in mid-2011 that 40 companies had received over $56 million to produce pro-government
digital content.

Rather than creating their own websites or social-media
Countries where government critics

faced politically motivated

cyberattacks in 2011-2012: Bahrain,
presence of their critics and altered the content posted in Belarus, Burma, China, Eqypt, Iran,

accounts to influence online discussion, some

governments or their supporters have hijacked the online

an effort to deceive the growing audience of citizens who | Jordan, Kazakhstan, Libya, Malaysia,
Mexico, Russia, Saudi Arabia, Syria,
Thailand, Uzbekistan, Venezuela,
Vietnam, Zimbabwe

are shifting from state-controlled media to alternative
sources of news. In Jordan, the popular Amman News
website was hacked, and a sensitive statement by tribal
leaders calling for reforms was forcibly deleted. In
Burma, prior to the government’s shift to a more tolerant attitude toward dissent, the website of
the exile news outlet Irrawaddy was hacked, and fake news items that could discredit the outlet or
sow discord among the opposition were posted. In Egypt, in the run-up to elections in late 2011
and early 2012, a Facebook account used for reporting electoral violations was hacked, and pro-

military messages were disseminated.

Some hijackings or impersonations have targeted influential individuals rather than news websites.
In early 2012, a fake Twitter account was created using the name of a British-Syrian activist whose
reports on a massacre by Syrian government forces had drawn international attention. The fake
account’s postings combined plausible criticism of the regime with comments that seemed to incite
sectarian hatred. In one of the most notable examples of this dynamic, since August 2011, the blogs
and Twitter accounts of at least two dozen government critics and prominent figures in
Venezuela—including journalists, economists, artists, and writers—have been hacked and
hijacked. The messages disseminated in their names have ranged from support for the government’s
economic policy and criticism of the opposition presidential candidate to threatening comments
directed at other users.

Physical Attacks against Government Critics Intensify

Governments and other powerful actors are increasingly resorting to physical violence to punish
those who post critical content online, with sometimes fatal consequences. In 19 of the 47
countries assessed, a blogger or internet user was tortured, disappeared, beaten, or brutally
assaulted. In five countries, an activist or citizen journalist was killed in retribution for information
posted online that exposed human rights abuses.

This rise in violence has taken different forms in different countries. In some repressive states—like
China, Iran, Saudi Arabia, Syria, and Vietnam—reports abound of individuals being tortured in
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custody after being detained for online activities. In Bahrain, the moderator of an online forum was
killed in police custody in April 2011, within one week of his arrest. His body showed clear signs of
abuse, and a commission of inquiry subsequently confirmed his death under torture. In other
countries, such as Cuba, the authorities have shifted tactics, replacing long-term imprisonment with
extralegal detentions, intimidation, and occasional beatings. In Sri Lanka and Uzbekistan, online
critics of the government have disappeared under mysterious circumstances, with previous official
harassment fueling suspicions that they are being illegally detained.

In China, following online calls for a Tunisian-style
Countries where a blogger or ICT

Jasmine Revolution in February 2011, dozens of bloggers, &sciwas jlysically acencked o1 killed

lawyers, and activists who had large followings on social- |, 5011-2012: Azerbaijan, Bahrain,
media sites were abducted in one of the worst crackdowns Burma, China, Cuba, Egypt, Indonesia,
on free expression in recent memory. Several of those Iran, Jordan, Kazakhstan, Libya, Mexico,

Pakistan, Saudi Arabia, Sri Lanka, Syria,

detained were sentenced to long prison terms, but most : _ |
Thailand, Uzbekistan, Vietnam

were released after weeks of incommunicado detention,
with no legal record or justification for their arrest. Many
reported being beaten, deprived of sleep, or otherwise abused, with at least one lawyer contracting

tuberculosis within only 21 days in custody.

In a newly emerging phenomenon, bloggers and citizen journalists in a number of countries were
specifically targeted by security forces while reporting from the field during periods of unrest or
armed conflict. In Kazakhstan, a blogger was reportedly assaulted by police who held a pistol to his
head after he uploaded video footage to YouTube that showed local residents protesting a
government crackdown. In Egypt, several well-known online activists were badly injured during
police and military assaults on protesters, causing one blogger to lose his right eye and another to
suffer 117 birdshot wounds. The circumstances surrounding the attacks raised suspicions that the
individuals had been singled out by members of the security forces, who either responded to their
filming of events or recognized them as influential online opinion leaders. In both Libya and Syria,
citizen journalists who had gained international prominence for their live online video broadcasts

were killed in targeted attacks by government forces.

Bloggers and citizen journalists are also facing violence by nonstate actors or unidentified attackers.
But even in these cases, impunity for the perpetrators or possible pro-government motives have
given the assaults an appearance of at least tacit official approval. In Indonesia, Islamists beat a man
who had started a Facebook group promoting atheism, then reported him to the authorities. Police
arrived and arrested the user, who was subsequently prosecuted, while the attackers went
unpunished. In Thailand, a professor leading a petition campaign to amend restrictive lese-majeste
legislation was assaulted by two unidentified people in an incident that rights groups believed was
connected to his advocacy. In some countries, attacks by nonstate actors have proved fatal, as with
the killings in Mexico mentioned above. In Pakistan, a series of bombing attacks against cybercafes
by Islamist militants have led to several deaths and dozens of injuries.

OVERVIEW: EVOLVING TACTICS OF INTERNET CONTROL
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Some of these attacks against online writers are especially cruel. In Jordan, a female blogger was
stabbed in the stomach. In Kazakhstan, reporters from an online television station were beaten with
baseball bats. In Egypt, an online columnist suffered broken wrists after being beaten and sexually
assaulted. In Syria, the body of a freelance photographer killed by security forces was mutilated.
And in China and Uzbekistan, detained activists and journalists were forcibly medicated with

psychiatric drugs.

However, extralegal harassment of online activists and bloggers is not always so extreme. In a wide
range of countries, intimidation takes more mundane but also more pervasive forms. In Bahrain,
Belarus, Cuba, Turkey, Thailand, and Vietnam, individuals have been fired from their jobs, barred
from universities, or banned from traveling abroad after posting comments that criticize the
government or otherwise cross “red lines.” In Russia and Azerbaijan, the harassment has expanded
to activists’ families, with parents receiving calls from security personnel who press them to stop
their adult children’s activism.

In addition to individual users, the offices of news websites or free expression groups have been
subject to arbitrary attacks. In Belarus, Jordan, and Thailand, security forces or unidentified armed
men raided the editorial offices of popular online news and information sites, confiscating or
destroying equipment. In Venezuela, the offices of a civil society group that is active in defending
online freedom of expression were burglarized on two occasions. And in Sri Lanka, an arson attack
destroyed the offices of a popular online news site that had supported the president’s competitor in

the 2010 election.

Surveillance Increases, with Few Checks on Abuse

Many governments are seeking less visible means to infringe upon internet freedom, often by
increasing their technical capacity or administrative authority to access private correspondence via
ICTs. Governments across the full spectrum of democratic performance—including South Korea,
Kenya, Thailand, Egypt, and Syria—have enhanced their surveillance abilities in recent years or
announced that they intend to do so. Of the 19 countries that passed new regulations negatively
affecting internet freedom in 2011 and early 2012, 12 disproportionately enhanced surveillance or
restricted user anonymity. Although some interception of communications may be necessary for
fighting crime or preventing terrorist attacks, surveillance powers are abused for political ends in
many countries. Even in democratic settings, proper procedures are not always followed, resulting

in violations of user privacy.

In the more repressive and technically sophisticated environments, authorities engage in bulk
monitoring of information flows, often through a centralized point. Intelligence agencies then gain
direct access to users’ communications across a range of platforms—mobile phone conversations,
text messages, e-mail, browsing history, Voice over IP discussions, instant messaging, and others.
The most advanced systems scan the traffic in real time, with preset keywords, e-mail addresses,

and phone numbers used to detect communications of interest to the authorities. Voice-recognition
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software is being applied in a growing number of countries to scan spoken conversations for either
sensitive keywords or particular individuals’ voices. Even in less technologically advanced settings,
the government has little trouble accessing user communications once an offender has been
identified, as service providers can be required to retain data and content and submit them to the
authorities upon request. In most authoritarian countries, security services can intercept
communications or obtain user data from service providers without a judicial warrant. Some
democratic governments also have highly advanced monitoring equipment, but court approval is
needed to access user information, and what is retained usually involves the time and recipients of
communications rather than their actual content.

Surveillance in nondemocratic countries is often political in nature, aimed at identifying and
suppressing government critics and human rights activists. Such monitoring can have dire
repercussions for the targeted individuals, including imprisonment, torture, and even death. In
Belarus, Bahrain, Ethiopia, and elsewhere, activists found that their e-mails, text messages, or
Skype communications were presented to them during interrogations or used as evidence in
politicized trials. In Libya, following Mu’ammar al-Qadhafi’s ouster, journalists discovered a
sophisticated monitoring center and a storage room filled with dossiers of the online activities of
both Libyans and foreigners. Such revelations have raised serious ethical questions and public
relations problems for Chinese companies and some firms based in developed democracies that

have been known to supply surveillance tools to repressive regimes.

Even governments with sophisticated technological capabilities are finding that it is not always
possible to trace a particular message to its author. Several countries have therefore passed
regulations requiring real-name user registration, whether at the point of access, via a service
provider, or directly with the government. In Iran, new regulations require cybercafe customers to
submit personal information before using a computer. In China, major microblogging services were
given a March 2012 deadline to implement real-name registration for their users. Kazakhstan,
Syria, and Saudi Arabia also passed regulations enhancing restrictions on user anonymity.

A large number of middle-performing countries—some of them democracies—are also expanding
their surveillance abilities. While there are fewer fears in these settings that the government will
engage in pervasive, politically motivated monitoring, rights safeguards and oversight procedures
are lagging far behind the authorities’ technical capacities and legal powers. For example, in a
number of democratic or semidemocratic states—such as Thailand, Indonesia, Malaysia, India, and
Mexico—regulations passed over the last year and a half have expanded the authority of security
and intelligence services to intercept communications, sometimes without requiring a court order.
Even when a judge’s permission is required by law, approval is sometimes granted almost
automatically due to inadequate judicial independence. In a classic example of the legal ambiguities
surrounding surveillance in some countries, Indonesia has nine different laws authorizing
surveillance, the most recent of which was passed in October 2011. Each law sets different
standards of accountability, with only some requiring judicial approval.
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The proliferation of surveillance without appropriate safeguards almost inevitably leads to abuse or
inadvertent violations of user privacy. A range of countries have experienced scandals in recent
years involving individual politicians or law enforcement agents who misused their powers to spy
on opponents or engage in extortion. In 2011, India’s federal authorities had to rein in the
availability of certain interception equipment acquired after the 2008 terrorist attacks in Mumbai,
as it had been improperly employed by state governments. In April 2012, Mexico’s new
Geolocation Law came into effect, allowing law enforcement agencies, including certain low-level
public servants, to gain access to the location data of mobile phone users, without a warrant and in
real time. Although such tools are intended to facilitate the apprehension of drug traffickers and
violent criminals, there are credible fears that user data will fall into the wrong hands, as organized
crime groups have infiltrated Mexico’s law enforcement agencies. Indeed, previously collected data
on mobile phone purchasers were found to have already been posted for sale online.

Even in more developed democracies, where surveillance generally requires judicial approval and
oversight mechanisms are fairly robust, concerns have increased that the government is becoming
too intrusive. In 2012, the British government announced a proposal to expand the existing
surveillance measures and require ISPs to keep certain details of their customers’ social networking
activity, e-mail, internet calls, and gaming for a period of 12 months. In the United States,
controversial provisions of the PATRIOT Act were renewed in May 2011, and legal ambiguities
regarding data stored in the “cloud” have prompted concerns among experts. Pending legislation in
Australia and South Africa has come under criticism for broadening service providers’ surveillance
obligations and legalizing the mass monitoring of transnational communications, respectively.

COUNTRIES AT RISK

After reviewing the findings for the 47 countries covered in this edition of Freedom on the Net,
Freedom House has identified seven that are at particular risk of suffering setbacks related to
internet freedom in late 2012 and in 2013. A number of other countries showed deterioration over
the past two years and may continue to decline, but the internet controls in those states—which
include Bahrain, China, Iran, Syria, and Ethiopia—are already well developed. By contrast, in most
of the countries listed below, the internet remains a relatively unconstrained space for free
expression, even if there has been some obstruction of internet freedom to date. These countries
also typically feature a repressive environment for traditional media and have recently considered
or introduced legislation that would negatively affect internet freedom.

Malaysia

Although the Malaysian government places significant restrictions on traditional media, it has
actively encouraged internet and mobile phone access, resulting in an internet penetration rate of
over 60 percent and a vibrant blogosphere. No politically sensitive websites are blocked, and a
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notorious security law was repealed in early 2012, but other infringements on internet freedom
have emerged in the last year. Prominent online news outlets and opposition-related websites have
suffered cyberattacks at politically critical moments. Bloggers have faced arrest or disproportionate
defamation suits for criticizing government officials or royalty. And legal amendments rendering
intermediaries liable for seditious comments were passed in April 2012, as were changes to the
penal code that criminalized “any activity detrimental to parliamentary democracy.” In the
watershed general elections of March 2008, the ruling coalition lost its two-thirds parliamentary
majority for the first time since 1969, and the use of the internet for political mobilization was
widely perceived as contributing to the opposition’s electoral gains. As Malaysia prepares for
another set of highly contentious elections scheduled to take place by April 2013, greater efforts by
the government and ruling party to increase their influence over the internet are anticipated.

Russia

Given the elimination of independent television channels and the tightening of press restrictions
since 2000, the internet has become Russia’s last relatively uncensored platform for public debate
and the expression of political opinions. However, even as access conditions have improved,
internet freedom has eroded. Since January 2011, the obstacles to freedom of expression online
have evolved, with massive distributed denial-of-service (DDoS) attacks, smear campaigns to
discredit online activists, and extralegal intimidation of average users intensifying. Nevertheless,
online tools—such as social-media networks and video-sharing platforms—played a critical role in
galvanizing massive public protests that began in December 2011. The government, under the
renewed leadership of President Vladimir Putin, subsequently signaled its intention to tighten
control over internet communications. Since May 2012, the parliament has passed legislation that
recriminalized defamation and expanded the blacklisting of websites, while prominent bloggers face
detention and questionable criminal prosecutions. As the Kremlin’s contentious relationship with
civil society and internet activists worsens and the country prepares for regional elections in
October, such controls appear likely to increase.

Sri Lanka

Although internet penetration remains at around 15 percent of the population, since 2007 there has
been an incremental growth in the influence and use of online news sites and social-media tools for
civic and political mobilization. The government has responded with arbitrary blocks on news
websites and occasional attacks against their staff, a dynamic that has intensified since January 2011.
In November, the government suddenly announced a policy requiring websites that carry “any
content related to Sri Lanka” to register with the authorities, and a prominent online journalist and
cartoonist remains “disappeared,” apparently in police custody. The country’s judicial system has
proven a poor safeguard against these infringements, with the Supreme Court recently refusing to
even open proceedings on a petition that challenged the arbitrary blocking of five prominent

websites focused on human rights and governance. In June 2012, police raided two news websites’
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offices, and in July the government announced new registration fees for such sites, illustrating the
potential for further assaults on internet freedom in the coming year.

Libya

The political unrest and armed conflict in Libya, which in 2011 led to a dramatic regime change,
was also reflected in the country’s internet freedom landscape. The online environment was
notably more open after the rebel victory in October 2011 than during the Qadhafi era or the
period of civil conflict, when the internet was shut off in large areas of the country. A frenzy of self-
expression has since erupted online, as Libyans seek to make up for lost time. Nevertheless,
periodic electricity outages, residual self-censorship, and weak legal protections pose ongoing
challenges to internet freedom. Meanwhile, the passage and subsequent overturning in mid-2012 of
restrictive legislation under the guise of preventing the glorification of the Qadhafi regime
highlighted the ongoing threats to online expression as different actors seek to assert their
authority. Such dynamics, alongside factional fighting and recent violence in response to a YouTube
video that insulted Islam, illustrate the potential pitfalls for internet freedom in Libya as the country
embarks on a transition to democracy under the leadership of a new legislative body elected in July.

Azerbaijan

As the host of two high-profile international events in 2012—the Eurovision Song Contest in May
and the Internet Governance Forum (IGF) in November—the government of Azerbaijan has been
eager to promote itself as a leader of ICT innovation in the region. Indeed, with few websites
blocked, the internet remains much less restricted than print and broadcast media, the main sources
of information for most citizens. Nevertheless, as internet usage has increased dramatically over the
past two years, online tools have begun to be used for political mobilization, including a series of
Arab Spring—inspired prodemocracy protests in early 2011. The authorities have responded with
increased efforts to clamp down on internet activities and stifle opposition viewpoints. Rather than
significantly censoring online content, the government has employed tactics such as raiding
cybercafes to gather information on user identities, arresting politically active netizens on trumped-
up charges, and harassing activists and their family members. In a worrisome development, the
authorities ramped up their surveillance capabilities in early 2012, installing “black boxes” on a
mobile phone network that reportedly enable security agencies to monitor all communications in
real time. While international attention on Azerbaijan’s human rights record has led to some
positive developments, including the recent release of imprisoned bloggers and website editors,
there is concern that after the global spotlight fades, a crackdown will ensue. Furthermore, with a
presidential election expected in 2013—and online tools potentially serving as an avenue for
exposing electoral fraud—the risk of additional restrictions being imposed on internet freedom in
Azerbaijan over the coming year remain high.

OVERVIEW: EVOLVING TACTICS OF INTERNET CONTROL



FREEDOM HOUSE Freedom on the Net 2012

Pakistan

Mobile phones and other ICTs have proliferated in Pakistan in recent years, spurring dynamic
growth in citizen journalism and activism. The government, and particularly the Pakistan
Telecommunications Authority (PTA), has responded with increasingly aggressive efforts to control
the new technologies. These efforts were especially pronounced between January 2011 and mid-
2012, resulting in an alarming deterioration in internet freedom from the previous year.
Disconcerting developments included a ban on encryption and virtual private networks (VPNs), a
death sentence imposed for transmitting allegedly blasphemous content via text message, and a
one-day block on all mobile phone networks in Balochistan Province in March 2012. Several other
initiatives to increase censorship—including a plan to extensively filter text messages by keyword
and a proposal to develop a nationwide internet firewall—were shelved after facing resistance in
the form of civil society advocacy campaigns. Despite these victories, additional restrictions on
internet freedom have emerged since May 2012: a brief block on Twitter, a second freeze on
mobile phone networks in Balochistan, and a new PTA directive to block 15 websites featuring
content about “influential persons.” Evidence has also surfaced that the government is in the process
of installing sophisticated internet surveillance technologies. Together, these developments signal
the government’s continued commitment to controlling the internet and new media. As access
expands and general elections approach in April 2013, such efforts are likely to increase.

Rwanda

The government of Rwanda under President Paul Kagame has been applauded for its commitment
to economic development and reconstruction since the country’s devastating genocide in 1994.
Investment in ICTs over the past two decades has led to the expansion of internet and mobile phone
usage. Nevertheless, internet penetration remains low at only 7 percent, and widespread poverty
continues to impede access to ICTs. Moreover, alongside its generally strict control over civic and
political life, the government has begun exerting greater control over digital media. In the lead-up
to the presidential election in 2010, the authorities blocked the online version of an independent
newspaper for six months. Other online outlets have reported government requests to delete
content related to political affairs or ethnic relations. Furthermore, violence against online
journalists, though sporadic, appears to be on the rise, and one editor living in exile was sentenced
in absentia to two and a half years in prison in June 2011. These worrying incidents have fueled
concerns that the government’s firm restrictions on print and broadcast media—particularly
regarding content on the ruling party or the 1994 genocide—are crossing over into the internet
sphere. In one ominous sign, in August 2012 the government approved legislation that, if passed by
the Senate, would enable security and intelligence services to conduct widespread surveillance of e-
mail and telephone communications.
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FREEDOM ON THE NET 2012: GLOBAL SCORES

Freedom on the Net aims to measure each country’s level of internet and digital media
freedom. Each country receives a numerical score from O (the most free) to 100 (the least
free), which serves as the basis for an internet freedom status designation of Free (0-30

points), Partly Free (31-60 points), or Not Free (61-100 points).

Ratings are determined through an examination of three broad categories: Obstacles to
Access, Limits on Content, and Violation of User Rights.

A. Obstacles to Access: assesses infrastructural and economic barriers to access;
governmental efforts to block specific applications or technologies; and legal,
regulatory and ownership control over internet and mobile phone access providers.

B. Limits on Content: examines filtering and blocking of websites; other forms of
censorship and self-censorship; manipulation of content; the diversity of online news
media; and usage of digital media for social and political activism.

C. Violations of User Rights: measures legal protections and restrictions on online
activity; surveillance; privacy; and repercussions for online activity, such as legal
prosecution, imprisonment, physical attacks, or other forms of harassment.

FREEDOM | FREEDOM ON A.SUBTOTAL: B. SUBTOTAL: C. SUBTOTAL:

ON THE NET THE NET OBSTACLES TO LIMITS ON VIOLATIONS OF
COUNTRY
STATUS TOTAL ACCESS CONTENT USER RIGHTS
2012 0-100 Points 0-25 Points 0-35 Points 0-40 Points

Estonia Free 10 2 5
USA Free 12 4 7
Germany Free 15 4 8
Australia Free 18 2 10
Hungary Free 19 5 8
Italy Free 23 4 12
Philippines Free 23 10 8
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FREEDOM FREEDOM ON A SUBTOTAL: B SUBTOTAL: C SUBTOTAL:
THE NET OBSTACLES TO LIMITS ON VIOLATIONS OF
COUNTRY ON THE NET
STATUS TOTAL ACCESS CONTENT USER RIGHTS
0-100 Points 0-25 Points 0-35 Points 0-40 Points
United Free 25 | 8 16
Klngdom
Argentina Free 26 9 9 8
South
Africa Free 26 8 8 10
Brazil Free 27 7 6 14
Ukraine Free 27 7 8 12
Kenya Free 29 10 7 12
Georgia Free 30 9 10 11
Nigeria Partly Free 33 12 9 12
h
Sout Partly Free 34 3 12 19
Korea
Uganda Partly Free 34 11 8 15
Kyrgyzstan Partly Free 35 13 10 12
Mexico Partly Free 37 11 11 15
India Partly Free 39 13 9 17
Indonesia Partly Free 42 11 11 20
Libya Partly Free 43 18 9 16
Malaysia Partly Free 43 10 14 19
Jordan Partly Free 45 13 12 20
Tunisia Partly Free 46 14 12 20
Turkey Partly Free 46 12 17 17
Venezuela | Partly Free 48 15 14 19
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B. SUBTOTAL: C. SUBTOTAL:

FREEDOM ON | A.SUBTOTAL:

FREEDOM
COUNTRY R T N THE NET OBSTACLES TO LIMITS ON VIOLATIONS OF
STATUS TOTAL ACCESS CONTENT USER RIGHTS
0-100 Points 0-25 Points 0-35 Points 0-40 Points

Azerbaijan | Partly Free 50 13 16 21
Rwanda Partly Free 51 13 19 19
Russia Partly Free 52 11 18 23
Zimbabwe | Partly Free 54 17 14 23
Sri Lanka | Partly Free 55 16 18 21
Kazakhstan | Partly Free 58 15 23 20
Egypt Partly Free 59 14 12 33
Thailand Not Free 61 11 21 29
Pakistan Not Free 63 19 18 26
Belarus Not Free 69 16 23 30
Bahrain Not Free 71 12 25 34
::;‘Sii Not Free 71 14 26 31
Vietnam Not Free 73 16 26 31
Burma Not Free 75 22 23 30
Ethiopia Not Free 75 22 27 26
Uzbekistan | Not Free 77 19 28 30
Syria Not Free 83 23 25 35
China Not Free 85 18 29 38
Cuba Not Free 86 24 29 33
Iran Not Free 90 21 32 37

CHARTS AND GRAPHS OF KEY FINDINGS



FREEDOM HOUSE Freedom on the Net 2012

FREEDOM ON THE NET 2012: GLOBAL GRAPHS

47 COUNTRY SCORE COMPARISON (0 = Most Free, 100 = Least Free)
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SCORE CHANGES: FREEDOM ON THE NET 2011 vs. 2012

SCORE IMPROVEMENTS
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COUNTRY 2011 2012 TRAJECTORY COUNTRY 2011 2012 TRAJECTORY
USA 13 12 Slight AN Kenya 32 29 Notable A\
Germany 16 15 Slight AN Indonesia | 46 42 Notable A\
Cuba 87 86 Slight AN Georgia 35 30 Significant AN
Brazil 29 27 Slight A Burma 88 75 Significant AN
Nigeria 35 33 Slight A Tunisia 81 46 Significant AN
Italy 26 23 Notable A\

*A Freedom on the Net score decline represents a positive trajectory (4V) for internet freedom.
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SCORE DECLINES
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FOTN 2011-2012 Score Change

Not Free

FOTN FOTN FOTN FOTN

COUNTRY 2011 2012 TRAJECTORY COUNTRY 2011 2012 TRAJECTORY
62 7 Significant W | | Azerbaijan | 48 50 Slight \
Pakistan 55 63 Significant N7 Malaysia 41 43 Slight v
Ethiopia 69 75 | Significant ¥ IS(‘(’)';S; 3 34 Slight W
Egypt 54 59 Significant \ Venezuela 46 48 Slight W
Mexico 32 37 Notable W Iran 89 90 Slight W
Jordan 42 45 Notable W :::l;iii 70 71 Slight W
Kazakhstan 55 58 Notable W Rwanda 50 51 Slight \7
India 36 39 Notable W Turkey 45 46 Slight W

China 83 85 Slight \

*A Freedom on the Net score increase represents a negative trajectory (*) for internet freedom.
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NO OVERALL SCORE CHANGE: CATEGORY TRAJECTORIES

Eight countries assessed in Freedom on the Net 2012 registered no overall score change from

the previous edition. However, a closer look at the score changes within the survey’s three
broad categories reveals how internet freedom restrictions have evolved in nuanced and
dynamic ways. Notably, the gains many of the countries listed below made in the “Obstacles
to Access” category—which reflect the rise of internet and mobile phone penetration or
decreased regulatory obstacles—were offset by increases in limits placed on content or

violations of user rights.

- - VIOLE;"IONS
COUNTRY FOTN FOTN OBSTACLES TO LIMITS ON OF USER
2011 2012 ACCESS CONTENT
RIGHTS
TRAJECTORY TRAJECTORY
TRAJECTORY
Australia 18 18 Slight A\ No change Slight 7
Belarus 69 69 Notable AN No change Notable W
Estonia 10 10 No change Slight 7 Slight AN
Russia 52 52 Slight AN Slight 7 No change
South Africa 26 26 Slight 7 Slight AN No change
Thailand 61 61 Slight A\ Slight A\ Notable W
Vietnam 73 73 No change Slight 7 Slight A\
Zimbabwe 54 54 Slight W Slight AN No change
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COUNTRIES AT RISK: INTERNET FREEDOM VS. PRESS FREEDOM

Among the 47 countries covered in this study, one notable contingent of states were those
where the internet remains a relatively unobstructed domain of free expression when

compared to a more repressive or dangerous environment for traditional media. This
difference is evident from the comparison between a country’s score on Freedom House’s
Freedom on the Net 2012 assessment and its score on the Freedom of the Press 2012 study.

The figure below is a graphical representation of this phenomenon, focusing on the 28
countries in this edition where the gap between their performance on the two surveys is 10
points or greater. This difference reflects the potential pressures in both the short and long
term on the space for online expression. Among the 28 are six of the seven states identified
as “countries at risk”: Malaysia, Russia, Sri Lanka, Libya, Azerbaijan, and Rwanda.
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* The front-row bar reflects a country's Freedom on the Net 2012 score; the back-row bar
reflects the country's score on Freedom House’s Freedom of the Press 2012 index, which

primarily assesses television, radio, and print media.
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INTERNET FREEDOM VS. INTERNET PENETRATION

The figure below depicts the relationship between internet penetration rates and the level of
digital media freedom as assessed by the Freedom on the Net 2012 study. Each point is plotted
to reflect its level of internet penetration as noted in the report, as well as its performance in
the survey. To minimize possible overlap among variables, the scores have been adjusted to
exclude performance on the first two questions of the Freedom on the Net methodology,
which assess the degree of internet access in a given society.

Of note is a potential trajectory for the Partly Free countries in the middle, which may
move towards greater repression (the high-tech, Not Free countries on the middle right) or
better protection of free expression (the mid-penetration, Free countries on the left) as
digital media access rates increase.
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REGIONAL GRAPHS
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SUB-SAHARAN AFRICA (0 = Most Free, 100 = Least Free)
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2011 2012

POPULATION: 41 million

INTERNET FREEDOM STATUS n/a Free INTERNET PENETRATION 2011: 48 percent
Obstacles to Access (0-25) n/a 9 WEB 2.0 APPLICATIONS BLOCKED: Yes

. . NOTABLE POLITICAL CENSORSHIP: No
Limits on Content (0-35) n/a 9

lnti T _— BLOGGERS/ICT USERS ARRESTED: No
Violations of User Rights (0-40) n/a 8 PRESS FREEDOM STATUS: Partly Free
Total (0-100) n/a 26

* 0=most free, 100=least free

INTRODUCTION

The internet first began being used for commercial purposes in Argentina in 1991, though it
had been a focus of academic study from the 1980s." Internet penetration has since steadily
increased and Argentina is now home to one of the largest contingents of internet users in
South America. Since 2009, access has grown especially quickly, partly the result of
successful government policies to improve services and expand broadband connections
throughout the country.

The country’s legal framework and independent courts generally protect online freedom of
expression, both in law and in practice, and Argentineans have free access to a wide array of
information sources over the internet. Nevertheless, several court decisions in 2010 and
2011 restricted access to websites on claims of defamation or intellectual property rights
violations, and one led to the accidental blocking of an entire blog-hosting platform. More
seriously, a series of injunctions imposed intermediary liability on search engines to delete
links from the results they present users. The rulings drew criticism from freedom of
expression advocates and international firms like Google, and some were subsequently
overturned by higher courts.

! Jorge Amodio, “History and Evolution of the Internet in Argentina” [in Spanish], Internet Argentina, Historia y Evolucion

(blog), May 16, 2010, http://blog.internet-argentina.net/p/indice.html.
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OBSTACLES TO ACCESS

Internet penetration has consistently increased over the past decade, from about 21 percent

of the population in 2006 to nearly 48 percent in 2011, according to the International
Telecommunications Union (ITU), an increase of over 10 percent from the previous year.2
Some sources suggest that by the end of 2011, overall internet penetration had risen even
higher, to 75 percent of the population.3 This dramatic expansion in usage has been facilitated
by increased government investment in telecommunications infrastructure and equipment
over the past two years. As a result, a growing number of people are connecting to the
internet from their homes and via mobile devices. By December 2011, the number of
internet subscriptions reached 8.2 million for residential connections and another 1.2 million
at organizations or businesses, according to government figures, an increase of over 50
percent in each sector compared to 2010.* Mobile web connectivity increased by around 160
percent over the same period.5 The proportion of broadband connections compared to dial-
up has also increased, and by early 2012, broadband accounted for 99 percent of the internet
market® at an average speed of 3 Mbps.7 Mobile phone penetration is significantly higher than
internet usage, with 58 million lines active as of late 2011 (a penetration rate of about 142
percent).8

Although access is growing across the country, according to the National Statistics Institute
(Instituto Nacional de Estadisticas y Censos, INDEC), there remains a stark gap between
large urban areas like Buenos Aires, Cordoba, and Santa Fe versus other provinces; the
former account for over 75 percent of home internet connections.” Besides socioeconomic
disparities and price differences, the lack of access to National Access Points in geographically
remote areas, such as Patagonia or the northwest, contributes to this urban-rural divide. " In
general, expense has not been a primary obstacle to access for most people. The average

? International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2006 & 2011, accessed July 13, 2012, http://www.itu.int/ITU-
D/ICTEYE/Indicators/Indicators.aspx#.

3 “75% of the population has internet access in Argentina” [in Spanish], Prince & Cooke, January 3, 2012,
http://economia.terra.com.ar/noticias/noticia.aspx?idNoticia=201201031637 TEL 4213101.

* National Institute of Statistics and Censuses (INDEC), “Press Reports on Access to Internet, Fourth Quarter of 2011” [in
Spanish], Ministry of Economics and Public Finances, Institute of Statistics and Censuses, accessed April 6, 2012,

http://www.indec.gob.ar/nuevaweb/cuadros/14/internet 03 12.pdf.

* Ibid.

¢ Ibid.

7 “Argentina out of the podium of Internet Speed in Latin America” [in Spanish], Yahoo News Online, May 30, 2012,
http://ar.noticias.yahoo.com/argentina-podio-velocidad-internet-am%C3%A9rica-latina- 181000405 .html.

® National Institute of Statistics and Censuses (INDEC), “Historic Series of Communications: Active Cellphones” [in Spanish],

National Communications Commission, accessed June 5, 2012,

http://www.indec.gob.ar/nuevaweb/cuadros/14/sh _comunicac? .xls.

* INDEC, “Press Reports on Access to Internet, Fourth Quarter of 2011.”

"% Interview with employee of the Library of the National Communications Commission (Comisién Nacional de
Comunicaciones), February 18, 2012.
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broadband plan cost 100 pesos (US$22) per month and the average monthly wage is 2,300
pesos (US$500).

In recent years, the Argentine government has accelerated its efforts to promote internet
access and as noted above, these appeared to bear fruit in 2011. Policies that contributed to
these successes included the Digital Agenda, the Argentina Connected Plan, the Equal
Connection Plan, and the Universal Service Trust Fund. The Digital Agenda, approved in
2009, established a national plan for strategically using information and communication
technologies (ICTs) to connect government institutions and citizens to create a knowledge
society. The Argentina Connected Plan was approved in 2010 as a five-year strategic
initiative to expand infrastructure and telecommunications services to the entire country. It
seeks to reduce the cost of broadband connections and make them available on equal terms
for all inhabitants. The Equal Connection Plan, also approved in 2010, led to the provision of
internet connections at all public secondary schools and laptop computers for students
throughout the country. Lastly, although universal service obligations have been in place
since 2001, initiatives to seriously enforce these commitments only began in November
2010. That month, the government established the Universal Service Trust Fund, which
receives one per cent of the profits from telecommunications companies and uses it to

) . . . 1
reinvest in expanchng broadband access to narrow the gap across provinces.

When the telecommunications industry was privatized in the 1980s, the former state-owned
operator was split into two companies: Telecom Argentina to cover the north of the country
and Telefonica de Argentina to cover the south. As of the end of 2010, these two incumbents
owned around 90 percent of the fixed-line infrastructure in the country and both provided
internet services.'” Meanwhile, some 300 other companies have been granted licenses to
operate as internet service providers (ISPs)." Many of these are regional providers, serving as
provincial subsidiaries of the above two companies or other large firms like Fibertel of Grupo
Clarin that also has a notable share of the broadband market.'* The mobile phone market is
dominated by three providers: Telefonica’s Movistar, Telecom’s Personal, and Claro, owned
by Mexican billionaire Carlos Slim. Each of the three covers about one third of the market

"' “The Digital Agenda” [in Spanish], Cabinent of Ministers of the President, accessed March 20, 2012
http://www.agendadigital.ar/; “The National Telecommunications Argentina Connected Plan” [in Spanish], Ministry of Federal

Planning, Public Investment and Services, accessed March 20, 2012, http://www.argentinaconectada.gob.ar; “The Equal
Connection Plan” [in Spanish], Cabinent of Ministers of the President, accessed March 20, 2012,
http://www.conectarigualdad.gob.ar/; “Universal service obligations and the Universal Service Trust Fund” [in Spanish],

National Communications Commission, accessed March 20, 2012,

http://www.cnc.gov.ar/infotecnica/facturacion/servuniversal.asp.

12 “Argentina Broadband Overview,” Point-Topic, July 12, 2011, http://point-
topic.com/ content/operatorSource/profiles? /argentina-broadband-overview .htm.
" “Business Information” [in Spanish], National Communications Commission, accessed March 20, 2012,

http://www.cnc.gob.ar/ciudadanos/internet/empresas.asp?offset=0.

1 “Argentina Broadband Overview,” Point-Topic.
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and all offer 3G services.” To date, the state has not interfered with international internet
connectivity. However, as part of the Argentina Connected Plan, the government is working
to construct an internal state-sponsored fiber-optic cable backbone that would be managed by
a government-owned firm."® The project is scheduled for completion in 2015 and is currently
in the procurement phase.

Private companies wishing to operate as ISPs must first obtain a license from the National
Communications Commission (Comision Nacional de Comunicaciones, CNC)."” The CNC
functions under the Secretariat of Communications (Secretaria de Comunicaciones) as a
decentralized entity. Both operate under the authority of the Ministry of Federal Planning,
Public Investment and Services.'® Upon receipt of an application, the CNC refers the
submission to the Secretariat of Communications, which makes the final decision to grant a
license. The applicant is required to pay a relatively modest sum of 5,000 Argentine pesos
(US$1,100) at the time of submission.'” The licensing process for mobile phone providers is
similar. Once the license is approved, there are no additional fees, but new providers are
required to pay special taxes, like the Universal Service Trust Fund mentioned above.
Cybercafe licenses are processed like those of any other small business, without additional
conditions or approvals required.

Although the statutory composition of the CNC offers some degree of independence, it has
been taken over by the executive since 2002 per Presidential decree 521 in order to increase
its efficiency.” The decree provides for an ad hoc administrator (interventor) appointed by the
president, who will fulfill the functions of the CNC President and Board of Directors, as well
as appoint other commission members at his or her discretion. This arrangement has
detracted from the independence of the institution. In practice, there have been few
complaints about corruption or unfairness in the CNC’s operations. Since 2010, however,
controversy and accusations of political bias have emerged surrounding Fibertel’s ISP license,
indicating some public mistrust of the regulator.21 The relevant judicial case was pending
before a federal court as of May 2012.

15 s
Ibid.

' The government-owned corporation AR-SAT would manage the network. AR-SAT began operating in July 2006 and its stated

purpose is to promote the Argentine space industry and increase satellite services to different parts of the country. AR-SAT

Company website, http://www.arsat.com.ar.
17 «

Decree 764/2000 Annex 17 [in Spanish], National Communications Commission, accessed March 20, 2012,
http://www.cnc.gov.ar/normativa/Dec764 00-Anexol.pdf.

8 “Organization Chart” [in Spanish], Ministry of Federal Planning, Public Investment and Services, accessed June 6, 2012,

http://institucional.minplan.gov.ar/html/organigrama/ .

1 “Guide for license applications,” National Communications Commission, accessed March 20, 2012,
http://www.cnc.gob.ar/infotecnica/archivos/Guide Licence%20Application[eng].pdf.

*% National Communications Commission (Comisién Nacional de Comunicaciones), Presidential Decree N° 521/2002 [in Spanish],
March 20, 2002, http://www.cnc.gov.ar/institucional /biblioteca/buscador/Normativa/pdf/Decreto-521 02.pdf.
2 “Argentina’s media Pressed,” The Economist, August 25, 2010,

http://www.economist.com/blogs/americasview/2010/08/argentinas_media; “Federal judge freezes order to cancel Fibertel’s

ARGENTINA



FREEDOM HOUSE Freedom on the Net 2012

LIMITS ON CONTENT

Argentinean internet users have access to a wide array of online content, including

international and local news outlets, political parties’ websites, and civil society initiatives.
The government does not impose any automated filtering or restrictions on politically
oriented information. However, some websites related to child pornography are blocked. In
recent years, controversy has emerged over the blocking of allegedly defamatory or copyright
protected content, as well as injunctions that invoke intermediary liability.

Web 2.0 tools such as the social networking site Facebook, the video-sharing platform
YouTube, or the microblogging service Twitter are freely available. Nevertheless, in one
notable exception, Google’s blog-hosting platform Blogger was blocked for approximately
one week in August 2011. Following a court decision, the CNC ordered local ISPs to restrict
access to two URLs: www.leakymails.com and Leakyrn.ails.‘blogspot.com.22 The websites,
local spinoffs of the anti-secrecy site Wikileaks, had published the email correspondence of
government officials, politicians, journalists and other public figures. Much of the content
appeared to be personal and irrelevant to public policy, rather than exposing malfeasance or
corruption, prompting the complaints that led to the court order.”® ISPs complied and
blocked access to the IP addresses of the two pages, but this also restricted access to the
Blogspot.com domain, effectively blocking the entire Blogger platform, including over one
million other blogs not listed in the judicial order. After criticism from the public and
Google,24 the sweeping block was lifted a week later, though the specific Leakymails blog
remained inaccessible, as ISPs shifted to a more precise filtering technique.

Another case drawing public attention involves judicial action taken against Cuevana, a
website dedicated to cataloguing and linking to sites that enable the free streaming of movie
and television programs. Launched in 2009, Cuevana quickly became one of the most visited
websites in Argentina and the largest of its kind in Latin America. Since late 2011, various
international content producers have filed lawsuits against the site (including HBO, Turner
Argentina, Twentieth Century Fox, and Disney Enterprises) alleging infringement of

license, govt to appeal,” Business News Americas, September 27, 2010,
http://www.bnamericas.com/news/telecommunications/Federal judge freezes order to cancel Fibertel*s license, govt t

o _appeal.

P . o . . - .
“A todos los Licenciatarios de Telecomunicaciones que brindan Servicios de Acceso a Internet” [All Telecom licensees

providing Internet Access services] National Communications Commission, accessed March 20, 2012,
http://www.cnc.gov.ar/noticia_detalle.asp?idnoticia=106.

 “Justice blocked the argentine ‘Wikileaks',” [in Spanish] TN Cable Online, August 11, 2011,
http://tn.com.ar/politica/00062732 /juez-pidio-bloquear-al-%E2%80%9 Cwikileaks%E2%80%9D-argentino; “A todos los
Licenciatarios de Telecomunicaciones que brindan Servicios de Acceso a Internet” [All Telecom licenses providing Internet

Access services], National Communications Commission, accessed March 20, 2012,
http://www.cnc.gov.ar/noticia_detalle.asp?idnoticia=106.

24 “Google reports blockage of blogs in Argentina” [in Spanish], TN Cable Online, August 19, 2012,

http://tn.com.ar/tecnologia/00064541/google-denuncia-un-bloqueo-masivo-de-sus-blogs-en-la-argentina.
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intellectual property rights.25 As a result, in November 2011, the National Court of First
Instance ordered the blocking of certain programs from Cuevana’s website, though ISPs only
partially implemented the directive.’® In March 2012, the prosecutor opened a criminal case
against the site’s administrator for allegedly profiting from copyrighted materials via
donations to the site; the administrator denied the charges, claiming that any profits have
been reinvested and that most of those involved are volunteers.”” If found guilty, he could

face between one month and six years in prison.

Regarding intermediary liability, several private individuals have sued search engines like
Google and Yahoo, requesting that some results be removed from searches for their names.
Most such complaints specifically ask for removal of links to content on third-party websites
that the individual finds objectionable or damaging to his or her 1‘eputation.28 Between 2006
and 2010, over 130 such cases were reportedly filed, often by prominent entertainers. In
several instances, intermediaries have had to pay monetary compensation to the plaintiffs.29
In one high profile case, a judge ruled in July 2009 that Google and Yahoo should remove all
results linking to sites containing sexual images related to pop star Virginia Da Cunha.
Google responded that it could not comply with such a sweeping injunction, while Yahoo
held that the only way to comply would be to block all search results for her name. The firm
temporarily took this unusual action for both her and other plaintiffs such as swimsuit model
Yesica Toscanini.*® In August 2010, the decision was overturned on appeal. The court ruled
that the search engines could be held liable only if they were informed of defamatory
content and negligently failed to remove it; they were not required to systematically identify
and preemptively remove such material on their own. In two other cases that did not

% “Cuevana gets in more problems” [in Spanish], Clarin, March 7, 2012,
http://www.clarin.com/internet/mundo_web/titulo 0 659334165 .html; “Cuevana: Open criminal case against the owners of

the site in Argentina” [in Spanish], La Tercera online, March 16, 2012,

http://www.latercera.com/noticia/tendencias/2012/03/659-438170-9-cuevana-abren-causa-penal-contra-los-duenos-del-

sitio-en-argentina.shtml.

* Juan Pablo De Santis, “Justice blocks access to TV shows in Cuevana” [in Spanish], La Nacion online, November 30, 2011,
http://www.lanacion.com.ar/1428736-la-justicia-pidio-bloquear-el-acceso-a-series-en-cuevana.

7 Gonzalo Larrea, “Argentina Opens Criminal Case Against Cuevana,” Ttvmedianews.com,
http://www.ttvmedianews.com/scripts/templates/estilo _nota.asp?nota=eng%2FTech%?2FInternet%2F2012%2F03 Marzo%?2
F16 justicia vs cuevana; Pablo Sirven, “Inician causa penal contra Cuevana” [Initiate crimanl proceedings against Cuevana], La
Nacion online, March 16, 2012, http://www.lanacion.com.ar/1456828-inician-causa-penal-contra-cuevana;

“Cueva the End?” Rapid TV News, http://www.rapidtvnews.com/index.php/2011113017494/ cuevana-the-
end.html#ixzz1vUbANxZI (site discontinued).

% Eduardo Bertoni and Elizabeth Compa, “Emerging Patterns in Internet Freedom of Expression: Comparative Research Findings

in Argentina and Abroad,” Centro de Estudios en Libertad de Expresion y Acceso a la Informacion (Presented at the Latin
American Regional Meeting on Freedom of Expression and the Internet), 2010: 25-38,
http://www.palermo.edu/cele/libertad-de-expresion-en-Internet.pdf. Such cases include, inter alia, Da Cunha Virginia ¢/

Yahoo de Argentina SRL y otro s/ Dafios y perjuicios; Zamolo, Sofia K. ¢/ Yahoo de Argentina SRL y otro; Sosa, Maria Agustina
¢/ Yahoo de Argentina SRL y otros s/ Medidas precautorias; etc.

» Google was ordered to pay 10,000 Argentine pesos (US$ 2,300) plus court costs for facilitating the damage suffered by the
claimant. BLUVOL, Esteban Carlos ¢/ GOOGLE INC: y otros s/ Dafios y Perjuicios.

% The following message appeared to users seeking to search for information about these individuals: “Due to a court order
requested by private parties, we have been forced to temporarily suppress all or some of the results related to this search.”
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involve sexual content, one filed by Judge Maria Romilda Servini de Cubria and the other by
soccer player Diego Maradona, the courts ruled in the search engine’s favor on the grounds
that government officials, and in some cases prominent figures, can be subject to a higher
level of public scrutiny than ordinary citizens. As of May 2012, the Cunha case was pending
before the Supreme Court.

In a slightly different case, a judge granted an injunction in May 2011 ordering Google to
remove 76 websites deemed anti-Semitic and “highly discriminatory” from its search
results.”’ The court also ruled that a set of 13 terms whose results led to those websites
should be removed from the “suggested search” function on Google, a feature that offers
optional terms similar to the one the user enters into the query field. Freedom of expression
advocates criticized the decision, arguing that if applied more broadly, it could lead to
significant intermediary liability and censorship. Instead, they recommended a similar
approach to the United States, where an ad linking to information from the Anti-Defamation

League was posted alongside anti-Semitic search results to educate users.

Despite the controversy surrounding the above decisions, it is notable that all blocks and
removals have been based on court rulings. The websites and intermediaries involved have
had access to an independent judicial process to challenge the decisions and have sometimes
succeeded in overturning earlier rulings on appeal. According to Google’s Transparency
Report, from January to June 2011, the Argentine government submitted 21 content
removal requests, covering 56 items, and the firm complied at least partially with all of
them.”’ Except for one request, all were made based on a court order. Google’s breakdown
of the requests indicates that nearly all related to claims of defamation or violations of

privacy and none concerned government criticism.

Self-censorship among bloggers or online users is not widespread, and Argentinians express
a wide diversity of views online. Nevertheless, in the interior parts of the country, where
the rule of law is weaker than in the capital, some online journalists and bloggers use care
when writing about powerful local officials or mining companies. In Argentina’s polarized
political environment, others may adjust their reporting based on the partisan affiliation of
their publication.

The Argentine federal and local governments are known to allocate official advertising in a
discriminatory manner, excluding news outlets whose reporting has been critical of the

. “Argentine court blocks Google ‘suggested’ searches,” CNN online, May 19, 2011,
http://edition.cnn.com/2011/TECH/web/05/18/argentina.google/.
32 “Google Transparency Report, Argentina,” last updated for July to December 2011, accessed on March 20, 2012,

http://www.google.com/transparencyreport/governmentrequests/AR/.
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government and rewarding supportive ones.”>’ This phenomenon has had a negative impact
on freedom of expression, particularly in the print and broadcast media sectors, and could
affect online communications.’” To date, however, there have been no documented cases of
similar pressures being applied to online news outlets. In a positive development, in March
2011, the Supreme Court ruled unanimously that the government should apply a reasonable
degree of balance in the distribution of state advertising.35

There are no restrictions on access to national or foreign news sources and Argentineans are
able to express themselves freely online. According to some observers, the dynamism of the
pro-government blogosphere has increased since 2009, though other political parties have
also started to gain ground.36 A wide range of topics and views are shared online, including
potentially sensitive ones like dissection of President Cristina Kirchner’s speech to Congress
following her reelection in October 2011 or scrutiny of her health when she underwent
surgery in January 2012.%7 Nevertheless, journalists have complained about a lack of access
to government representatives and a dearth of official press conferences. In 2009, an online
portal called “Better Democracy” (Mejor Democracia) that provided the public with
government-related information was closed. When it later reopened, it offered notably less
information than previously, reducing transparency.38 Most civic groups have a website,
although user engagement in sociopolitical movements is low. Mobile phones are
increasingly being used for activism, and such devices will likely play a decisive role in the
future.” In addition, the popularity of social media tools has grown. By April 2012, the
country had over 18 million Facebook registered users, almost 45 percent of the population.
As of April 2011, there were about 850,000 Twitter users in Argentina.40

¥ “The Dimension of Oficial Publicity in Argentina” [in Spanish], Poder Ciudadano, accessed March 20, 2012,
http://poderciudadano.org/wp/wp-content/uploads/2011/12/Informaci%C3%B3n-preliminar-PO-Poder-Ciudadano. pdf;
Asociacion por los Derechos Civiles and Open Society Justice Initiative, “Buying the News: A report on financial and indirect
censorship in Argentina,” Open Society Institute (2005),
http://www.censuraindirecta.org.ar/advf/documentos/48ee57¢¢263549.92961213 . pdf

** “The Dimension of Oficial Publicity in Argentina” [in Spanish], Poder Ciudadano.

* IFEX, “Supreme Court urges government to avoid bias in allocating state advertising,” news release, March 8, 2011,

http://www.ifex.org/argentina/2011/03/08/omit discriminatory criteria/; “Supreme Court tells Argentina to avoid bias in
allocating ads,” Committee to Protect Journalists, March 4, 2011, http://cpj.org/2011/03/supreme-court-urges-argentina-to-

avoid-bias-in-all. php.
3 Jorge Gobbi, “Argentina: Presidential Elections, a Review of Blogs,” Global Voices (blog), October 26, 2011,
http://globalvoicesonline.org/2011/10/26/argentina-presidential-elections-a-review-of-blogs/ .

" Natan Calzolari, “Argentina: President Cristina Fernandez’ Controversial Cancer Diagnosis,” Global Voices (blog), January 16,
2012, http://globalvoicesonline.org/2012/01/16/argentina-president-cristina-fernandez-controversial-cancer-diagnosis/ ;
Natan Calzolarl “Argentina: President Fernandez’s Speech Under Netizens’ Scrutiny,” Global Voices (blog), March 6, 2012,

http://globalvoicesonline.org/2012/03/06/argentina-president-fernandezs-speech-under-netizens-scrutiny/ .

¥ “Califican de “retroceso” el bloqueo de la Web oficial” [in Spanish], Asociacion por los Derechos Civiles (ADC), October 8,
2009, http://www.adc.org.ar/sw_contenido.php?id=643.
* Lourdes Cajrdenas, “NGOs mobilize citizenship by cellphone” [in Spanish], CNN Expansion, January 15, 2010,

http://www.cnnexpansion.com/expansion/2009/12/11/Mensajes-sin-excusas.
40 «

Datos Twitter Latinoamerica 2011 (infografia)” [Latin American Twitter Data 2011 (infographic)], Ecualinkblog.com,
http://www.ecualinkblog.com/2011/04/datos-twitter-latinoamerica-2011.html.
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VIOLATIONS OF USER RIGHTS

The Argentine Constitution and human rights treaties incorporated into the Constitution in
1994 guarantee freedom of expression.Ar1 Other laws also ensure that citizens can express
their views without fear of censorship or reprisal. In 2005, Law No. 26032 was adopted
explicitly extending constitutional protections to “the search, reception and dissemination of

ideas and information of all kinds via internet services.”*’

The judiciary is generally independent, particularly at its higher echelons, such as the
Supreme Court of Justice (SCJ]). The SCJ has issued several rulings supportive of freedom of
expression in recent years. These include the above-mentioned 2011 decision on
discriminatory allocation of government advertising and a 2009 ruling that led to the
suspension of requirements for service providers to retain user data for ten years.Ar3 The
government has also been responsive to decisions of the Inter-American Court of Human
Rights and the recommendations of the Inter-American Commission on Human Rights.
These procedures have helped accelerate reform of the Criminal Code’s provisions on insult
(desacato) and defamation. In November 2009, the legislature decriminalized defamatory
statements referring to matters of public interest.

No specific laws criminalize online expression on political or social issues. Law No. 26388,
known as the Law on Cybercrime, was adopted in 2008. It amended the Argentine Criminal
Code to cover offenses such as hacking, dissemination of child pornography, and other
online crimes.” Some of the amendments have been criticized as overly vague and imprecise
in their wording, using terms like “other similar communications,” which could open the
door to abusive or unpredictable interpretations. In December 2011, the parliament passed
an amendment to the country’s antiterrorism law. Lawyers and human rights groups

# Particularly article 14. See Text of the Argentine Constitution in English, “Argentine Constitution,” Senate of the Argentine
Nation, accessed March 20, 2012, http://www.senado.gov.ar/web/interes/ constitucion/english.php. The Argentine
Constitution was amended in 1994, and article 75 (22) now accords the following international human rights treaties with
constitutional status and precedence over national laws: the American Declaration of the Rights and Duties of Man; the Universal
Declaration of Human Rights; the American Convention on Human Rights; the International Covenant on Economic, Social and
Cultural Rights; the International Covenant on Civil and Political Rights and its Optional Protocol; the Convention on the
Prevention and Punishment of the Crime of Genocide; the International Convention on the Elimination of all Forms of Racial
Discrimination; the Convention on the Elimination of all Forms of Discrimination against Woman; the Convention against
Torture and other Cruel, Inhuman or Degrading Treatment or Punishment; the Convention on the Rights of the Child.

* Law No. 26032 [in Spanish] (2005), Documentation and Information Center, accessed March 20, 2012,
http://www.infoleg.gov.ar/infoleglnternet/anexos/105000-109999/107145 /norma.htm.

# Lorenzo Villegas Carrasquilla, “Personal data protection in Latin America: retention and processing of personal data in the

Internet sphere,” Center for Studies in Freedom of Expression and Access to Information,
http://www.palermo.edu/cele/pdf/english/Internet-Free-of-Censorship/05-

Personal data protection Latin America Villegas Carrasquilla.pdf; Judgment of Halabi v. P.E.N. Argentine Supreme Court,
June 26, 2007.

* Law No. 26.388 [in Spanish] (2008), Documentation and Information Center, accessed March 20, 2012,
http://www.infoleg.gov.ar/infolegInternet/anexos/140000-144999/141790/norma.htm.
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expressed concerns that the definition of terrorism provided was overly broad and could
therefore be employed to punish legitimate political dissent, social protests, or economic
analysis.45 So far, neither of these laws has been used in practice to punish online expression.

As of April 2012, no bloggers, online journalists, or ordinary users were imprisoned for the
peaceful expression of their views online or via private communications. One website
administrator was facing criminal charges and a possible jail term over allegations of
profiting from copyrighted material (see “Limits on Content”). Local press freedom
watchdogs recorded about 18 cases of physical and verbal attacks against journalists during
the first half of 2011. Most attacks were by non-state actors, in inland regions, and against
those working for traditional media outlets.* However, in some cases, the journalists
targeted also maintained websites or contributed to online news outlets. For example, in
July 2011, Carlos Walker, a website editor and reporter for the local FM Ciudad radio
station in Mar del Plata, was beaten, shot in the leg, and robbed of his journalistic
equipment within minutes of taking pictures of political posters; the circumstances raised
suspicions that he was targeted for his reporting rather than as a random victim of robbery.47
Impunity for such assaults appears to be less in Argentina compared to other countries in the
region, partly due to the well-functioning court system in Buenos Aires, where most major
media outlets are based. Violence against bloggers or online journalists by law enforcement
agents or government officials is rare. However, in April 2012, a city council president in
Candelaria punched a TV journalist and news website editor who was arguing against being
denied access to cover a city council session;* the council president was subsequently
charged for injuring the reporter.

There are no restrictions on anonymity for internet users, and neither bloggers nor website
owners are required to register with the government. Users are able to freely post
anonymous comments in a variety of online forums and there are no restrictions on the use
of encryption. However, users must provide identifying information when purchasing a

mobile phone line or prepaid SIM card.*

* Lillie Langtry, “Argentina: Concerns over new terrorism law,” Memory in Latin America (blog), December 30, 2011,

L«

http://memoryinlatinamerica.blogspot.com/2011/12/argentina-concerns-over-new-terrorism.html; “Argentina: Fears Over

Terror Law,” New York Times, December 28, 2011, http://www.nytimes.com/2011/12/29/world/americas/argentina-

fears-over-terror-law.html? r=1&partner=rss&emc=rss.

#e “Argentina,” Committee to Protect Journalists, accessed July 31, 2012, http://cpj.org/2012/02/attacks-on-the-press-in-
2011-argentina.php.

*"IFEX, “FOPEA condemns attack on journalist in Mar del Plata,” news release, August 2, 2011,
http://www.ifex.org/argentina/2011/08/02/walker shot/.

* Liliana Honorato, “Argentine city council president punches journalist in the face,” Journalism in the Americas (blog), April 19,

2012, http://knightcenter.utexas.edu/blog/00-9784-argentine-city-council-president-punches-journalist-face.

* Law No. 19.798, Resolution No. 490/97 [in Spanish] (1997), “Text of the General Terms for Users of Mobile Communication
Services,” National Communications Commission, accessed March 20, 2012,

http://www.cnc.gob.ar/normativa/sc0490 97.pdf.
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A court order is required to intercept private communications,’ including in cases related
to national security.51 These procedures are generally followed in practice, although the
government did not publish figures on how many such interceptions are implemented
annually. According to Google’s Transparency Report, between January and June 2011, the
Argentine authorities made 134 requests for user data covering 188 accounts and Google
complied with approximately one third of them.*” Over the past decade, there have been
several scandals involving officials on both sides of the political spectrum engaging in illegal
surveillance of opponents’ telephone communications. In one high-profile scandal, evidence
surfaced of navy personnel monitoring former President Nestor Kirchner for decades.” In
another incident, the mayor of Buenos Aires, an opposition politician, and the city’s police
chief are alleged to have illegally wiretapped civic leaders, politicians, and trade union
activists.”* Most such incidents occurred in 2007 or earlier and there is no clear evidence
that such violations of privacy continue. Meanwhile, related prosecutions continue to make
their way through the courts.

Widespread technical violence is not a problem and there have been no reports of websites
belonging to government opponents or civil society groups being the victims of denial-of-
service (DoS) attacks. Should such incidents occur, those responsible would be liable for
prosecution under the Criminal Code, as amended by Law No. 26388, mentioned above.

** Law No. 19.798, Articles 45 bis, 45 ter and 45 qudter [in Spanish] (1972), “Law of National Telecommunications,”
Documentation and Information Center, accessed March 20, 2012,
http://infoleg.mecon.gov.ar/infoleglnternet/anexos/30000-34999/31922 /texact.htm.

*' Law No. 25.520 [in Spanish] (2001), “Law of National Intelligence,” Documentation and Information Center,
http://infoleg.mecon.gov.ar/infolegInternet/anexos/70000-74999 /70496 /norma.htm.

> “Google Transparency Report, Argentina.”

*3 “Fernandez shakes up Argentine military,” UPI.com, January 6, 2012,
http://www.upi.com/Top News/Special/2012/01/06/Fernandez-shakes-up-Argentine-military/UPI-92341325853530/.
** Nic Pollock, “Wiretapping Case Continues as Judge Oyarbide Closes Investigation Stage,” The Argentina Independent, May

16, 2012, http://www.argentinaindependent.com/ currentaffairs/ wiretapping-case-continues-as-judge-oyarbide-closes-

investigation-stage/; Maria Magro, “T'wo Clarin journalists testify in Buenos Aires wiretapping scandal,” Journalism in the

Americas (blog), November 18, 2010, http://knightcenter.utexas.edu/blog/two-clarin-journalists-testify-buenos-aires-

wiretapping-scandal.
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AUSTRALIA

2011 2012

INTERNET FREEDOM STATUS Free Free

POPULATION: 22 million
INTERNET PENETRATION 2011: 79 percent
Obstacles to Access (0-25) 3 ) WEB 2.0 APPLICATIONS BLOCKED: No

NOTABLE POLITICAL CENSORSHIP: No

Limits on Content (0—35) 6 6
. R N BLOGGERS/ ONLINE USERS ARRESTED: No
Violations of User Rights (0-40) 9 10
PRESS FREEDOM STATUS: Free
Total (0— 1 00) 18 18

* 0=most free, 100=least free

INTRODUCTION

Australia enjoys affordable, high-quality access to the internet and other digital media. This
quality of access improved in 2011 with the rollout of the National Broadband Network
(NBN), a new communications network that aims to significantly improve broadband
capacity and speed. Once fully implemented, the NBN will eliminate the need for any
remaining dial-up connections and make high-speed broadband available in remote and rural

1
areas.

Access to online content is far-reaching, and Australians are able to explore all facets of
political and societal discourse, including information about human rights violations.
Nonetheless, privacy and freedom of expression concerns remain, particularly in the context
of Australia’s pending accession to the Convention on Cybercrime and the proposed
Cybercrime Legislation Amendment Bill.” Unlike many other countries that have already
ratified the convention, Australia is expected to go beyond the treaty’s terms in calling for
greater monitoring of all internet communications by internet service providers (ISPs).

" Australian Government National Broadband Network, “What is the NBN,” accessed April 11, 2012,
http://www.nbn.gov.au/about-the-nbn/what-is-the-nbn/.

? Cybercrime Legislation Amendment Bill 2011, Bills Digest no.31, 2011-12, accessed April 11, 2012,
http://www.aph.gov.au/Parliamentary Business/Bills Legislation/bd/bd1112a/12bd031.
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OBSTACLES TO ACCESS

Access to the internet and other digital media is widespread, almost ubiquitous. Australians
have a number of internet connection options, including ADSL, wireless, cable, satellite,
and dial—up.3 Wireless systems have the capacity to reach 99 percent of the population,
while satellite capabilities are able to reach 100 percent. Dial-up has been phasing out, with
nearly 90 percent of internet connections now provided through other means.

In 2011, the National Broadband Network (NBN) was launched to further expand high-
speed internet access across the country. The NBN includes laying high-speed fiber-optic
cable to connect homes and businesses in Australia and incorporate 93 percent of the
country’s population, with prioritization of the rollout to remote communities with either
no broadband capacity or limited connection. The other 7 percent would connect to the
internet by new satellite and fixed wireless technologies.4 With the development of the
high-speed National Broadband Network (NBN),” all Australians, including those in more
remote areas, will soon enjoy peak connection at a minimum of 12 Mbps using a

“nationwide network of fibre, fixed wireless and satellite technolozc:{ies.”6

In 2011, Australia had an internet penetration rate of 79 percent,’ and between 2010 and
2011, additional one million households gained access to broadband internet, with 73
percent of households equipped with a broadband connection by December 2011 ¥ These
figures are expected to steadily increase with the implementation of the NBN. Although
internet access is widely available in locations such as libraries, educational institutions, and
internet cafes, Australians predominantly access the internet from home, work, and
increasingly through mobile telephones.

People of all ages are using the internet, but the elderly population lags behind.” In fact, age
is a significant indicator of internet use, with 69 percent of Australians between 18 and 24

* Australian Communications and Media Authority (ACMA), Communications Report, 2010-2011 (Canberra: ACMA, 2011),
accessed March 2012, http://www.acma.gov.au/webwr/ assets/main/lib410148/communications report 2010-11.pdf.
* Nick Galvin, “A Nation on The Broadband Wagon,” in the special report, Update on the NBN, The Sydney Morning Herald,
April 23, 2012, http://www.thenewspaperworks.com.au/files/dmfile/optus-nbn.pdf.

° Australian Government, Department of Broadband, Communications and the Digital Economy, “National Broadband

Network,” accessed March 2012, http://www.dbcde.gov.au/broadband/national broadband network.
¢ National Broadband Network Corporation, “Broadbanding Australia,” accessed March 2012,

www.nbnco.com.au/assets/brochures/nbn-co-corporate-brochure.pdf.

7 International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2011, accessed July 13, 2012, http://www.itu.int/ITU-
D/ICTEYE/Indicators/Indicators.aspx#.

® Australian Bureau of Statistics, “Nearly three-quarters of Australian households now have broadband,” media release, December
15, 2011, http://www.abs.gov.au/ AUSSTATS/abs(@.nsf/Latestproducts/8146.0Media%20Release12010-
11?0opendocument&tabname=Summary&prodno=8146.0&issue=2010-11&num=&view=, accessed March 1 2012.

? Australian Bureau of Statistics, “Household Use of Information Technology, Australia, 2010-11,” December 2011.
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years accessing the internet at home on a daily basis, and 75 percent of people 15 years or
over reporting having used the internet in the past 12 months. "’ By contrast, only 31
percent of those 65 and over had used the internet during the same time period.11
Approximately 50 percent of Aboriginal and Torres Strait Islanders living in discrete
indigenous communities (not major cities) have access to the internet, with 36 percent

S . 12
havmg internet access in the home.

Australia had a mobile phone penetration rate of 108 percent in 2011 with some consumers
using more than one phone or SIM card."” Third-generation (3G) mobile services are the
driving force behind the recent growth in usage.14 The overall mobile phone penetration
rate in Aboriginal communities is unknown, however, and not all indigenous communities

have mobile phone coverage.

Australia, like most other industrialized nations, hosts a competitive market for internet
access, with 97 medium to very large ISPs in June 2011 ,"” as well as hundreds of small ISPs.
Many of the latter are “virtual” ISPs, maintaining only a retail presence and offering end
users access through the network facilities of other companies. '® ISPs are considered carriage
service providers (CSPs) under Australian law. As such, they are required to obtain a license
from the Australian Communications and Media Authority (ACMA) and to be members of
the Telecommunications Industry Ombudsman (TIO), an independent dispute resolution
service. Australian ISPs are co-regulated under Schedule 7 of the 1992 Broadcasting Services
Act (BSA), meaning there is a combination of regulation by the ACMA and self-regulation
by the telecommunications industry.17 The industry’s involvement consists of the
development of industry standards and codes of practice.

The government has adopted a strong policy of technical neutrality. There are no limits to
the amount of bandwidth that ISPs can supply, and ISPs are free to adopt internal market
practices on traffic—shaping. Some Australian ISPs practice traffic—shaping under what are

' Australian Bureau of Statistics, “ONLINE @ HOME,” June 2011, accessed March 2012,

http:/ /VVWVV.abs,gov,au/AUSSTATS/abs@ .nsf/Lookup/4102.0Main+Features50Jun+2011.

" Ibid.

'2 Australian Bureau of Statistics, “Internet Access at Home,” 2008, accessed October 2010,

http:/ /Www.abs.gov.au/AUSSTATS/abS@ .nsf/Lookup/4102.0Chapter10002008. For a comprehensive report on indigenous
Internet use and access, see: ACMA, Telecommunications in Remote Indigenous Communities (Canberra: ACMA, 2008), p 48,
http://www.acma.gov.au/WEB/STANDARD/pc=PC 311397.

" International Telecommunication Union (ITU),”Mobile-cellular telephone subscriptions,” 2011, accessed July 13, 2012,
http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#.

"* Ibid.

'* Australian Bureau of Statistics, “Internet Activity, Australia, June 2011.”

'® Australian Bureau of Statistics, “Internet Activity, Australia, Dec 2009.”

"7 “Australian Communications and Media Authority Act 2005,” accessed June 2010,
http://www.austlii.edu.au/au/legis/cth/consol act/acamaa2005453/; “Broadcasting Services Act 1992,” accessed June 2010,
http://www.austlii.edu.au/au/legis/cth/consol act/bsal1992214/; ACMA, “Service Provider Responsibilities,”

http://www.acma.gov.au/ WEB/STANDARD/1001/pc=PC 90157.
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known as fair-use policies. If a customer is a heavy peer-to-peer user, for example, internet
connectivity for those activities are slowed down to free bandwidth for other a]:)plications.18
Advanced web applications such as the social-networking sites Facebook and MySpace, the
Skype voice-communications system, and the video-sharing site YouTube are neither
restricted nor blocked in Australia.

LIMITS ON CONTENT

Australian law does not provide for mandatory blocking or filtering of websites, blogs, chat
rooms, or platforms for peer-to-peer file sharing. Users are able to access a wide range of
information, and their ability to openly express dissatisfaction with politicians and criticize
government policies is not hindered by the authorities. "

However, there are two systems in place that regulate internet content and place some
restrictions on what can be viewed online. First, material deemed by the ACMA to be
“prohibited content” is subject to take down notices. The ACMA notifies the relevant ISP
that it is hosting illicit content and is then required to take down the offending material.”

Under the BSA, the following categories of online content are prohibited:

% Any online content that is classified Refused Classification (RC) by the
Classification Board, including real depictions of actual sexual activity; child
pornography; depictions of bestiality; material containing excessive violence or
sexual violence; detailed instruction in crime, violence, or drug use; and material
that advocates the commission of a terrorist act.

** Content that is classified R 18+ and not subject to a restricted access system that
prevents access by children, including depictions of simulated sexual activity;
material containing strong, realistic violence; and other material dealing with
intense adult themes.

L)

* Content that is classified MA 15+, provided by a mobile premium service or a
service that provides audio or video content upon payment of a fee and that is not
subject to arestricted access system, including material containing strong

'8 “Bad ISPs,” Vuze Wiki, accessed June 2010, http://wiki.vuze.com/w/Bad ISPs#Australia.

' Chris Nash, “Freedom of the Press in Australia,” Democratic Audit of Australia, November 19, 2003,
http://apo.org.au/research/freedom-press-australia.

2 “Who Is an Internet Content Host or an Internet Service Provider (and How Is the ABA Going to Notify Them?” Internet
Society of Australia, accessed June 2010, http://www.isoc-au.org.au/Regulation/ WhoisISP.html; Stuart Corner, “EFA Fights
ACMA Over ‘Take-Down’ Notice,” iTWire, April 20, 2010, http://www.itwire.com/it-policy-news/regulation/38423-efa-
fights-acma-over-take-down-notice;“Guide for Internet Users,” Internet Industry Association, March 23, 2008,

http://www.iia.net.au/index.php/initiatives/guide-for-users.html.
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depictions of nudity, implied sexual activity, drug use, or violence; very frequent
. . . 21
or very strong coarse language; and other material that is strong in impact.

To date, this system for restricting access to videos, films, literature and similar material via
take down notices has not emerged as problematic in terms of any overflow to information
of political or social consequence. In addition, the general disposition is to allow adults
unfettered access to R 18+ materials while protecting children from exposure to

inappropriate content.

Under the second system, the ACMA may direct an ISP or content service provider to
comply with the Code of Practice developed by the Australian Internet Industry Association
(ITA). Failure to comply with such instructions may draw a maximum penalty of
AUDS$11,000 (US$11,400) per day. Other regulatory measures require ISPs to offer their
customers a family-friendly filtering service.”” This is known as voluntary filtering, as

customers must select it as an option.

Draft legislation on mandatory filtering was proposed under the Labour government led by
Kevin Rudd and then put aside during the election in August 2010. There have been no
indications by the current Labour government led by Julia Gillard as to whether draft
legislation on the matter will be reintroduced in the immediate future, but statements have
been made that the government has no intention to abandon the plan altogether.B The list of
sites to be blocked would initially focus on images of child abuse, particularly child

pornography.

The proposed filtering system has been controversial due to concerns of over-blocking,
censorship of adult materials, scope creep, and impairment of telecommunication access
speeds.24 While Prime Minister Gillard has voiced support for the filter in the media, the
likelihood of any such proposal becoming law is slim due to the strong opposition to any
such legislation by opposition parties.25 In the interim, the three largest ISPs in Australia

2 ACMA, “Prohibited Online Content,” accessed June 2010, http://www.acma.gov.au/ WEB/STANDARD/pc=PC 90102.
* Internet Industry Association (IIA), Internet Industry Code of Practice: Content Services Code for Industry Co-Regulation in the Area of
Content Services (Pursuant to the Requirements of Schedule 7 of the Broadcasting Services Act 1992), Version 1.0, 2008,
http://www.iia.net.au/images/content services code_registration version 1.0.pdf.

*3 Alana Maurushat and Renee Watt, “Australia’s Internet Filtering Proposal in the International Context,” Internet Law Bulletin
12, no. 2 (2009); ACMA, “Internet Service Provider (ISP) Filtering,” October 2011,
http://www.dbcde.gov.au/funding and programs/cybersafety plan/internet service

rovider isp filtering.

* See generally, Alana Maurushat and Renee Watt, “Australia’s Internet filter Proposal in the International Context,” Internet Law
Bulletin 12, no. 2 (2009), page 18-25; and David Vaile and Renee Watt, “Inspecting the Despicable, Assessing the Unacceptable:

Prohibited Packets and the Great Firewall of Canberra,” University of New South Wales Law Review Series 35 (2009).

% “Internet Filter is Right: Gillard,” The Sydney Morning Herald, October 12, 2010, http://news.smh.com.au/breaking-news-

national/internet-filter-is-right-gillard-20101012-16hiz.html.
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(Telstra, Optus and Primus) voluntarily filter material listed as child abuse or child
pornography.**

The many problems of classifying content in Australia came to light in the 2011 public
inquiry and review of the current classification scheme by the Australian Law Reform
Commission (ALRC). The ALRC released its final report in February 2012 entitled,
“Classification-Content Regulations and Convergent Media,” which recommended the
creation of a new single regulator of classification and content, among other key features.”’
The new national classification scheme will also emphasise eight guiding principles.28 While
the ALRC’s report announced sweeping reform to the classification and convergence of
media content, it remains to be seen if the government will heed any of the

recommendations.

Journalists, commentators, and ordinary users in Australia are not subject to censorship so
long as their content does not amount to defamation or breach criminal laws, such as those
against hate speech or racial vilification.” Nevertheless, the need to avoid defamation has
been a significant driver of self-censorship by both the media and ordinary users (see
“Violations of User Rights”).

Aside from restrictions on prohibited content, incitement to violence, racial vilification, and
defamation, Australians have access to a broad choice of online news sources that express
diverse, uncensored political and social viewpoints. Individuals are able to use the internet
and other technologies both as sources of information and as tools for mobilization.* Digital
media such as blogs, Twitter feeds, Wikipedia pages, and Facebook groups have been
harnessed for a wide variety of purposes ranging from elections to campaigns against
government corporate activities, to a channel for safety-related alerts where urgent and
immediate updates were required.31 For instance, Google maps were used in a creative

endeavor to map out fire dissemination in the devastating 2009 wildfires that spread across

26 «

Internet Service Provider (ISP) Filtering,” accessed April 23, 2012,
http://www.dbcde.gov.au/funding and programs/cybersafety plan/internet service provider isp filtering.

*7 For some of the key features of the ALRC’s new model, see: Australian Law Reform Commission, “Classification-Content
Regulation and Convergent Media Final Report,” February 2012, p 24, accessed April 23, 2012,

http://www.alrc.gov.au/sites/default/files/pdfs/publications/final report 118 for web.pdf.
% See, Ibid, p 24-30.

* Jones v. Toben [2002] FCA 1150 (17 September 2002), http://www.austlii.edu.au/au/cases/cth/FCA/2002/1150.html.
% Re Lim, “Cronulla Riot: Confiscation of Mobile Phones, Invasion of Privacy and the Curbing of Free Speech,” Act Now, March

15, 2006, http://www.actnow.com.au/Opinion/Cronulla_riot.aspx; Les Kennedy, “Man in Court Over Cronulla Revenge
SMS,” Sydney Morning Herald, December 6, 2006, http://www.smh.com.au/news/national/ man-in-court-over-cronulla-
revenge-sms/2006/12/06/1165081008241 .html.

3 Digital media, for example, is readily used for political campaigning and political protest in Australia. See, Terry Flew, “Not
Yet the Internet Election: Online Media, Political Content and the 2007 Australian Federal Election,” 2008,
http://eprints.qut.edu.au/12611/1/12611.pdf.
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the State of Victoria.” In 2011, Twitter feeds were used to assist the mobilization of people
in the Occupy Sydney and Occupy Brisbane movements. >’

VIOLATIONS OF USER RIGHTS

Australians’ right to access internet content and freely engage in online discussions is based
less in law than in the shared understanding of a fair and free society. Legal protection for
free speech is limited to the constitutionally-implied freedom of political communication,
which only extends to the limited context of political discourse during an election.’ The full
range of human rights in Australia, unlike in most other developed democracies, is not
protected by a bill of rights or similar legislative instrument, and the courts have less ground
to strike down legislation that infringes on civil liberties. Nonetheless, Australians benefit
greatly from a culture of freedom of expression and freedom of information, further
protected by an independent judiciary. The country is also a signatory to the International
Covenant on Civil and Political Rights (ICCPR).

Australian defamation law has been interpreted with a wide scope35 and is governed by
legislation passed by the states as well as common-law principles. A person may bring a
defamation case based on information posted by someone outside of Australia provided that
the material can be accessed in the country and the defamed person enjoys a reputation in
Australia. Civil actions over defamation are common and form the main impetus for self-
censorship,36 though a number of cases have established a constitutional defense when the
publication of defamatory material involves political discussion.’” In one example in 2009,
the operator of the Australian online discussion board ZGeek was named as a defendant in an
AUDS$42 million (US$43.5 million) defamation suit over comments posted on the forum,’®
but the case was later struck down by the courts.”’

32 John Liebhardt, “Australian wildfires and web tools,” Global Voices, February 9, 2009,
http://globalvoicesonline.org/2009/02/09/australian-wildfires-and-web-tools/ .

* The Occupy Sydney Twitter page is available at http://twitter.com/occupySYDNEY. The Occupy Brisbane Twitter page is
also available at http://twitter.com/OccupyBrisbane.

** For a full analysis of freedom of expression in Australia, see: Alana Maurushat and Sophia Christou, “Waltzing Matilda or
Advance Australia Fair: Fair dealings copyright exemptions with user-generated content,” Media & Arts Law Review, March 2009.
% Chris Nash, “Freedom of the Press in Australia,” Democratic Audit of Australia, November 19, 2003. For more information
generally on press freedom in Australia, see: Reporters Without Borders, http://en.rsf.org/australie.html.

% Irene Moss, “Report of the Independent Audit into the State of Free Speech in Australia,” Australia’s Right to Know Coaltion,
October 31, 2011, http://www.alliance.org.au/documents/071031 right to know report.pdf.

*” Human Rights Constitutional Rights, “Australian Defamation Law,” accessed June 2010,

http://www.hrer.org/safrica/expression/defamation.html.
3% Asher Moses, “Online Forum Trolls Cost me Millions: Filmmaker,” Sydney Morning Herald, July 9, 2009,
http://www.smh.com.au/technologv/technology-news/online-forum-trolls-cost-me-millions-filmmaker-20090715-dl4t.html.

?«“ZGeek Law Suit Struck Down,” Electronic Frontiers Australia, July 15, 2009, http://www.efa.org.au/2009/07/15/zgeck-

defamation-lawsuit-struck-out/ .
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Criminal defamation charges have also been filed over online content. There have been a
series of recent publicized defamation suits involving foreign companies such as Google,
Yahoo, and Twitter. In October 2011 the Supreme Court of Queensland ordered Google
Australia to release the details of the creators of websites that had published defamatory
material about the author Jamie McIntyre.* In January 2012, the online music critic Joshua
Meggit instigated proceedings against Twitter in Australia for failing to remove a defamatory
tweet about him.*' In another case in April 2012, health researcher Dr. Janice Duffy sued
Google for refusing to remove defamatory links to the U.S.-based consumer complaint
website, Ripoff Report, from the Google search engine.42

Law enforcement agencies may search and seize computers and compel an ISP to intercept
and store data from those suspected of committing a crime, but such actions require a lawful
warrant. The collection and monitoring of communications fall within the purview of the
Telecommunications (Interception and Access) Act 1979 (TIAA). Call-charge records,
however, are regulated by the Telecommunications Act 1997 (TA).* It is prohibited for
ISPs and similar entities, acting on their own, to monitor and disclose the content of
communications without the customer’s consent.** Unlawful collection and disclosure of the
content of a communication can draw both civil and criminal sanctions.” The TIAA and TA
expressly authorize a range of disclosures, including to specified law enforcement and tax
agencies, all of which require a warrant.

ISPs are currently able to monitor their networks without a warrant for “network protection
duties,” such as curtailing malicious software and spam.46 Pending Australia’s accession to
the Convention on Cybercrime and adoption of the Cybercrime Legislation Amendment Bill
2011," 1SPs will be required to perform wider monitoring functions. Unlike many other
countries that have already ratified the convention, Australia is expected to go beyond the

* Alison Sandy and Alex Dickinson, “Supreme Court Orders Google Australia to Release Details of Creators of Website,” News

Australia, October 7, 2011, http://jamiemcintyre.com/jamie-mcintyre-winning-battle-supremem-court-orders-google-

australia-release-details-creators-defamatory-website/ .
! “Australian Joshua Meggit Sues Twitter,” Socialite Media, February 20, 2012, http://socialitemedia.com.au/australian-joshua-

meggitt-sues-twitter/824/.

* Rachel Wells, “Google in the Gun as Cyber Victims Fight Back,” Sydney Morning Herald, April 2, 2012,
http://www.smh.com.au/technology/technology-news/google-in-the-gun-as-cyber-hate-victims-fight-back-20120401-
1wénf.html#ixzzl rmmmBILSx.

* Telecommunications Act 1997, Part 13, accessed June 2010,

http://www.austlii.edu.au/au/legis/cth/consol act/tal1997214/.

* Part 2-1, section 7, of the Telecommunications (Interception and Access) Act 1979 (TIAA) prohibits disclosure of an

interception or communications, and Part 3-1, section 108, of the TIAA prohibits access to stored communications. See
http://www.austlii.edu.au/au/legis/cth/consol act/taaal979410/.
* Criminal offenses are outlined in Part 2-9 of the TIAA, while civil remedies are outlined in Part 2-10.

* Alana Maurushat, “Australia’s Accession to the Cybercrime Convention: Is the Convention Still Relevant in Combating
Cybercrime in the Era of Obfuscation Crime Tools?” University of New South Wales Law Journal 16, no. 1, forthcoming.

7 Cybercrime Legislation Amendment Bill 2011, Bills Digest no.31, 2011-12, accessed April 11, 2012,
http://www.aph.gov.au/Parliamentary Business/Bills Legislation/bd/bd1112a/12bd031.
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treaty’s terms in calling for greater monitoring of all internet communications by ISPs.
Under the Convention, an ISP is only required to monitor, intercept, and retain data when
presented with a warrant, and only in conjunction with an active and ongoing criminal
investigation of types of crimes listed in the Convention: fraud and forgery; copyright;
unauthorized access, modification and interference to data or data system (computer,
network); and child pornography provisions.

Under the proposed bill, timely preservation of evidence that might otherwise be lost may
be obtained without a warrant. Preservation notices are issued by the Australian Federal
Police (AFP) and are available for both domestic and international investigations. Carriage
service providers (CSP in the legislation but commonly interchanged with ISP) must
preserve stored communications of a target(s) for up to 90 days, depending on the type of
preservation notice received from the AFP. A foreign country may also send a request to the
AFP, who would then make a request to the Australian CSP. It is important to note,
however, that preservation notices compel a carriage service provider merely to store
information and that communications may only be disclosed when a valid Australian warrant
has been issued.

Public input into Australia’s accession to the Convention was sought in the form of a
Cybercrime Inquiry. Many submissions to the inquiry expressed concern over a lack of
safeguards, the privacy invasiveness of the proposed provisions,48 and the overly broad scope
of cooperation with foreign parties extending beyond the requirements of the Convention."
For example, the Convention only requires mutual cooperation between countries for
preservation notices and real time evidence collection in the context of four areas: fraud and
forgery; child pornography; copyright infringement; and unauthorized access, modification
or interference with data, data systems or a computer. The Australian proposal does not
limit mutual cooperation to the crimes specified in the Convention but potentially opens the

door to any type of crime.

Presently, ISPs are required by law to have real time interception capabilities,50 generally to
be used for gathering evidence in connection with serious offenses such as murder,
terrorism, and child pornography.51 Under the proposed Cybercrime Legislation
Amendment Bill, such real time evidence obligations will be expanded to any crime

* Australian Privacy Foundation, “Cybercrime Legislation Amendment Bill 2011, Submission to the Joint Standing Committee
on Cyber-Safety,” August 5, 2011.

* Law Council of Australia, “Submission No. 5, Inquiry into Cybercrime Legislation Amendment Bill 2011,” Joint Select
Committee on Cyber-Security, July 14, 2011, p. 3.

http://www.aph.gov.au/Parliamentary Business/Committees/House of Representatives Committees?url=jscc/cybercrime
bill/subs.htm.

* Ibid.

*! Section 5D of the Telecommunications Act 1997.
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provided that a number of set procedural conditions are met. The data may be preserved but
cannot be disclosed in the absence of a warrant.

Users do not need to register to use the internet, nor are there restrictions placed on
anonymous communications. The same cannot be said of mobile phone users, as verified
identification information is required to purchase any prepaid mobile service. Additional
personal information is required for the service provider before a phone may be activated.
All purchase information is stored while the service remains activated, and it may be

accessed by law enforcement and emergency agencies with a valid warrant.>’

There have been a number of politically-motivated cyberattacks, particularly distributed
denial-of-service attacks (DDoS) that have led to websites being inaccessible or flooded with
substituted content for various lengths of time. For example, offline marches and online acts
of protest were staged in response to the Australian government’s decision to introduce a
mandatory filter in 2010. One of these protests was the online defacement and DDoS attack
of the Australian Parliamentary website by the Anonymous hacktivist group, dubbed
Operation Titstorm. The attack brought down the parliament’s website for three days by
bombarding it with pornographic images.53 In 2011, Matthew George, an Australian
member of Anonymous who participated in Operation Titstorm, was charged and convicted
of incitement, and was given an AUS$550 (US$570) fine.”* More severe cyberattacks on the
nation’s critical infrastructure (such as electric grids, hospitals, and banks) have occurred as
well, though to date, attacks on banking institutions for financial motives have been much
more frequent.55

2 ACMA, “Pre-paid Mobile Services—Consumer Information Provision Fact Sheet,” accessed June 2010,
http://www.acma.gov.au/ WEB/STANDARD/pc=PC 9079.

* Alana Maurushat, “Ethical Hacking (2012): A Report for A Report for the National Cyber Security Division of Public Safety
Canada.” Publication on file with author. Report to be released to the public in 2012.

** Sarah Whyte, “Meet the hacktivist who tried to take down the government,” Sydney Morning Herald, March 14, 2011,
http://www.smh.com.au/technology/security/meet-the-hacktivist-who-tried-to-take-down-the-government-20110314-
1btkt.html.

** AusCERT Conference (2009), closed session invite-only workshop on cybercrime, Chatham House Rules.
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INTRODUCTION

As the host of the seventh annual Internet Governance Forum (IGF) in November 2012,

Azerbaijan’s government has been eager to promote itself as a leader of information and
communication technology (ICT) innovation in the region, with internet usage and online
activism growing significantly in 2011. This growth has spurred increasing efforts by the
authorities to exert greater control over the medium, though it remains much less restricted
compared to print and broadcast media, the main sources of information for most citizens.

The internet was first introduced in Azerbaijan in 1994 and became available for all citizens
in 1996. As a result of policies aimed at lowering prices that were enacted in 2007, the
internet is now relatively accessible for businesses and individuals in urban areas; however,
villages and communities outside of urban regions still have limited access.' Despite a
notable increase in internet penetration over the past few years, the quality of connections
remains very low, with paid prices not corresponding to advertised speeds and many users
still relying on slow dial-up connections.

The Azerbaijani government does not generally censor online content or restrict access to
ICTs, but in 2011, there were occasional blocks imposed on certain opposition news sites
such as Radio Azadliq, the website of the Azerbaijan service of Radio Free Europe/Radio
Liberty (RFE/RL). In addition, there were numerous arrests, prosecutions, and incidents of

! “Beynalxalq Telekommunikasiya ittifaql: Azarbaycan mobil rabitd tariflorinin azaldilmas: tizrd lider-6lkadir,” APA Economics,
February 24, 2010, http://az.apa.az/news.php?id=178885 [in Azerbaijani].
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extralegal intimidation and violence against online activists for organizing demonstrations or
expressing critical views of the government on social media websites, particularly following
a series of pro-democracy protests inspired by the Arab Spring events in early 2011. In many
cases, detained activists were given jail sentences on trumped-up charges of criminal
defamation, illegal drug possession, hooliganism, or other politically motivated allegations.
Fearing further Arab Spring-inspired protests, in early 2012, the Azerbaijani authorities
reportedly ramped up their surveillance capabilities through the installation of “black boxes”
on the Azercell mobile phone network, enabling security agencies to monitor all mobile

communications in real-time.

OBSTACLES TO ACCESS

According to the International Telecommunication Union (ITU), 50 percent of the
population had access to the internet in 2011, a significant increase from 2006 when the
penetration rate was roughly 12 percent.2 Fixed-broadband internet subscriptions also
increased remarkably from 4,000 in 2006 to nearly one million in 2011, representing a
broadband penetration rate of 10.5 percent.3 Nonetheless, access for residents outside of the
capital Baku continues to be extremely limited.

To increase accessibility, state-owned internet service providers (ISPs) dropped prices by 25
to 50 percent in October 2011 . At the end of 2011, ADSL connections at an average speed
of 1 Mbps cost 15 AZN (US$20),’ amounting to 4 to 5 percent of average wages in
Azerbaijan. While these prices are significantly lower than several years ago, they are still
out of reach for many Azerbaijanis whose average monthly salary is approximately 356 AZN
(US$453).° Furthermore, many users still access the internet at painfully slow dial-up speeds
and face problems accessing multimedia content such as audio and video material.

> International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2006 & 2011, accessed July 13, 2012, http://www.itu.int/ITU-
D/ICTEYE/Indicators/Indicators.aspx#.

* Ibid.

* “ISPs of Azerbaijan announced a price reduction,” 1news.az, September 30, 2011,
http://www.Inews.az/economy/tech/20110930050420696.html [in Russian].

* “Ali Abbasov: Cost of ADSL-Internet in Azerbaijan is 4-5% of Average Wage,” Contact.az, October 11, 2011,
http://contact.az/docs/2011/Economics&Finance/101110442en.htm [in Russian].

¢ “Real average salary in Azerbaijan fell by 0.93% with nominal rise by 0.17%,” ABC.az, December 16, 2011,
http://abc.az/eng/news/60624 html.
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Privately-owned but government-controlled Delta Telecom’ (formerly AzerSat) is the
country’s largest satellite and fiber-optic backbone provider with approximately 40 ISPs
operating in Azerbaijan on a retail basis. Delta Telecom was also the first company to
implement a WiMAX technology project in the country in February 2010, laying the
foundation for the use of wireless, broadband, and unlimited internet access. As the primary
ISP in the country and owner of the international gateway, Delta Telecom supplies
international connectivity to 90 to 95 percent of all users in Azerbaijan and sells
international traffic to almost all ISPs.® The largest ISP operating outside of Baku is the state-
owned AzTelecom, which has ownership ties to the Ministry of Communication and
Information Technologies (MCIT).” Azertelecom, owned by Azerfon, completed its fiber-
optic network in 2011 and is now competing for Delta Telecom’s business. "% Almost all ISPs
supply users with bandwidth purchased from Delta Telecom and Azertelecom.

With Azertelekom’s growing role in the internet business, government control over ICTs
has become more apparent, particularly after it was uncovered in 2011 that Azerfon is
largely owned by President Ilham Aliyev’s daughters.11 Furthermore, there is a lack of
transparency over the ownership of other ICT resources. While there are no specific legal
provisions or licensing requirements for ISPs in Azerbaijan, MCIT refuses to answer
inquiries on the ownership of license holders. "

Usage of mobile phones in Azerbaijan has continued to grow steadily, with mobile phone
penetration increasing from 38 percent in 2006 to over 108 percent in 2011 . There are
three mobile service providers using the Global System for Mobile Communications (GSM)
standard: Azercell, Azerfon, and Bakcell. In 2009, Azerfon, in a partnership with Britain’s
Vodafone, was the only company with a license for 3G service; however, in response to a
number of critical media reports, Azercell and Bakcell were issued licenses in 2011,
breaking Azerfon’s monopoly over the 3G market. Azercell and Bakcell reduced prices to

" The company’s ownership structure is not transparent. Many experts say that Delta Telecom is in fact owned by Baylor
Ayyubov, the president’s security chief, but there is no official proof of this. Requests for information on the matter were
unanswered.

¥ “Azerbaijan country profile,” Open Net Initiative, November 17, 2010, http://opennet.net/research/profiles/azerbaijan.

® Yashar Hajiyev, “Azerbaijan,” European Commission, accessed August 30, 2012,
http://ec.europa.cu/information society/activities/internationalrel/docs/pi study rus ukr arm azerb bel geor kaz mold/

5 _azerbaijan.pdf.

' “Azerbaijan Network,” Azertelecom.az, accessed September 5, 2012, http://www.azertelecom.az/en/aznetwork/.

' Khadija Ismayilova, “Azerbaijani President’s Daughter’s Tied to Fast-Rising Telecoms Firm,” Radio Free Europe/Radio
Liberty, June 27, 2011,
http://www.rferl.org/content/azerbaijan president aliyev daughters tied to telecoms firm/24248340.html.

12 Response of the Ministry of Communication to a written request for information.
" International Telecommunication Union (ITU), "Mobile-cellular telephone subscriptions,” 2006 & 2011, accessed July 13,
2012, http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#.
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increase demand for mobile internet when they launched 3G services.'* As a result, the
number of mobile internet users on the Azercell network—the country’s largest mobile
communication provider with 55 percent of the market"”—increased 300 fold in 2011,

. . 16
accordlng toa company representatlve.

Azerbaijan does not have an independent regulatory body for the telecommunications
sector, and the MCIT performs the basic regulatory functions pursuant to the 2005 Law on

[4

Telecommunications. The MCIT also has a monopoly over the sale of the “.az” domain,
which cannot be obtained online and requires an in-person application, subjecting the

process to bureaucratic red tape and possible corruption.

LIMITS ON CONTENT

The Azerbaijani government did not engage in widespread censorship of the internet in
2011. However, domestic users regularly reported problems accessing oppositional content
on websites such as Radio Azadlig, the Azerbaijan service of Radio Free Europe/Radio
Liberty (RFE/RL). Official authorities have denied allegations of blocking,'” and there is no
established process through which affected entities can appeal. Sporadic filtering has also
become a problem for opposition websites from the Azerbaijani diaspora such as
Azdiaspora.org. Meanwhile, both the MCIT and Ministry of Education run a hotline
program to uncover allegedly illegal and dangerous content. 8

According to clause 4.2(a) of the “Rules for Using Internet Services,” internet providers can
unilaterally suspend services provided to subscribers in cases that violate the rules stipulated
in the law “On Telecommunications.” Furthermore, a provider can suspend delivery of
internet services in certain circumstances including in times of war, events of natural
disasters, and states of emergency, though none of these legal provisions were employed in
2011 or early 2012.

There are limited deletions of online content implemented based upon a take down notice
system, primarily related to personal data. Subject to Articles 5.7 and 7.2 of the law “On

1* «“Azercell reduces prices for mobile internet services (Azerbaijan),” Wireless Federation, November 28, 2011,
http://wirelessfederation.com/news/90875-azercell-reduces-prices-for-mobile-internet-services-azerbaijan/ .

* “About us,” Azercell, accessed September 5, 2012, http://company.azercell.com/en/.

' Nijat Mustafayev, “Number of mobile internet users of Azercell increased sharply over the past year,” APA-Economics,
November 18, 2011, http://en.apa.az/news.php?id=159794.

"7 “Azerbaijan’s IT Ministry rejects claims of increased control over internet,” News.az, July 20, 211,
http://www.news.az/articles/tech/40854.

'® Yaman Akdeniz, “Freedom of Expression on the Internet,” Organization for Security and Cooperation in Europe, 2010,
http://www.osce.org/fom/80723.
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Personal Data,” personal data published without the consent of an individual must be
removed from websites following a written demand from the individual concerned, a court,
or the executive branch.

Access to Web 2.0 applications such as the social-networking site Facebook and the
microblogging service Twitter is unrestricted, and such sites are increasingly used to
disseminate content critical of the government. Facebook, in particular, has become a key
source of information on rallies, protests, and social issues such as housing demolitions.

The number of registered Facebook users grew from approximately 279,000 at the end of
December 2010 to 700,000 in December 2011," with the largest contingent of Facebook
users being young people between the ages of 18 and 2470

In addition, the incredible growth of blogging that began in 2007 continued to increase in
2011. With the introduction of Azerbaijani-language blogging platforms, active bloggers
writing in the native language provide an alternative source of information on many subjects
that are ignored or distorted by the traditional media. There are more than 27,000 blogs in
Azerbaijan, most of which are written in the Azerbaijani language, and only about 1,000
blogs are written in English, Russian, and other languages. Many bloggers, such as Ali
Novruzov, Arzu Geybullayeva, Nigar Fatali and Zaur Gurbanly, are well known for their
independent views, and an estimated 50,000 to 70,000 users read blogs online. Beyond
blogging, according to the head of the Press Council in Azerbaijan, more than ten internet
radio stations and TV channels operate in the country’s virtual space, and over 100,000
users watch television online. Additionally, there are more than 40 online news websites.”!

As journalists, activists, and those critical of the government have increasingly turned to the
internet to express their views, the Azerbaijani authorities have amplified their efforts to
clamp down on online activities and stifle opposition voices through tactics such as internet
cafe raids, netizen arrests, and other extralegal intimidation (see “Violation on User
Rights”). Some state universities warn students that they will encounter problems if they
participate in online political activism. Students are instead urged to be very active in
defending the government and its positions in their posts and comments on Facebook and
other social media. These efforts have had a chilling effect on internet users who may be
practicing self-censorship out of fear of government reprisals, although the extent of self-
censorship is not as widespread as in the traditional media. Furthermore, government-

"” “Facebook Statistics Azerbaijan,” Socialbakers, accessed December 2011, http://www.socialbakers.com/facebook-
statistics/azerbaijan.

20 “Issued by the number of Facebook users in Azerbaijan,” Day.az, September 20, 2011,
http://news.day.az/hitech/289329 html [in Russian].

*! “The number of Internet users in Azerbaijan is 45% of the population,” Regnum News Agency, February 3, 2011.
http://regnum.su/news/fd-abroad/azeri/ 1379705 .html [in Russian].
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friendly online media outlets are the main beneficiaries of the advertisement market. As is
the case in the traditional media sphere, state-owned and private companies tend to refrain
from advertising their products in independent or opposition online media.

In response to displays of citizen activism online in early 2011, some local state-run
television stations launched campaigns criticizing social-networking sites, including
broadcasting interviews with supposed internet experts who argued that online activities
pose a threat to the state’s security and image.22 Similarly, in an attempt to discredit online
activists and keep young people away from social media and political activism, the
authorities also aired on state television interviews with psychologists who described

Facebook users as “mentally il].”

Despite these manipulative efforts, youth activists, organizations, and movements are widely
represented in social media, providing information, organizing activities and events, and
arranging flash mobs via the internet. Inspired by the Arab Spring uprisings in early 2011,
young activists in Azerbaijan used social media to organize demonstrations in March and
April 2011 against the government’s authoritarian rule, calling for democratic reforms and

. . 24
an end to pervaswe government corruptlon.

VIOLATIONS OF USER RIGHTS

Article 47 of the constitution guarantees freedom of thought and speech.25 In addition,
Article 50 provides the right to distribute information, guarantees freedom of the mass
media, and prohibits censorship. In practice, however, the authorities aggressively use
various forms of legislation to stifle freedom in the print and broadcast media. Libel is a
criminal offense,” and traditional media journalists who criticize the authorities are
frequently prosecuted and imprisoned. Furthermore, the judiciary is largely subservient to
the executive branch.”” Under the Law on Mass Media of 1999, the internet is designated as
a form of mass media, thus all rules applied to traditional media can be used to regulate the

?2 “Azerbaijani Activists Under Pressure Ahead of Protest Day,” Radio Free Europe/Radio Liberty, March 7, 2011,
http://www.rferl.org/content/azerbaijan_activist prison/2330387.html.

2 “Don’t let them be silenced,” Amnesty International, November 16, 2011, http://www.amnesty.org/en/appeals-for-

action/freecazerbaijan.

?* Natasha Schmidt, “Freedom of expression online,” Chapter 8, Running Scared: Azerbaijan’s Silenced Voices, Article 19: Global
Campaign for Free Expression, 2012, http://www.article19.org/data/files/medialibrary/3003/12-03-26-azerbaijan. pdf.

”* The constitution is available in English at http://en.president.az/azerbaijan/ constitution.

* “Azerbaijan Criminal Code: Article 147. Defamation,” Conseil de I’Europe, December 12, 2003, accessed August 30, 2012,
http://www.coe.int/t/dghl/standardsetting/media/Doc/DH-MM(2003)006rev_fr.asp#P281 18801.

?7 Karin Karlekar, ed., “Azerbaijan,” Freedom of the Press 2011, http://www.freedomhouse.org/report/freedom-

press/2011/azerbaijan.
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online sphere as well.” In November 2010, it was announced that the government-
controlled Press Council would start monitoring online news sources for their compliance
with the rules of professional journalism.”

While there are no laws that specifically criminalize online expression in Azerbaijan, there
has been a growing trend in recent years of the authorities broadly applying existing laws to
prosecute journalists and citizens for their online activities. In an effort to clamp down on
free expression and silence critical voices in both the traditional media and online, the
Azerbaijani authorities have increasingly detained critics on tenuous charges not directly
related to their work. In many cases, arrests have been made based on politically motivated
allegations of criminal defamation, fabricated accusations of illegal drug possession, or other
such trumped-up charges. This trend was particularly notable following the Arab Spring-
inspired events in March and April 2011 when hundreds of demonstrators took to the
streets of Baku to protest against government corruption, call for fair elections, and demand
respect for human rights. The demonstrations resulted in numerous arrests, with some
protesters sentenced to long prison terms based on unfounded allegations and following
unfair trials. According to Amnesty International, 17 people convicted around the time of
the protests are to be regarded as prisoners of conscience since there was no evidence that
the imprisoned opposition activists had engaged in anything more than the legitimate
exercise of their right to freedom of expression and association.’

Among the arrested was Jabbar Savalan, a student who was accused of drug possession on
February 5, 2011, a day after he posted on Facebook a call for Egypt-inspired protests
against the government. With no history of drug use or possession, Savalan’s supporters
believed the drugs found on him were planted. He was sentenced to two and a half years in
prison on the trumped-up charges but was released on a presidential pardon in late
December 2011 after serving 11 months in prison. Another young man, Bakhtiyar Hajiyev,
a blogger and civic activist involved in organizing a mass protest planned for March 11,
2011, was arrested on March 4 and convicted in May on charges of evading military service.
Bakhtiyar had requested alternative military service as provided by the Constitution;
nevertheless, he was sentenced to two years imprisonment and was reportedly beaten while
in police custody.31 Another protest organizer, Strasbourg-based blogger Enlur Majidli, was

% “Law of the Republic of Azerbaijan ‘About Mass Media,”” Azerbaijan National Academy of Sciences, December 7, 1999,
http://ict.az/en/index.php?option=com_content&task=view&id=477&Itemid=95.

* “Control Over Online Sources and Facebook-like sites in Azerbaijan,” Today.az, November 27, 2010,
http://www.today.az/view.php?id=77287.

% “International community must act on Azerbaijan crackdown,” Amnesty International, November 16, 2011,

http: //www.amncstv.org/cn/ncws/intcrnational—communit\'—must—act—azcrbaiian—crackdown-20] 1-11-16.

3! “Azerbaijan: Youth Activists Targeted as Freedom of Expression Clampdown Continues,” Article 19, March 10, 2011,

http://www.article19.org/resources.php/resource/ 1732 /en/azerbaijan:-youth-activists-targeted-as-freedom-of-expression-

clampdown-continues.
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accused of inciting hatred and calling for the violent overthrow of the government. Criminal
proceedings have been initiated against Majidli in absentia, and he could face up to 12 years

in prison if he returns to Azerbaijan.”

In another case, the editor-in-chief of the website Islamazeri.com, Ramin Bayramov, was
arrested in August 2011 and sentenced in March 2012 to 18 months in prison on charges of
possessing illegal arms and drugs, which Baryamov’s lawyer believes were planted.33
Similarly, blogger and human rights activist Taleh Khasmammadov was arrested in
November 2011 and was still detained as of March 2012 on charges of hooliganism, although
it is believed that Khasmammadov was targeted for his blogging activities, particularly for his

report on the mafia and human trafficking in the country’s Ujar region.34

Separately, on March 1, 2012, mass demonstrations took place in the remote town of Guba,
prompted by the circulation of an online video. At least 17 people were subsequently
arrested, including two journalists from the Khayal TV station who were accused of
provoking the protests after posting the video on YouTube. The clip featured the regional
governor Rauf Habibov allegedly insulting the local population. Its circulation prompted
thousands of protestors to take to the streets demanding the governor’s resigna‘don.35 In
response to the unrest, the authorities searched several internet cafes in Guba to identify the
individual responsible for posting the video. The authorities also tried to determine the
authors of comments posted on social-networking websites that called for the

. 36
demonstrations.

In a positive development, journalist and editor-in-chief of the independent newspapers
Realny Azerbaijan and Gundalik Azarbaycan, Eynulla Fatullayev, was given a presidential
pardon and released from prison in May 2011 after a significant international campaign that
led to a judgment issued by the European Court of Human Rights demanding his release.
Fatullayev had been in prison since 2007 on both defamation and terrorism charges based on
an online post about a massacre during the 1992 Nagorno-Karabakh conflict.”’

¥ “Azerbaijan’s Facebook Dissident,” Indexoncensorship.org, April 27, 2011,
http://www.indexoncensorship.org/2011/04/azerbaijans-facebook-dissident/ .

¥ Rebecca Vincent, “Political use of the law to silence freedom,” Chapter 4, Running Scared: Azerbaijan’s Silenced Voices, Article 19:
Global Campaign for Free Expression, 2012, http://www.article19.org/data/files/medialibrary/3003/12-03-26-
azerbaijan.pdf.

* Ibid.

% Shahin Abbasov, “Report: Clashes in Azerbaijan Prompt Dismissal of Regional Government Official,” Eurasianet.org, March 1,
2012, http://www.eurasianet.org/node/65068.

% Shahin Abbasov, “Azerbaijan: Is Guba Protest Response a Harbinger of a Political Shift in Baku?” Eurasianet.org, March 6,
2012, http://www.ecurasianet.org/node/65092.

¥ “Jailed Azerbaijani journalist pardoned,” Amnesty International, press release, May 26, 2011,

http://www.amnestyusa.org/our-work/latest-victories/jailed-azerbaijani-journalist-pardoned.
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In addition to the growing trend of politically motivated arrests of online journalists and
bloggers, internet users have faced increasing levels of extralegal intimidation and physical
violence for their online activities. During the March-April 2011 pro-democracy protests in
Baku, for example, many journalists and bloggers were physically attacked while trying to
report on the demonstrations.”® In a tragic case, prominent Azerbaijani journalist and
writer, Rafiq Tagi, died on November 23, 2011 in Baku four days after being victim to a
brutal knife attack. Tagi had been receiving death threats for weeks prior to the attack,
which were believed to be in response to an article he published on Radio Azadliq’s website
that criticized the current Iranian government and discredited Islam.* According to research
by civil society representatives, the official investigation into Tagi’s death has had serious
shortcomings, and no suspects had been arrested as of mid-201 2.%

Netizens and their family members have also been subject to instances of extralegal
intimidation and harassment through surprise police visits to their homes, summons to local
branches of the Ministry of National Security for questioning, and arbitrary job losses.*! In
early March 2011, for example, activist Etibar Salmanli reported being visited by the police
at his home after a video was posted on YouTube showing him promoting the March 11
protests.42 Salmanli’s parents were also summoned to the police and the Surakhani district
education department for questioning about their son’s activities. In June 2011, Nijat
Mammadbayov was fired from Azertag, the state-run news agency, after posting a status on
his Facebook page criticizing the agency. He was told to either delete his post and write a
redaction or resign.

In another incident, the investigative journalist Khadija Ismayilova became the victim of a
blackmail campaign in March 2012 that attempted to silence her by publishing private
personal footage aimed at damaging her reputation.. Known for her reporting on corruption
in the country, including investigations into the president’s conduct and business activities,
Ismayilova had been regularly disseminating her reports on social-networking sites such as
Facebook, where she has a wide following. The threats against her included intimate
photographs of her being taken and then sent to her with a warning to “behave.” Refusing to

* “Journalists among victims of regime’s violent response to pro-democracy protests,” Reporters Without Borders, April 6,

2011, http://en.rsf.org/azerbaijan-journalists-among-victims-of-05-04-2011,39953 .html.
¥ “Azerbaijan: Justice for Rafiq Tagi,” Article 19, November 25, 2011,

http://www.article19.org/resources.php /resource/2877/en/azerbaijan: -justice-for-rafiq-tagi.

*° Johann Bihr, “Impunity for violence against journalists,” Chapter 3, Running Scared: Azerbaijan’s Silenced Voices, Article 19:
Global Campaign for Free Expression, 2012, http://www.article19.org/data/files/medialibrary/3003/12-03-26-

azerbaijan.pdf.

s U.s. Department of State, “Azerbaijan,” Country Reports on Human Rights Practices for 2011, Bureau of Democracy, Human

Rights and Labor, http://www.state.gov/j/drl/rls/hrrpt/humanrightsreport/index.htm#wrapper.
*# “Youth Activist Etibar Salmanli Harassed By Local Police,” Azeri Report, March 7, 2011,
http:/ /azerireport.com/index.php?option=com content&task=view&id=2650.
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be silenced, Ismayilova instead went public with the blackmail attempt, and in retaliation, an
intimate video of Ismayilova filmed by hidden camera was distributed over the internet.
While threats against journalists are not uncommon in Azerbaijan, Ismayilova’s case received
an unprecedented groundswell of attention and support through social-networking sites
both domestically and globally, signifying civil society’s increasing pushback against
government efforts to restrict freedom of expression. Nevertheless, the individuals

responsible for violating Ismayilova’s privacy remained unknown and unpunished as of mid-
2012.%

It is unclear to what extent security agencies monitor ICT activity or track user data in
Azerbaijan. Most users do not have licenses for the software on their computers, which
leaves them vulnerable to security threats such as viruses and other malicious programs that
could be implanted to monitor their activity. While the law explicitly prohibits the arbitrary
invasion of privacy and court orders are required for the surveillance of private
communications, the law “On operative-search activity” (Article 10, section IV) authorizes
law enforcement agencies to conduct surveillance without a court order in cases regarded as
necessary “to prevent serious crimes against the person or especially dangerous crimes
against the state.”™ The unclear parameters for what constitutes preventive action leave the
law open to abuse. As such, it has long been believed that the Ministry of National Security
and Ministry of Internal Affairs monitor the phone and internet communications of certain
individuals, especially foreigners, known activists, and business figures.45 Such suspicions
were confirmed by many of those detained for their involvement in the March 2011 protests
who reported that the authorities had referred to their Facebook activities and private

communications during interrogations.

In a particularly worrying development ahead of the Eurovision Song Contest hosted in
Azerbaijan in May 2012, a Swedish investigative documentary revealed in April 2012
evidence of a blanket mobile phone surveillance system employed by the telephone company
Azercell.* With help from the Stockholm-based telecom TeliaSonera, Azercell has
reportedly installed “black box” devices on its networks that allow government security
services and the police to monitor all mobile phone communications—including text
messages, internet traffic, and phone calls—in real time without any judicial oversight. In
addition, insider reports described how Azercell has set aside special offices in their

“ Robert Coalson, “Azerbaijani Journalist Defiant in Face of Blackmail Bid,” Radio Free Europe/Radio Liberty, March 9, 2012,
http://www.rferl.org/content/azerbaijan ismailova blackmail rferl journalists threats/24509372 . html.

* “Article 10. Operative-search measures,” Law of the Azerbaijan Republic, On operative-search activity, accessed September 5,
2012, http://taxes.caspel.com/qanun/728 eng.pdf.

®U.s. Department of State, “Azerbaijan,” Country Reports on Human Rights Practices for 2011, Bureau of Democracy, Human
Rights and Labor, http://www state.gov/j/drl/rls/hrrpt/humanrightsreport/index.htm#wrapper.
* “Video: The Black Boxes,” SVT.se, April 26, 2012, http://www.svt.se/ug/video-the-black-boxes-3.
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headquarters for government authorities to conduct surveillance activities. While it is
unclear exactly when the monitoring system was installed and put into practice, one source
working for TeliaSonera noted that “the Arab Spring prompted the regimes to tighten their

surveillance. ... There’s no limit to how much wiretapping is done, none at all.”

Wrongful access to a computer, such as through the implantation of viruses or security
breaches, is punishable under Chapter 30 of the Criminal Code.*® Internet security is also
dealt with in the Law on National Security of 2004 and the Law on Protection of
Unauthorized Information of 2004. Hacking attacks aimed at Azerbaijani internet users and
websites often come from Armenian internet protocol (IP) addresses, and the timing of such
attacks typically coincides with politically sensitive dates related to the unresolved territorial
conflict between the two countries. Sometimes attacks occur after high-profile political
statements. The ostensibly Armenian-based attacks have targeted the websites of entities
such as the MCIT, the National Library, and the public television broadcaster. The Anti-
Cybercriminal Organization is the main body working against cyberattacks in Azerbaijan,
and the country ratified the Council of Europe’s Convention on Cybercrime in March 2010,

which took effect in July 2010.

Throughout 2011, some opposition news websites, including Yeni Musavat, Radio Azadliq,
and the personal blog of the Popular Front Party’s chairman Ali Kerimli, were subject to
constant attacks that resulted in temporary shutdowns.* The newspaper Yeni Musavat
speculated that the cyberattack against it could have been launched by the Ministry of
Defense as a response to its critical reporting, but the ministry denied the allegations.50
In June 2011, the Popular Front Party issued a statement also accusing the government of
cyberattacks against its website.’' Nevertheless, the sites of state bodies and state-controlled
media have also been subject to an increasing number of cyberattacks over the past year,

s Ryan Gallagher, “Your Eurovision Song Contest Vote May Be Monitored: Mass Surveillance in Former Soviet Republics,”
Slate.com, April 30, 2012,

http://www slate.com/blogs/future tense/2012/04/30/black box surveillance of phones email in former soviet republi

cs_.html.

* An unofficial English translation of the criminal code is available at
http://www.legislationline.org/download/action/download/id /1658 /file /4b3ff87c¢005675cfd74058077132 .htm /preview.

* “Two more Azerbaijani websites undergo hacker attacks,” Azerbaijani News Network, April 9, 2012,
http://ann.az/en/?2p=70943.

0 “Azorbaycan Miidafid Nazirliyi “Yeni Miisavat” qdzetini mdhkomay9 verir,” APA Economics, September 16, 2011,
http://az.apa.az/news.php?id=234649 [in Azerbaijani].

*! Fatima Karimli, “AXCP hakimiyyati kibercinayatda sugladi” [Front Party cybercrime], Qafqazinfo, June 22, 2011,
http://qafqazinfo.az/AXCP HAKIMIYY%C6%8FTI KIBERCINAY%C6%8FTDY%C6%8E SU%C3%87LADI-923-xeber.html.
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with hackers targeting and defacing sites belonging to the Interior Ministry, State Security
Service, Ministry of Education, and ruling New Azerbaijan party, among others.”’

> Institute for Reporters’ Freedom and Safety (IRFS), “Chapter Four: Freedom of Expression Online,” Azerbaijan’s Critical Voices
in Danger — Semi-annual Azerbaijanfreedom qfexpression report, January 01-July 01, 2012,
http://www.ifex.org/azerbaijan/2012/08/16/irfs freedom of expression report.pdf.
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INTRODUCTION

Bahrain has been connected to the internet since 1995 and currently has one of the highest

internet penetration rates in the Middle East. However, as more people have gained access
to new technologies, the government has increasingly attempted to curtail their use for
obtaining and disseminating politically sensitive information. In 1997, an internet user was
arrested for the first time for sending information to an opposition group outside the
country,1 and over the last three years, more internet users have been arrested for online

activity 2

On February 14, 2011, Bahrainis joined the wave of revolutions sweeping across the Middle
East and North Africa, taking to the streets in Manama to call for greater political freedom
and protest against the monarchy of King Hamad bin Isa al-Khalifa. Similar to the other Arab
Spring countries, online activism played a vital role in Bahrain’s demonstrations. In
response, the National Safety Status (emergency law) was initiated in March 2011 for two
and a half months, leading to an intensive punitive campaign against bloggers and internet
users (among others) that was characterized by mass arrests, incommunicado detention,
torture, military trials, harsh imprisonment sentences, and dismissal from work and study

! Initiative For an Open Arab Internet, “Bahrain,” Implacable Adversaries: Arab Governments and the Internet, December 2006,
http://old.openarab.net/en/node/350.

’ Freedom House, “Bahrain,” Freedom on the Net 2011, April 2011, http://bahrainrights.hopto.org/BCHR /wp-
content/uploads/2011/04/Bahrain2011.pdf.
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based on online posts or mobile content. An online activist died in custody under torture in
April 2011.°

Censorship of online media is implemented under the 2002 Press Law and was extended to
mobile telephones in 2010.* The use of BlackBerry services to disseminate news is banned.
In 2002, the Ministry of Information made its first official attempt to block websites
containing content critical of the government, and today over 1,000 websites are blocked,
including individual pages on certain social-networking sites.” Surveillance of online activity
and phone calls is widely practiced, and officers at road security checkpoints actively search
mobile content.®

OBSTACLES TO ACCESS

According to the United Nations’ e-Government Readiness report of 2010, Bahrain ranks
first on the telecommunications infrastructure index in the Middle East,” and the number of
internet users has risen rapidly, from a penetration rate of 28 percent in 2006 to 77 percent
in 2011.% In 2011, there were approximately 290,000 internet subscriptions, of which 19
percent were ADSL, 37 percent were wireless, and 44 percent were mobile broadband.’
Dial-up connections are almost non-existent, and ADSL use has declined with the increased
use of wireless internet. Broadband prices have fallen by nearly 40 percent between 2010
and 2011, but it remains significantly more expensive than the average among countries in
the Organization for Economic Cooperation and Development (OECD)," and restrictions
on speeds and download limits still exist. Nevertheless, internet access is widely available at
schools, universities, shopping malls and coffee shops, where Bahrainis often gather for
work and study.

3 “Journalists Killed in Bahrain,” Committee to Protect Journalists, April 9, 2011, http://cpj.org/killed/2011/zakariya-rashid-
hassan-al-ashiri. php.

* Habib Toumi, “Bahrain imposes blackout on BlackBerry news sharing,” habibtoumi.com (blog), April 8, 2010,

http://www .habibtoumi.com/2010/04/08/bahrain-imposes-blackout-on-blackberry-news-sharing/.

* “Bahrain: Government orders over 1,000 websites blocked,” Index on Censorship, September 25, 2009,

http://www.indexoncensorship.org/2009/09/bahrain-government-orders-over-1000-websites-blocked /..

¢ “Political media in Bahrain: From the murals and publications to the online forums” [in Arabic], Bahrain Mirror, January 7,
2012, http://bhmirror.hopto.org/article.php?id=2712&cid=117.
" The index is a measure of the population’s connectivity in fixed telephony, mobile, internet, online, personal computing and

television. “Bahrain scores the first position in the telecommunications infrastructure,” Amelnfo.com, January 14, 2010,
http://www.ameinfo.com/221108 html.

® International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2006 & 2011, accessed July 13, 2012, http://www.itu.int/ITU-
D/ICTEYE/Indicators/Indicators.aspx#.

° Telecommunications Regulatory Authority (TRA), Telecommunications Market Indicators in the Kingdom of Bahrain (Manama: TRA,
January 2012), slide 35, http://tra.org.bh/en/pdf/2011TelecommunicationsMarketsIndicators-ForPublic. pdf.

"% Telecommunications Regulatory Authority (TRA), “Broadband Prices fall by up to 40% while Mobile Prices fall by up to

25%,” press release, September 14, 2011, http://www.tra.org.bh/en/pdf/2011PriceBenchmarkingPressRelease _en.pdf.
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Bahrain has one of the highest mobile phone penetration rates in the region, with nearly 1.7
million mobile subscribers and a mobile penetration rate of 128 percent in 2011."" The
latest generation of mobile phones such as Apple’s iPhone is widely available in the country,
but they are still very expensive. Although BlackBerry phones are popular among young
people and the business community, in April 2010 the authorities banned BlackBerry users
from sending news bulletins through text messages, threatening those who violated the ban

with legal action. '’

Following the February 14, 2011 protests, the government intensified censorship and
surveillance of advanced Web 2.0 applications and blocked interactive exchanges online,
particularly when its political agenda was not supported. Internet connections became very
slow, making it difficult to upload media, and some locations were entirely offline. Internet
traffic into and out of Bahrain dropped by 20 percent during the protests,” which could have
been a result of intentional governmental throttling or a side effect of surveillance-related
tinkering with the network.'* Furthermore, phones lines were disrupted in many areas amid
attacks on protesters on March 15 and 16, 2011 L

Access to the video-sharing site YouTube, social-networking site Facebook, and the micro-
blogging site Twitter is available, although individual pages on each of those platforms are
often blocked. Meanwhile, the most prominent online forum Bahrainonline.org has been
blocked since its launch in 1998. The Arabic regional portal and blog-hosting service Al-
Bawaba has also been blocked since 2006, and online newspapers have been banned from the
use of video and audio reports on their websites since a 2010 order by the Information
Affairs Authority (IAA), the government body that replaced the Ministry of Information in
2010 and oversees both traditional and online media outlets in Bahrain.'® The ban applies to
all online newspapers except the state-owned Bna.bh, which publishes video reports taken

from state television.

' International Telecommunication Union (ITU),”Mobile-cellular telephone subscriptions,” 2011, accessed July 13, 2012,
http: //www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#. Official statistics vary slightly, which cite a mobile phone
penetration rate of 133 percent: TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, January 2012, slide 8,
http://tra.org.bh/en/pdf/2011TelecommunicationsMarketsIndicators-ForPublic.pdf.

12 “Authorities Ban Blackberry Users from Sending News Bulletins,” IFEX, April 15, 2010,
http://ifex.org/bahrain/2010/04/15 /blackberry ban/.

" Dan Goodin, “Internet use disrupted in Bahrain as protests turn bloody,” The Register, February 18, 2011,
http://www.theregister.co.uk/2011/02/18/bahrain_internet disruption/.

'"* Andrew McLaughlin, “Assessing Egypt’s Echoes: How to Check For Yourself What’s Happening With the Internet in Another
Country,” Andrew.McLaughl.in (blog), February 16, 2011, http://andrew.mclaughl.in/blog/2011/2/16/assessing-egypts-
echoes-how-to-check-for-yourself-whats-happ.html.

" Bader Kamal, Twitter post, March 15, 2011, 9:19pm, http://twitter.com/baderkamal/status/47889717043273728; and
Bader Kamal, Twitter post, March 15, 2011, 8:45pm, http://twitter.com/baderkamal/status/47881227499356160.

16 «

Ban on audio programs on daily newspaper Al-Wasat’s website,” Bahrain Center for Human Rights, September 9, 2010,
http://www.bahrainrights.org/en/node/3327.
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Since February 2011, most live broadcasting websites'” that were popular among protesters
have been blocked."” PalTalk, a chatting service that was used to conduct political seminars
with prominent guests and mass online audiences, has been blocked since June 2011 ,'” while
many blogs critical of government views were also blocked in 2011, particularly those that
documented the protests and government crackdown (see “Limits on Content”).

Despite the obstacles to access, Bahrain’s online community has grown rapidly in recent
years, especially in social media. By the end of 2011, the number of Bahraini users on
Facebook reached 315,000 with a penetration of 45 percent,20 and there are more than
3,500 local entities (both government and civil society) with a Facebook page.’’ Around

2 .
1.7 The word “Bahrain” was

62,000 Bahraini users were active on Twitter as of March 201
among the top hashtags used on Twitter in the Arab region,”’ and an Al Jazeera monitoring
tool found Bahrain to be the most active on Twitter compared to other countries in the

region during the Arab Spring events.”

There are 13 internet service providers (ISPs) serving Bahraini users, but the major
providers are Batelco, Zain, MENA Telecom, and VIVA. The last two provide the
increasingly popular WiMAX' technology. According to Bahrain’s Telecommunications
Regulatory Authority (TRA), some 31 ISP licenses have been granted for internet services,
but only 13 providers are in business, and only two of them are licensed to provide wireless
internet.” Three of the major ISPs—Batelco, Zain, and VIVA—are also the only mobile
operators in Bahrain. The largest telecom company and ISP in Bahrain, Batelco, has a
majority of its shares owned by the government, while the other ISPs are owned by

investors from the private sector, including non-Bahraini investors. There is no centralized

' These sites include bambuser.com, ustream. tv, justin.tv, and other websites that stream directly to Twitter like twitcasting.tv
and twitcam.livestream.com. See, “Attacks on media continue across Middle East,” Committee to Protect Journalists, February
16, 2011, http://cpj.org/2011/02/attacks-on-media-continue-across-middle-cast.php.

8 “Despotic regimes continue to obstruct coverage of revolutions,” Reporters Without Borders, September 1, 2011,
http://en.rsf.org/bahrain-despotic-regimes-continue-to-01-09-2011,40886.html.
1 “Crackdown continues in Bahrain, Bloggers go on trial in Emirates,” Reporters Without Borders, June 16, 2011.

20 “Bahrain Facebook Statistics,” Socialbakers, accessed July 16, 2012, http://www.socialbakers.com/facebook-

statistics/bahrain.

21 «To prevent its use in the buildup to the issues related to public affairs, Bahrain is considering the legalization of the use of
Facebook similar to Arab countries” [in Arabic], Alwasat News, February 4, 2011,
http://www.alwasatnews.com/3073/news/read/525216/1 .html.

*2 Dubai School of Government, “Mapping Twitter: Twitter Users,” Arab Social Media Report, Issue 2, May 2011,
http://www.dsg.ae/en/ASMR2/twitterusers.aspx.

2 Dubai School of Government, “Mapping Twitter,” Arab Social Media Report, Issue 2, May 2011,
http://www.dsg.ac/en/ASMR2 /maptwitter.aspx.

** Bilal Randeree, “Twitter Dashboard,” Al Jazeera, March 30, 2011,

http://www .aljazeera.com/indepth/interactive/2011/03/20113108250282747 html/.

» TRA, “Market Information: Number of Licenses Issued,” accessed February 1, 2012,

http://www.tra.org.bh/en/marketstatistics.asp.
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backbone to control the internet in Bahrain, but all ISPs are indirectly controlled by the
government through orders from the TRA.

There have been no reported instances of ISPs being denied registration permits. However,
on March 21, 2011, the TRA revoked all licenses of 2Connect Cornpany26 (a telecom
provider and ISP) without providing a clear reason, though one of the shareholders of the
company was a prominent opposition leader who was arrested a few days earlier on March
17.77 All clients were given seven days to move to another service provider, but some
Bahraini banks using 2Connect services for certain transaction platforms had difficulty
switching these core systems to other providers on the very short notice.”® Without much
explanation, the TRA withdrew its decision on April 13, 2011 and allowed 2Connect to

. 29
resume operatlons .

Mobile phone services and ISPs are regulated by the TRA wunder the 2002
Telecommunications Law. Although the TRA is an independent organization on paper, its
members are appointed by the government, and its chairman reports to the Minister of State
for Cabinet Affairs responsible for telecommunications, Sheikh Ahmed bin Attiyatallah al-
Khalifa, who is also a member of the ruling family. The TRA has issued several regulations
that have not been welcomed by consumers, including measures that violate individual

privacy rights (see “Violations on User Rights”).*

LIMITS ON CONTENT

According to some estimates, the IAA has blocked and shut down more than 1,000
websites, including human rights websites, blogs, online forums,’' and individual pages from
social media networks, focusing on sites that are critical of the Bahraini government,
parliament, and ruling family. In 2011, YouTube pages containing videos of torture
testimonies® or police attacks against civilians were blocked,” as were other webpages

¢ “ANHRI: Bahrain to revoke licenses of 2Connect internet services company owner arrested over participating in peaceful
protests,” Bahrain Center for Human Rights, March 27, 2011, http://bahrainrights.hopto.org/en/node/3869.

7 “ANHRI condemns blocking Al-Quds Al-Arabi newpaper website,” Bahrain Center for Human Rights, May 24, 2011,
http://bahrainrights.hopto.org/en/node/4126.

*8 Mark Sutton, “Bahrain TRA shuts down ISP 2Connect,” ITP.net, March 23, 2011, http://www.itp.net/584255-bahrain-tra-
shuts-down-isp-2connect.

? “2Connect set to resume operations,” Gulf Daily news, April 13, 2011,
http://m2m.tmcnet.com/news/2011/04/13/5441914 htm.

0 Geoffrey Bew, “‘Big Brother’ Move Rapped,” Gulf Daily News, March 25, 2009, http://www.gulf-daily-
news.com/Print.aspx?storyid=246587.

3 Reporters Without Borders, “Countries Under Surveillance: Bahrain,” 2011, accessed July 16, 2012,
http://en.rst.org/surveillance-bahrain, 39748 .html.

32 “Blocking the Documentary ‘Systematic Torture in Bahrain” on YouTube,” Bahrain Center for Human Rights, February 8,
2011, http://bahrainrights.hopto.org/en/node/3710.
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chronicling the government’s brutal crackdown. The IAA can order the blocking of a
website without referring the case to a court. It has instructed all ISPs to “prohibit any

934

means that allow access to sites blocked by the ministry,” and the license of any operator

that violates the decree will be revoked.

The filtering of websites in Bahrain is based on keyword density, the manual entry of URLSs,
and certain website categories, including potential circumvention tools like Google
Translate and Google cached pages. The government regularly updates the list of websites to
block, which is sent to ISPs.”” Batelco, Bahrain’s main ISP, filters the web using McAfee
SmartFilter software and Blue Coat technology. In March 2011, plans were announced to
switch to technology from Palo Alto Networks that can block activities within websites,
such as video or photo uploading, and make it more difficult for users to circumvent
censorship. 3

Website administrators face the same libel laws that apply to print journalists and are held
jointly responsible for all content posted on their sites or chat rooms. Following the March
2011 crackdown, moderators of online forums and administrators of Facebook pages that
organized and shared news of the protests were specifically targeted.37 Many forums were
shut down under pressure from security officers,”® resulting in the loss of a large amount of
information on Bahrain’s history and heritage that had been documented by online users and
made available only through the local forums and websites.” Documentation of daily news
and events on the forums also became inaccessible, and most of the sites remain closed as of

April 2012.*

* Jillian York, “Bahrain Blocks YouTube Pages and More,” Global Voices, February 14, 2011,
http://advocacy.globalvoicesonline.org/2011/02/14/bahrain-blocks-youtube-pages-and-more/..
3* Reporters Without Borders, “Authorities Step Up Offensive Against Journalists and Websites,” news release, May 14, 2009,

¥ Tbid.

*¢ Paul Sonne and Steve Stecklow, “U.S. Products Help Block Mideast Web,” Wall Street Journal, March 27, 2011,
http://online.wsj.com/article/SB10001424052748704438104576219190417124226.html.

¥ Non exhaustive list of forum moderators who were subject to arrest found at:
https://spreadsheets.google.com/pub?hl=en&hl=en&key=0ApabTTYHrc¢WDdEKOQOpW YnlSa3JmbS1RbThtUkZrNkE&outp
ut=html; accessed via: “Bahrain: After destruction of the actual protesting site at “the Pearl,” the government shifts to eliminate
virtual protests,” Bahrain Center for Human Rights, May 17, 2011, http://bahrainrights.hopto.org/en/node/4101.

% Moderator of the AlDair Forum talks about his detention, saying he was forced to show the interrogation officer how to close

the website: “Ahmed al-Dairi Moderator of AlDair Forums in the first episode of his testimony: thus eased voice of Zakaria
AlAsheeri forever” [in Arabic], Bahrain Mirror, January 4, 2012, http://bhmirror.no-ip.org/article.php?id=2678&cid=117.
* An example of a local website with information on Bahrain’s history and heritage is the internet forum: http://aldair.net. It

used to have a section called, "Know your village and your country," in which people would detail the history of their village,
and provide information that is not taught in schoolbooks, including the origin of the village's name, the history of its economy,
the dialect of Arabic spoken there, and its folk traditions.

* On this list of closed sites prepared on May 2011, which were tested again on April 2012, only two were working:
https://spreadsheets.google.com/spreadsheet/pub?hl=en&hl=en&key=0ApabTTYHrc WDJEN2bkhXUGh6TUNaNEN4Y280
Ty11bFE&output=html.
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The authorities use various methods to force removal of unwanted content. For example, in
February 2011 a non-Bahraini resident who was active in taking and uploading videos of the
crackdown on protesters and whose YouTube videos became viral on the BBC and other
news channels, was tracked by security agents who came to his apartment and forced him to
delete all the videos on his computer, camcorder, and YouTube channel.*' In other cases,
YouTube administrators removed some videos of the crackdown on the basis of third-party
notifications of copyright infringement, even though the videos were shot by civilian
journalists. The Facebook and Twitter pages of Rasad News, a major source of news about
human rights violations in Bahrain, were overtaken by regime agents who began posting

anti-protest and pro-regime content after the arrest of one of the page’s administrators in
June 2011.%

Censorship of websites became increasingly prolific in Bahrain in 2011 ," with the Facebook
page that had called for protests on February 14, 2011 the first to be blocked.* Mainstream
media outlets reporting on Bahrain were also targeted with censorship online. For example,
the website of the local independent Al-Wasat newspaper was blocked for 24 hours in April
2011 after being accused of spreading falsechoods that distorted the reputation of the
kingdom outside of Bahrain.” The website of the London-based Al-Qudus Al-Arabi newspaper
was blocked in May 2011 after its editor criticized Saudi Arabia for sending troops to
suppress the peaceful demonstrations in Bahrain.* Media outlets such as the Al-Alam TV
channel,”” PressTv,* and Lualua TV* that reported on the unrest also had their websites
blocked during the year. The anti-government news site Bahrainmirror.com, which is

published from abroad, was blocked in June 2011.*°

H Tony Mitchell, “Part 2: Return to Pearl Roundabout,” Bahrain Uprising (blog), December 8, 2011,
http://tonydmitchell. wordpress.com/2011/12/08/bahrain-uprising-part-2-return-to-pearl-roundabout/. His YouTube

channel is: http://www.youtube.com/user/ElliottsFatherzblend=1&ob=0.

*# “Crackdown continues in Bahrain, Bloggers go on trial in Emirates,” Reporters Without Borders, June 16, 2011,
http://en.rsf.org/bahrain-crackdown-continues-in-bahrain-16-06-2011,40467 .html.

# “Bahrain: ARTICLE 19’s Submission to the UN Universal Periodic Review,” Article 19, November 22, 2011,
http://www.article19.org/resources.php/resource/2861/en/bahrain:-article-19%E2%80%99s-submission-to-the-un-

universal-periodic-review.

* “In Fear of Transmitting the Tunisian and Egyptian Demonstrations to Bahrain: Blocking a Facebook Group that Calls People to
go Down the Streets and Demonstrate against the Authority’s Policy,” Bahrain Center for Human Rights, February 6, 2011,
http://bahrainrights.hopto.org/en/node/3721.

* “Al-Wasat closed down, its senior journalists forced to resign,” Reporters Without Borders, April 3, 2011,

http://en.rsf.org/ +al-wasat-closed-down-its-senior+.html.
46 «

Bahrain: ‘Internet’ the biggest victim of the war launched by the authorities on the general freedom ANHRI condemns
blocking Al-Quds Al-Arabi newspaper website following its publishing of an editorial article criticizing the Saudi intervention in
Bahrain,” The Arabic Network for Human Rights Information, May 24, 2011, http://www.anhri.net/en/?p=2544.

" “Channel block site of the world in Bahrain” [in Arabic], Islam Times, March 8, 2011,
http://www.islamtimes.org/vdcfemdt. wédcexaikiw. html.

* “press TV’s website blocked in Bahrain,” PressTV, March 5, 0211, http://www.presstv.ir/detail /168269 .html.

* LualuaTV also had its satellite broadcast jammed in Bahrain. Source: Simon Atkinson, “Bahrain TV station struggles as signal
blocked,” BBC News, November 14, 2011, http://www.bbc.co.uk/news/business-15699332.

*0 “Crackdown continues in Bahrain, Bloggers go on trial in Emirates,” Reporters Without Borders, June 16, 2011,
http://en.rsf.org/bahrain-crackdown-continues-in-bahrain-16-06-2011,40467.html.
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In April 2011, the government of Bahrain censored one of its own websites belonging to
the Jaffaria Waqf Directorate (www.jwd.gov.bh) to prevent public access to documents of
registered mosques after the authorities had demolished a number of mosques amid the
crackdowns against protestors.51 The website gave an official block message even when
accessed via a proxy or from outside Bahrain,>” but the site was still accessible through its
internet protocol (IP) address. The authorities removed the block when activists published

mirrored content on a different site.”’

The TAA officially blocks websites containing pornography or material that may provoke
violence or religious hatred.”* In practice, however, many websites run by national or
international NGOs are inaccessible. For example, the websites of the Arab Network for
Human Rights Information (ANHRI) and the Bahrain Center for Human Rights (BCHR)
have been blocked since 2006. The websites of several political societies—including the
Alwefaq Islamic Society, National Democratic Action Society, and Islamic Action Society—
were blocked in September 2010 in the lead-up to the parliamentary elections and following
the Alwefaq Islamic Society’s plans to launch an audio-visual service online. The authorities
claimed that the societies’ publications, both print and online, were “misleading public
opinion.” The websites were all unblocked in January 2012, though the website of the
opposition Bahrain Justice and Development Movement, which was established abroad and
blocked a few weeks after its launch in August 2011, remains blocked as of May 2012 27

Blocking decisions and policies are not transparent. The official block page states, “This web
site has been blocked for violating regulations and laws of Kingdom of Bahrain,” but it does
not specify which laws. Webmasters do not receive notifications that their sites have been
banned or why they have been banned. Although the law does technically allow affected
individuals to appeal a block within 15 days, no such case has yet been adjudicated. For

*! The authorities claimed that the mosques were not licensed. Source: “Bahrain targets Shia religious sites,” Al Jazeera, May 14,
2011, http://www.aljazeera.com/video/middleeast/2011/05/2011513112016389348 html; See also, Rebekah Heacock,
“Threats to the OpenNet: May 6, 2011,” OpenNet Initative, May 6, 2011, http://opennet.net/blog/2011/05/threats-opennet-
may-6-2011.

> Example of a site block message posted on the forum: http://bahrainonline.allowed.org/showthread.php?t=268335.

** The mirror site (http://jwd.homeip.net) is not working anymore.

http://www.facebook.com/permalink.php?story thid=219273471418496&id=194843270559295.

** Frederik Richter, “Bahrain Web Crackdown Triggers Calls for Reform,” Reuters, February 9, 2009,
http://www.reuters.com/article/idUSTRE5183Y320090209.

> “Crackdown against Civil Rights and Free Expression Results in the blockage of the Website of the Largest Political Society,”
Bahrain Center for Human Rights, September 18, 2010, http://bahrainrights.hopto.org/en/node/3366; “Bahrain: public
freedom in a dark tunnel,” Bahrain Center for Human Rights, September 22, 2010,
http://bahrainrights.hopto.org/en/node/3416.

* “Director of Press and Publications: Open blocked websites for political societies and the development of media legislation” [in
Arabic], Alwasat News, January 2, 2012, http://www.alwasatnews.com/3404/news/read/619277/1 html.

*7 “Violence, blocked websites and prosecutions — Anti-media offensive continues,” Reporters Without Borders, August 20,
2011, http://cn.rsf.org/bahrain—violcncc—blockcd—wcl)sitcs—and—20-08—201 1,40811.html.
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example, the Democratic National Work Society filed a case in January 2009 to appeal the
blocking of its website, but its case has still not been adjudicated as of May 2012.

The use of proxy services, dynamic IP addresses, and virtual private network (VPN)
applications allow users in Bahrain to access blocked websites, although many less savvy
users are not as successful. In fact, the government regularly blocks access to proxy sites and
tools that enable circumvention of online filters and censors, including applications that
allow browsing of other websites, such as Google Translate, Google cached pages, and
online mobile emulators, requiring users to be consistently creative and adaptable.

The government has also employed social networks for its own purposes. Since February
2011, an “army of trolls” has been active’® with hundreds of highly organized accounts
suddenly emerging on Twitter and working to cajole, harass, and intimidate online
activists’ as well as commentators and journalists who write about the protests,60 including
New York Times journalist, Nicholas Kristof (“@nickkristof”).®" For some, the Bahraini
trolling efforts have been effective, at the very least in silencing opposition voices inside
Bahrain® and abroad,®’ or in reducing their activity. The trolls have also played a vital role in
spreading information that is controversial, offensive, or just plain false®* to distort the
image of the protesters, spread hate and conflict, and break confidence in the credibility of
information on social networks.®’ They have organized mass email campaigns to defame
activists, as seen in May 2011 when the Oslo Freedom Forum’s email account was

bombarded with messages defaming activist Maryam al-Khawaja, a speaker at the forum.®

* “Bahrain’s Troll Army,” Web 3.0 Lab (blog), February 17, 2011, http://web3lab.blogspot.com/2011/02/bahrains-troll-
army.html.

*? Brian Dooley, “Troll’ Attacks on #Bahrain Tweets Show Depth of Government Attempts to Silence Dissent,” Huffington Post
(blog), November 17, 2011, http://www.huffingtonpost.com/brian-dooley/troll-attacks-on-bahrain b 1099642 html.
**J. David Goodman, “‘Twitter Trolls’ Haunt Discussions of Bahrain Online,” The Lede (blog), New York Times, October 11,
2011, http://thelede.blogs.nytimes.com/2011/10/11/twitter-trolls-haunt-discussions-of-bahrain-online/ .

%! Solana Larsen, “Bahrain: #NickKristof Bullied on Twitter,” Global Voices, February 19, 2011,
http://globalvoicesonline.org/2011/02/19/bahrain-nickkristof-bullied-on-twitter/.

% iManamaa, Twitter post, May 13, 2011, 7:39am, http://twitter.com/imanamaa/status/69049206215684097; Sultan Al-
Qassemi, “Pioneer Bloggers in the Gulf Arab States,” Jadaliyya, December 20, 2011,

http://www jadaliyya.com/pages/index/3643/pioneer-bloggers-in-the-gulf-arab-states; “Disturbing Drop in Tweeting in
Bahrain,” Web 3.0 Lab (blog), March 22, 2011, http://web3lab.blogspot.com/2011/03/disturbing-drop-in-tweeting-in-
bahrain.html.

6 Jillian York, “Twitter Trolling as Propaganda Tactic: Bahrain and Syria,” JillianCYork.com (blog), December 10, 2011,
http://jilliancyork.com/2011/10/12 /twitter-trolling-as-propaganda-tactic-bahrain-and-syria/.

* Marc Owen Jones, “So Many Trolls but so Few Leaders: The Information War in Bahrain,” MarcOwen]Jones (blog), March 14,
2011 http://www.marcowenjones.hostbyet2.com/?p=176.

% David Wheeler, “In the Arab Spring’s Wake, Twitter Trolls and Facebook Spies,” The Chronicle of Higher Education,
November 29, 2011, http://chronicle.com/blogs/planet/2011/11/29/in-the-arab-springs-wake-twitter-trolls-and-facebook-
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BAHRAIN



FREEDOM HOUSE Freedom on the Net 2012

These troll accounts have a handful of followers (or sometimes none at all) and seem to

belong to a Well—organized system as they all appear and disappear around same time.

Heavy tweeting activity originating from the vicinity of the Ministry of the Interior in
Manama was recorded right before the February 17, 2011 crackdown on protesters.67 In
addition, hoax journalists® linked to public relations (PR) agencies working for the
government were writing on Twitter and blogs like BahrainViews and Bahrain
Independent69 to spread lies and sectarian propaganda.70 Multiple Wikipedia entries linked
to Bahrain were changed in favor of the government,71 which may have been linked to
another PR agency.72 At least one agency working for the government was contracted to
provide “web optimization & blogging” to Bahrain,” while other PR agencies known for
online reputation management created fake blogs and websites.” Meanwhile, the
government created new units within the IAA in May 2011 to monitor the output of foreign
news webpages and social media sites such as Facebook and Twitter. According to the IAA’s
director of publishing, the initiative aims to “further help project the kingdom’s

achievements and respond to false information that some channels broadcast.””

Given severe restrictions on freedom of expression, Bahrainis have used the internet to
debate sensitive issues and to exchange content that is not available in the traditional media.
For example, Bahrain's February 14" demonstration first took shape in January 2011 on the
popular site Bahrainonline.org that received over 100,000 visits, and then spread to social
networks such as Facebook and Twitter. The demonstration later turned into a resilient
social protest movement titled the “Coalition of February 14 Youth” that continued to rely
on online supporters to generate ideas for dissent or particular kinds of activism in various

digital forums.”®

7 “Continued high tweeting in this part of Bahrain, by why?” Web 3.0 Lab (blog), March 22, 2011,
http://web3lab.blogspot.com/2011/03/continued-high-tweeting-in-this-part-of.html.

* Marc Owen Jones, “Hoax Journalist Liliane Khalil Returns, This Time as Habiba Dalal,” MarcOwen]Jones, (blog), January 29,
2012, http://marcowenjones.wordpress.com/2012/01/29/the-return-of-liliane-khalil /.

* Marc Owen Jones, “Busted! Journalist Liliane Khalil Exposed,” MarcOwen]ones, (blog), August 2, 2011
http://www.marcowenjones.hostbyet2.com/?p=364.

" DR Majeed AL Alawi, Twitter post, January 2, 2012, 2:51am,
https://twitter.com/#!/DrMajeedAlalawi/status/153790396231716865.

! Marc Owen Jones, “Truth Massages & the Intelligence Unknown,” MarcOwen]Jones, (blog), December 7, 2011

http: //www.marcowenjones.hostbyet2.com/?p=401.

” bid.

7 “Trippi & Associates Manipulate Internet Content on Behalf of Bahrain Government,” Bahrain Freedom Index (blog), July 20,

2011, http://bahrainindex.tumblr.com/post/ 15188201300/ trippi-associates-manipulate-internet-content-on.

™ Marcus Baram, “Lobbyists Jump Ship in Wake of Mideast Unrest,” Huffington Post, March 25, 2011,

http://www huffingtonpost.com/2011/03/24/lobbyist-mideast-unrest-departures n 840231.html; Marc Owen Jones, “Truth
Massages & the Intelligence Unknown,” MarcOwen]ones, (blog), December 7, 2011.

s Andy Sambridge, “Bahrain sets up new units to monitor media output,” Arabian Business, May 18, 2011,

http://www.arabianbusiness.com/bahrain-sets-up-new-units-monitor-media-output-400867.html?parentiID=401071.
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The role of online activism proved essential during the protests and even more after the
March 2011 crackdown as activists used social media to report the events in real-time. By
uploading images to YouTube or yFrog and then sharing them on Facebook and Twitter,
protesters upstaged government news accounts and drew worldwide attention to their
demands.”” The internet became their only channel for expression and information as the
official media censored anti-government views and tried to distort the protest’s image,
while international mainstream media outlets were either ignoring Bahrain or unable to get
access. Google maps were used to document demolished mosques,78 new blogs emerged to
document daily events,” and an online crowdsourcing database was created to document

80
arrests.

Since April 2011, numerous e-protests have been organized online whereby users agree on
an issue, possible target organization, and time, and subsequently disseminate protest details
through Facebook and Twitter." For example, on May 23, 2011, three days before a session
on Bahrain in the European Union (EU) Parliament, an e-protest targeted members of the
parliament with emails describing the demands of Bahraini protesters and the violations
committed by the government against them.% In response, the EU Parliament posted a
statement on its Facebook page recognizing its support for the e-protest and Bahraini
activists.®’ In another example of successful mobilization, Bahraini users along with global
supporters sparked a worldwide Twitter trend through the “#Hungry4BH” hashtag to show
solidarity with the Bahraini detainees who were on hunger strike in February 201 2.5

Despite numerous examples of online activism, the government crackdown in March 2011
led many regular internet users to exercise a higher degree of self-censorship, particularly
after investigations of online posts were launched at work places and universities and after
hundreds of user photos were published on pro-government online forums, Facebook pages,

77 Jennifer Preston, “Cellphones Become the World’s Eyes and Ears on Protests,” New York Times, February 18, 2011,
http://www.nytimes.com/2011/02/19/world/middleeast/19video.html? r=2.

" “Demolished mosques in Bahrain,” Google Maps, created on April 21, 2011,
http://maps.google.com/maps/ms?ie=UTF8&t=h&oe=UTF8&hl=en&msa=0&msid=201183833019020787911.0004a17a0fd
2cb6e24158.

” For example, the blog: http://feb14bh.com/.

¥ For example: http://bahrainlog.com/.

*! Facebook page: https://www.facebook.com/Bahrain.eProtest

82 “Bahrain’s eProtest,” Facebook page, accessed July 16, 2012,
https://www.facebook.com/photo.php?pid=1001983&1=0e171b81ff&id=215921678418062.

8 European Parliament, Facebook note, “Parliament's members condemn death sentences in Bahrain and ask for meeting with

Ambassador,” May 3, 2011, 10:45am, https://www.facebook.com/notes/european-parliament/parliaments-members-
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BAHRAIN



FREEDOM HOUSE Freedom on the Net 2012

and the Twitter feed “@7areghum.” There were also calls on Facebook to reveal the
86 . .

names and workplaces of protesters,”™ prompting many users to change their last names on

Facebook to “Lulu”’

their accounts altogether.88 Users also restricted their Facebook privacy settings, removed

or their real names into unrelated pseudonyms, while others closed

photos related to the protest—especially photos of the Pearl Roundabout where the first
crackdown took place—and “un-liked” the revolution page which at one time had over
80,000 “likes.”” Many websites with photos of protesters began displaying a message stating
that the site was temporarily inaccessible as a way to protect protestors from the name and
shame campaigns. Today, the majority of users on Twitter and online forums, and even
those who leave comments on online editions of newspapers, still use pseudonyms out of
fear of being targeted by the authorities.”

VIOLATIONS OF USER RIGHTS

Although freedom of expression is enshrined in the Bahraini constitution, the guarantees are
qualified by the phrase “under the rules and conditions laid down by law,” many of which
essentially negate the guarantees.91 Similarly, the 2002 Press Law promises free access to
information but “without prejudice to the requirements of national security and defending
the homeland.” Bahraini journalists have argued that these loosely worded clauses allow for
arbitrary interpretation.92 On April 28, 2011, the government acknowledged that it had