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Several of the largest Internet companies have recently released new Web browsers or
browser features aimed at giving Internet users greater control over their privacy as
they surf the Web. That browser makers are competing to provide the best privacy
protections is great news for Internet users, who will hopefully see continuing
improvements in the simplicity and accessibility of browser controls that allow them to
manage the information they generate and transmit over the Internet.

This report compares the privacy features available in four Web browsers — Firefox 3,
Internet Explorer 8 Beta 2, Google Chrome, and Safari 3. Three types of features are
analyzed in the charts below: privacy modes, cookie controls, and object controls. We
also evaluate the most popular add-ons for each browser and feature type: Stealther for
a Firefox privacy mode, CookieSafe for cookie controls in Firefox, AdBlock Plus for
object controls in Firefox and PithHelmet for object controls in Safari.

Privacy Mode: The main motivation behind a browser privacy mode is to allow users to
browse without leaving data trails on their computers. In the normal course of Web
surfing, browsers record and retain a lot of information locally on users’ computers.
Browsers save visited Web sites in the browsing history, downloaded files in the
download history, and search terms in the search history. Browsers can also save the
data typed into online forms (including passwords) and cached versions of files that may
be needed again in the near future. The privacy modes in each of the browsers aim to
reduce the local storage of these kinds of information, providing increased privacy on
shared computers.

Cookie Controls: Some kinds of cookies facilitate the tracking of Internet users or store
identifying information (or both). Cookie controls allow users to decide which cookies
can be stored on their computers and transmitted to Web sites.

Object Controls: Increasingly, cookies are not the only tracking mechanism available
to Web sites and services. Other kinds of data repeatedly transmitted to or from a user’s
browser across different sites may also be used to log and profile the user’'s Web
activities. In this report we use the term “object controls” to describe browser
mechanisms that allow users to decide which of these other mechanisms to block or
allow on their computers.

This report does not address other browser features such as Web search boxes or
malware or phishing detection.

Apple, Google, Microsoft and Mozilla verified the accuracy of the claims made in the
report about their browser software.

The browser is the gateway to the Internet for many consumers. Ensuring that browser
privacy controls are easy to find and simple to use is one crucial component of
empowering consumers to maintain their privacy online. Improvements in this area
cannot replace the need for a robust national privacy law, but they go a long way
towards putting consumers in control of their own data.

For further information, contact:
Alissa Cooper (202) 637-9800 x110.



Privacy Mode Comparison

Each of the browsers provides some sort of privacy browsing mode. This mode is

generally aimed at reducing or eliminating the storage of data locally on the user’s
computer. In some cases, this mode also affects data — specifically, cookies —
transmitted by the browser.

Privacy Mode Chrome's | IE8 Beta 2's Safari's Firefox Stealther

Comparison Incognito InPrivate Private Firefox
Browsing Browsing Add-On

Visited sites are not stored

in the browser history. v v v v

Downloaded files are not

stored in the download v v v

history.

Form field data (including

passwords) is not stored. v v v v

Addresses typed into the

address bar are not stored. v v v v

Visited links are not

stored. v v v v

Search queries are not

stored in the browser. v v v v

Cached files are deleted at

the end of the browsing v v v v

session.

Existing third-party cookies v v v v

cannot be read.

New cookies are deleted v v v v

at the end of the session.

Blocks referring URL from v

being sent."

Mode can operate on a

per-window basis. v v

Mode can persist even L,

when user quits and re-
starts browser.

I With IE8's InPrivate Blocking (which is tured on by default during InPrivate Browsing), all objects
served or requested by third parties from unique domains more than 10 times are blocked, which
blocks cookies from being set or read from those domains.

il As users navigate from one site to another, a referring URL is often passed along from the previous
site, indicating the Web address that the user last visited.
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Chrome’s Incognito:

Google | = | &

c|ls% > O F-

[} Suggested Sites [} Web Slice Gallery & drugs - Google Search [} IETF RFC Page (ZJ Other bookmarks

You've gone incognito. Pages you view in this window won't appear in your browser history or
search history, and they won't leave other traces, like cookies, on your computer after you close ~
the incognito window. Any files you download or bookmarks you create will be preserved,

however.

Going incognito doesn’t affect the behavior of other people, servers, or software. Be wary of:

+ Websites that collect or share information about you

+ Internet service providers or employers that track the pages you visit

+ Malicious software that tracks your keystrokes in exchange for free smileys
+ Sunveillance by secret agents

+ People standing behind you

Learn more about incognito browsing.

IE 8 Beta 2's InPrivate Browsing:

@€ New Tab - Windows Internet Explorer

SIS [&] aboutTabs

5. Favorites | 93 @ Suggested Sites v | Customize Links g Personalize v

~[42[%][8 Google o -

& New Tab | B8 - s v Pagev Safetyv Tools~
Reopen closed tabs » Start InPrivate Browsing [<¢— Link to begin InPrivate Browsing.
View tabs that you've closed since starting Internet Explorer. Browse the web without saving your history.

m Internet Explorer cannot display the

Help prevent the websites you go to from automatically sharing
details about your visit with other websites.

Reopen La

Browsing Session

Use an Accelerator ~
Use a web service with text that you've copied from a webpage.

) with Liv

ith G

rators, and InPrivate Brow

€ Internet | Protected Mode: On #100% v
B® G 10:40 AM




Safari’s Private Browsing:

Untitled

| & | + | /@ Go to this address

Are you sure you want to turn on private
browsing?

When private browsing is turned on, webpages are
not added to the history, items are automatically
removed from the Downloads window, information
isn't saved for AutoFill (including names and
passwords), and searches are not added to the pop-
up menu in the Google search box. Until you close
the window, you can still click the Back and Forward
buttons to return to webpages you have opened.

@ ( Cancel ) ( OK )

Stealther Firefox add-on:

o M O

Stealther Options (@D

Stealther Options

"1 Hide from Tools menu

[ Show statusbar icon

Toggle key: Ctrl+Shift+ S

Disable these options when activated:
E Browsing History

g Downloads

E Disk Cache

g Saved Form Information

g Cookies

g Referer Header

E Recently Closed Tabs

( Restore defaults )

( Cancel ) M




Cookie Controls Comparison

In the comparison below, global cookie controls that apply to an entire class of cookies
(first-party or third-party) are distinguished from granular cookie controls that users can

set on a site-by-site basis.

Cookie Chrome Internet Explorer 8 Firefox CookieSafe Safari
Comparison
Global first-party ® Block ® Block ® Block ® Block ® Block
cookie options. e Allow e Allow (allow e Allow e Allow
* Prompt setting but
e Allow session cookies not reading)
® Block or restrict according e Allow
to automated privacy policy’ | ® Prompt
First-party cookie Allowed Allowed, with cookies Allowed Allowed Allowed
default setting. restricted according to
automated privacy policy
Global third-party ® Block ® Block ® Block ® Block ® Block
cookie options. e Allow e Allow e Allow e Allow e Allow
® Restrict: ® Prompt
Allow e Allow session cookies
setting but | @ Block or restrict according
not reading | to automated privacy policy
Third-party cookie Allowed Allowed, with cookies Allowed Allowed Blocked
default setting. blocked according to
automated privacy policy
Granular (per-site) None ® Block ® Block ® Block None
cookie options. e Allow e Allow e Allow
e Privacy import option for e Allow only | ® Allow for current
more specificity” on asession | session
basis e Allow only on a
session basis"
Cookie retention None Privacy import option allows | e Until e Until manually None
options. specificity manually deleted
deleted * Until browser is
e Until closed
browser is ® Prompt each time
closed e User-specified
* Prompt retention time
each time
Blocking cookies Yes When blocking is set via Yes Yes No
from being set privacy setting, yes.
prevents existing When blocking is set via
cookies from being advanced controls, no.
read.
Can automatically No No No Yes No

prevent deleted
cookies from being
reset.

'IE8 gives users a number of options to block or restrict cookies with compact P3P policies that allow the
sites setting the cookies to contact users with their implicit or explicit consent.

"IE8 allows users to import an XML privacy preferences file that can describe granular preferences for

cookies from particular sites.
" CookieSafe allows users to specify that only session cookies should be accepted from a given site. This

differs from the option of allowing cookies from a particular site to be set and read only until the user

closes the browser (i.e., allowed for the current session).

5




Chrome cookie controls: Safari cookie controls:

6oogle Ch;ome Wiom

1| | Basics | Minor Tweaks UndertheHnnd‘

Google Gears: | Change Google Gears settings Al F 8 @ | @ ' @ »

General Appearance Bookmarks Tabs RSS  AutoFill Security Advanced

000 Security

» Security

: [¥] Enable phishing and malware protection Web content: ¥ Enable plug-ins
F s

. Select trusted SSL certificates. @ Enable Java

W Enable JavaScript

f V' Block pop-up windows
Computer-wide SSL settings: b
[7] Use SSL2.0 .
=1 | F Accept cookies: () Always
Check for server certificate revocation < O N
When there is mixed content on secure (SSL) pages: i (*) Only from sites you navigate to

Allow all content to load v For example, not from advertisers on those sites.
Show Cookies
Cookie settings:

[Bockalicookies -] Default space for database storage: | 5 MB %

v

Allow all cookies
Restrict how third-party cookies can be used
Block all cookies L Show Databases

Reset to defaults W Ask before sending a non-secure form to a secure website

m

|E 8 Beta 2 cookie controls:

Internet Options 7] [ﬁ_

| General | security | Privacy | content | Connections | Programs | Advanced |

R-N-2 &~
Settings
€ Sselecta setting for the Internet zone.
Medium High Advanced Privacy Settings 52
‘ - Blocks third-party cookies that do not have a compact 2 You can choose how cookies are handled in the Intemet
privacy policy “L zone. This ovenides automatic cookie handling.
&= - Blocks third-party cookies that save information that can
be used to contact you without your explicit consent Cookies
- Blocks first-party cookies that save information that can : . ; < S
be used to contact you without your implicit consent Overide automatic cookie handiing
[ e ] [ = ] [ 5 ] [ i ] First-party Cookies Third-party Cookies
- @ Accept © Accept
Pop-up Blocker : I" Ek)ck ‘ Z.' gbd(
6E| Prevent most pop-up windows from £ Eromet © Frompt
appearing. ["] Always allow session cookies
Turn on Pop-up Blocker
InPrivate [ ok ][ Cancel |
&f l!a; [" Disable InPrivate Blocking data
i

Lo J[ concel J[ seov |




Firefox cookie controls:

Exceptions - Cookies =]

‘You can specify which web sites are always or never allowed to use cookies. Type
e exact address of the site you want to manage and then click Block, Allow for

History ssion, or Allow.

Address of web site:

[ N

™ Keep my history for at least 90 @ days

E Remember what | enter in forms and the search bar

™ what I've

Cookies

ded - (De et )

Keep until:

Private Data

E Always clear

@

EAccep( cookies from sites
gAccept third-party cookies

v they expire
I close Firefox
ask me every time

™ Ask me before clearing private data

Show Cookies...

(" Block ) (Allow for Session) ( Allow )

Site | Status |

atch2.me.dium.com Allow

(Remove Site) (Remove All Sites)

ose Firefox (:

CookieSafe Firefox add-on:

© THOMAS Home

© About THOMAS

© Bills, Resolutions

© Congressional Record
© Presidential Nominations

House of Representatives
Senate
US. Code

Related Resources at the
Library
ibrary of Conare

Century of Lawmaking

nstitutional Convention
Related Webcasts from the

Library

Emergency Economic Stabilization Act (H.R. 1424), final text: HTML | GPO PDF

Explore new features that we are working on and let us know what you think!
Current Activity

| Legislation in Current Congress

Search Bill Text Ye in Conare

Congressional Record Latest Daily
[stancw] | | Soomssins

O sill Number Hoibe
.

© word/Phrase e
Schedules, Calendars

Browse Bills by Sponsor

Learn
Select a Representative K|

The Supreme Court
Select a Senator | I

Dedaration of Independence
| Find More Legislation S, Constitution

nstitution Day (Sept. 17)

Search Multiple, Previous Conaresses More historical document

Appropriations Bills

Public Laws Features

| Other Legislative Activity
& Deny Cookies Globally

Conaressional Record
@ Block loc.gov

© Allow loc.gov
& Allow loc.gov for session
& Temporarily allow loc.gov

Roll Call Votes

@ Firefox File Edit View History Delicious Tools Window Help O@®D 4 = TuellS3AM 3 Q
: THOMAS (Library of Congress) (=] (=]
http://thomas.loc.gov/ xv g Wikipedia (en) = (wig( Wikipedia (en) Q)
THOMAS
In the spirit of Thomas Jefferson, legislative information from the Library of Congress pOO CookieSafe Options. (=]

] mi | Menus | slockiist | import/export | Global

Choose default skin

[ Do not display CookieSafe tooltip

[~ Remove CookieSafe from statusbar

¥ Remove Cookiesafe from context menu

{7 Do not display ‘cookie blocked" notifications.
[ Do not display ‘cookie changed' notifications

(o) @D




Object Controls Comparison

Browsers receive and transmit content of many different types — everything from basic
text and images to style sheets, scripts, “Flash cookies” and more. When the same
objects appear repeatedly across different sites, they could potentially be used to track
Internet users. The comparison below describes browser controls around such objects,
plus browser features that can be used to block entire Web sites or domains from
communicating with the browser. The ability for users to create lists of objects to block

or allow onto their computers is also addressed.

Object Controls Chrome Internet Firefox | AdBlock |Safari| PithHelmet

Comparison Explorer 8 Plus Firefox Safari
Beta 2 Add-On Add-On

Automatically blocks No Yes, with InPrivate No No No Yes

some objects. Blocking.

Objects blocked: All objects served or Blocks a
requested from selection of
unigue domains by ad servers and
third parties more other domains
than 10 times.' by default.

Users can manually block | No Yes, with InPrivate Yes Yes No Yes

objects (other than Blocking.

cookies).

Restrictions on which Objects must appear | Images | Object must Object must
objects can be blocked: on automatically only be expressible be expressible
generated list in AdBlock in PithHelmet
filter language” rule editor"

Supports block lists. No Yes, with InPrivate No Yes No No
Blocking.

Supports automatic No Yes, with InPrivate No Yes No No

updating of block lists. Blocking.

Users can manually allow | No Yes, with InPrivate Yes Yes No Yes

objects (other than Blocking.

cookies).

Restrictions on which Objects must appear | Images | Object must Object must
objects can be allowed: on automatically only be expressible be expressible
generated list in AdBlock in PithHelmet
filter language rule editor

Supports allow lists. No Yes, with InPrivate No Yes No No
Blocking.

Supports automatic No Yes, with InPrivate No Yes No No

updating of allow lists. Blocking.

Controls can operate on No Yes No No No No

a per-window basis.

Controls persist even No No No Yes No Yes

when user quits and
restarts browser.

'Subdomains are not considered as separate unique domains and do not increase this count.
" AdBlock Plus supports “filters” that allow users to set rules manually about objects to be blocked or
allowed. These rules are expressed in a language that can be interpreted by a user-installed filter.
"PithHelmet supports a rule editor that allows users to set rules manually about objects to be blocked or
allowed. These rules are expressed in a language that the rule editor can interpret.
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IE 8 Beta 2 object controls:

@ TnPrivate - Windows Internet Explorer - [InPrivate]

(=@ =]

) - I e boutinrivate

5. Favorites ‘ 95 £ Suggested Sites v & Customize Links & Personalize v

é InPrivate ‘

~TB[%x|[8 o

When InPrivate is turned on, you will see this indicator

@\/ X m %4 aboutInPrivate I

InPrivate Browsing prevents Internet Explorer from storing data about your browsing
session. This includes cookies, temporary Internet files, history, and other data.

InPrivate Blocking helps prevent the websites you go to from automatically sharing
details about your visit with other websites. To help protect your privacy, some
website content might be blocked.

To turn off InPrivate, close this browser window.

@ Learn more about InPrivate | Read the Internet Explorer privacy statement online

InPrivate Blocking settings

§ 11%‘ InPrivate Blocking
InPrivate Blocking helps prevent the websites you go to from automatically sharing details

o -

Page v Safety v Tools v @v &

about your visit with other websites. Blocking can be done automatically, or you can
choose which specific websites to block.

(©) Automatically block

@ Manually block.

Status Used by File name
ndication.com  Undecided (Allowed) 11 sites show_ads js
ialytics.com Undecided (Allowed) 12sttes urchin js
'e.com Undecided (Allowed) 10 sites quant js
hdication.com  Undecided (Alowed) ~ 10sites ads

‘< [ .

More information from this website:

(©) Tum off InPrivate Blocking

InPrivate Blocking subscriptions

Leam more about InPrivate Blocking

Firefox

Content
— = ()
L0] 1= 7o TN — W
Main Tabs | Content | Applications Privacy Security Advanced

object controls:

) O O Exceptions - Images

0

¥ Block pop-up windows

You can specify which web sites are allowed to load images. Type the exact
address of the site you want to manage and then click Block or Allow.

Exceptions...

Address of web site:

B Load images automatically

g Enable JavaScript

g Enable Java

Fonts & Colors

Default font:  Helvetica

H‘-] size: (16 H-] (Advanced.,.)

Languages
Choose your preferred language for displaying pages

@

Colors...

" Block

Allow

|Site | Status
cdt.org Allow

(Remuve Site) (Remove All Sites)

Choose...




AdBlock Plus Firefox add-on:

000

Add the addresses you wish to block, for suggestions check the dropdown list. You can use * as a wildcard to create more general filters.
Advanced users can use regular expressions like /banner\d+\.gifs/.

Adblock Plus Preferences (=)

[ Filter rule
Add filter...
¥ Advertisement filters

| Enabled | Hits |5

“revsci*
¥ Filter subscription: Rick752's EasyList USA (general global blocking) °

.

2

! Rick752's EASYLIST (global English ad-blocking subscription)

! -add the optional EasyElement & EasyPrivacy subscriptions

! | Last Modified: 200ct2008 | http://easylist.adblockplus.org |
IExpires after 5 days

!

-adspace ° 0

&adspace= ° 0

=viewAd)s ° o0
° o

&affiliate=$subdocument

Add filter...

|

PithHelmet Safari add-on:

PithHelmet 2.8.3 (v83) ©@2006 Mike Solomon

Matching Pattern
KA

Default Site Rule

Local Web Sites

Local Files

Educational Web Sites
Apple

NetFlix

PayPal

salon.com

Block MotleyFool Overlay
Secure GMail

[ Regex Domain Match %] ™ Enable Site Preferences

| Filter  Security AdBlocking | Style = Advanced |

NY Times Printer-Friendly Magazine
Flash

Spacer Images

BadSense™

at(?-dmt|wola)\.com

doubleclick
link(?:share|synergy|exchange)\.
Tracking

Foreign Ads

Pop Up/Under

Promotions

Sponsors

Midi Sounds

spinbox\..+\.com

_D fastclick\.(?:net|com)

AARARARARRARRLRAODODODO00DRREQR[ARLRRAR|S
A A A A A A e e

« v

g Load inline images

Custom Style Sheet:
Custom Javascript:
Theme Name:

Theme Files [

Apply ( ShowRule Test )  Delete | ( New )
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