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Abstract

This document contains release notes for the changes in each release of MySQL Connector/ODBC.

For additional Connector/ODBC documentation, see MySQL Connector/ODBC Developer Guide.

Updates to these notes occur as new product features are added, so that everybody can follow the development
process. If a recent version is listed here that you cannot find on the download page (https://dev.mysqgl.com/
downloads/), the version has not yet been released.

The documentation included in source and binary distributions may not be fully up to date with respect to release note
entries because integration of the documentation occurs at release build time. For the most up-to-date release notes,
please refer to the online documentation instead.

For legal information, see the Legal Notices.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other MySQL

users.
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Preface and Legal Notices

This document contains release notes for the changes in each release of MySQL Connector/ODBC.

Legal Notices
Copyright © 1997, 2024, Oracle and/or its affiliates.

License Restrictions

This software and related documentation are provided under a license agreement containing restrictions

on use and disclosure and are protected by intellectual property laws.

Except as expressly permitted

in your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast,
modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any
means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for

interoperability, is prohibited.

Warranty Disclaimer

The information contained herein is subject to change without notice and is not warranted to be error-free.

If you find any errors, please report them to us in writing.

Restricted Rights Notice
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If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or
related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S.
Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated
software, any programs embedded, installed, or activated on delivered hardware, and modifications

of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed

by U.S. Government end users are "commercial computer software,” "commercial computer software
documentation," or "limited rights data" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, the use, reproduction, duplication, release, display,
disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle programs (including
any operating system, integrated software, any programs embedded, installed, or activated on delivered
hardware, and modifications of such programs), ii) Oracle computer documentation and/or iii) other Oracle
data, is subject to the rights and limitations specified in the license contained in the applicable contract.
The terms governing the U.S. Government's use of Oracle cloud services are defined by the applicable
contract for such services. No other rights are granted to the U.S. Government.

Hazardous Applications Notice

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other
measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages
caused by use of this software or hardware in dangerous applications.

Trademark Notice

Oracle, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names
may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks
are used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD,
Epyc, and the AMD logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a
registered trademark of The Open Group.

Third-Party Content, Products, and Services Disclaimer

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible for and
expressly disclaim all warranties of any kind with respect to third-party content, products, and services
unless otherwise set forth in an applicable agreement between you and Oracle. Oracle Corporation and its
affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of
third-party content, products, or services, except as set forth in an applicable agreement between you and
Oracle.

Use of This Documentation

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion to other
formats is allowed as long as the actual content is not altered or edited in any way. You shall not publish

or distribute this documentation in any form or on any media, except if you distribute the documentation in
a manner similar to how Oracle disseminates it (that is, electronically for download on a Web site with the
software) or on a CD-ROM or similar medium, provided however that the documentation is disseminated
together with the software on the same medium. Any other use, such as any dissemination of printed
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copies or use of this documentation, in whole or in part, in another publication, requires the prior written
consent from an authorized representative of Oracle. Oracle and/or its affiliates reserve any and all rights
to this documentation not expressly granted above.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website
at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support for Accessibility

Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit ht t p: / / www. or acl e. cont pl s/ t opi c/
| ookup?ct x=accé& d=tr s if you are hearing impaired.

Changes in MySQL Connector/ODBC Version 9

Changes in MySQL Connector/ODBC 9.0.0 (Not yet released, General
Availability)

Version 9.0.0 has no release notes, or they have not been published because the product version has not
been released.

Changes in MySQL Connector/ODBC Version 8.x
Changes in MySQL Connector/ODBC 8.4.0 (2024-04-30, General Availability)

e Security Notes
» Functionality Added or Changed
» Bugs Fixed

Security Notes

» For platforms on which Connector/ODBC utilizes MySQL Server's bundled OpenSSL library (MacOS,
Windows, and GenLinux), MySQL Server's linked OpenSSL library was updated to version 3.0.13.
Issues fixed in OpenSSL version 3.0.13 are described at https://www.openssl.org/news/cl30.txt. (Bug
#36278301)

Functionality Added or Changed

» Expanded the Windows file attributes for packaged executable and DLL files. (Bug #113544, Bug
#36153794, WL #16157)

* Removed support for the deprecated aut hent i cat i on_f i do authentication plugin. Instead, use
aut henti cat i on_webaut hn. (WL #16155)

» Setting query attributes for executed queries now supports prepared statements in SSPS mode. (WL
#15967)

« Known limitation of this release: because the mysqgl_native_password authentication plugin is disabled
by default as of MySQL Server 8.4.0, some unit tests may generate errors unless the plugin is enabled.
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Bugs Fixed

» Unchecking the "Disable schema support" (NO_SCHEMA) option in the ODBC connection editor would
remove (unset) the value rather than set it to 0, which meant that reloading the ODBC connector editor
would revert it to the default value of 1. Now both NO_SCHEMA and NO_CATALOG are always set to
either 0 or 1. (Bug #36238361)

» Fixed build errors to adhere to the C99 standard, which GCC 14 now enforces.
Our thanks to Christopher Fore for this contribution. (Bug #113766, Bug #36228848)
* Not all packaged files contained digital signatures. (Bug #113538, Bug #36150212)

» Could not execute parameterized stored procedures using syntax that contained curly brackets. (Bug
#112285, Bug #35790175)

» Changing position in the row set with SQLSetPos() would not update the lengths, which could cause
SQLGetData() to retrieve less data than expected. (Bug #61991, Bug #26474471)

Changes in MySQL Connector/ODBC 8.3.0 (2024-01-16, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» The AUTO_RECONNECT functionality was removed, and setting it returns
SQL_SUCCESS_WITH_INFO with an HY0O0O error stating that it's no longer supported. The GUI dialog
removed the AUTO_RECONNECT option while the nyodbc-i nst al | er command-line tool allows
setting it but emits a warning.

MySQL Server 8.3.0 removed auto-reconnect support after deprecating it in versions 8.0.34 and 8.1.0.
(WL #15978)

» Improved OpenTelemetry support to propagate context when executing prepared statements. (WL
#15960)

Bugs Fixed

» ADODB.Recordset.Open() reported a transaction error when a string type was used with prepared
statements. The fix was changing the SQL_MAX_CONCURRENT_ACTIVITIES value from 1to O
(unlimited). (Bug #36031548)

References: This issue is a regression of: Bug #34916959.

Changes in MySQL Connector/ODBC 8.2.0 (2023-10-25, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» Packaging: On Windows, the MSI package definition files were updated to work with the Windows
Installer XML (WiX) toolset version 4. Note that they can no longer be used with previous version 3 of the
toolset. (WL #15810)
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» Improved OpenTelemetry support. This includes adding spans for preparing and executing prepared
statements, and adding connection span attributes such as db.user. (WL #15807)

» Connector/ODBC now supports an authentication method that enables users to authenticate to
MySQL Server using WebAuthn-aware devices for classic MySQL protocol connections. WebAuthn
authentication is based on the FIDO and FIDO2 standards. For additional information, see Connector/
ODBC WebAuthn and FIDO Information (WL #15240)

Bugs Fixed

» Setting SQL mode to ANSI _ QUOTES on the MySQL server caused the SQLColumns() method to not
function. (Bug #35660375)

» Using the SJIS character set with the ANSI Driver could cause the connection to hang. (Bug #35520983)

e The SQLStatistics() function returned the wrong type for a PRIMARY KEY index. It now returns
SQL_INDEX_OTHER instead of 0. (Bug #35504650)

» Selecting the Character Set dropdown under Details while creating a new Data Source Configuration
in the GUI would unexpectedly halt the application if the credential fields were empty or invalid. (Bug
#110900, Bug #35356536)

Changes in MySQL Connector/ODBC 8.1.0 (2023-07-18, General Availability)

MySQL Connector/ODBC 8.1.0 is a new GA release version that supersedes the 8.0 series; it's
recommended for use on production systems. This release can be used against MySQL Server version 5.7
and higher. MySQL Connector/ODBC 8.0.x exists to continue 32-bit support.

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed
* Important Change: 32-bit binaries are no longer built as of MySQL 8.1.0.
Update: Connector/ODBC offers a 32-bit 8.0.x version that also contains bug fixes.
» Added OpenTelemetry support. (WL #15624)
Bugs Fixed

» Fixed a memory leak generated by reading data. (Bug #111036, Bug #35491247)

Changes in MySQL Connector/ODBC 8.0.37 (2024-04-30, General Availability)

The Connector/ODBC 8.0 series contains few changes after Connector/ODBC 8.0.33 and exists as the
series to build 32-bit binaries. If you do not require 32-bit binaries then use the latest Connector/ODBC
(such as 8.4.0) as it also supports MySQL 8.0 and includes all bug fixes and new features.

Security Notes

» For platforms on which Connector/ODBC utilizes MySQL Server's bundled OpenSSL library (MacOS,
Windows, and GenLinux), MySQL Server's linked OpenSSL library was updated to version 3.0.13.
Issues fixed in OpenSSL version 3.0.13 are described at https://www.openssl.org/news/cl30.txt. (Bug
#36278301)
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Changes in MySQL Connector/ODBC 8.0.36 (2024-01-16, General Availability)
Bugs Fixed

» ADODB.Recordset.Open() reported a transaction error when a string type was used with prepared
statements. The fix was changing the SQL_MAX_CONCURRENT_ACTIVITIES value from 1to 0
(unlimited). (Bug #36031548)

References: This issue is a regression of: Bug #34916959.

Changes in MySQL Connector/ODBC 8.0.35 (2023-10-25, General Availability)
Bugs Fixed

» Setting SQL mode to ANSI _ QUOTES on the MySQL server caused the SQLColumns() method to not
function. (Bug #35660375)

 Using the SJIS character set with the ANSI Driver could cause the connection to hang. (Bug #35520983)

» The SQLStatistics() function returned the wrong type for a PRIMARY KEY index. It now returns
SQL_INDEX_OTHER instead of 0. (Bug #35504650)

» Fixed a memory leak generated by reading data. (Bug #111036, Bug #35491247)

» Selecting the Character Set dropdown under Details while creating a new Data Source Configuration
in the GUI would unexpectedly halt the application if the credential fields were empty or invalid. (Bug
#110900, Bug #35356536)

Changes in MySQL Connector/ODBC 8.0.34 (Not released, General
Availability)

There was not a MySQL Connector/ODBC 8.0.34 release.

Changes in MySQL Connector/ODBC 8.0.33 (2023-04-18, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

* Added a new OCI _CONFI G_PROFI LE connection option to define a profile set in OCI _ CONFI G_FI LE;
and it defaults to DEFAULT. These options are for the authentication_oci_client plugin used with the
Oracle Cloud Infrastructure (OCI) to support ephemeral key pairs and security tokens.

Also moved "OCI Config File" from the "Connection" tab to the "Authentication" tab in the GUI next to the
new "OCI Config Profile" option. (WL #15482)

» Improved JSON data character support by presenting JSON columns as utf8mb4 strings instead of
binary data. This change also affected the following ODBC functions:

SQLCol umms() result set changes:

* DATA _TYPE (column #5) and SQL_DATA _TYPE (column #14) are now SQL_LONGVARCHAR or
SQL_WLONGVARCHAR depending on the driver type (ANSI or UNICODE); previously it was always
SQL_LONGVARCHAR.
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¢ COLUMN_SIZE (column #7) and BUFFER_LENGTH (column #8) are now 4294967295; previously
they were NULL.

¢ CHAR_OCTET_LENGTH (column #16) is now 4294967295; previously it was 0.
SQLDescri beCol () result parameter changes:

e The DataTypePtr parameter returns SQL_LONGVARCHAR or SQL_WLONGVARCHAR depending
on the driver type (ANSI or UNICODE); previously it was always SQL_LONGVARCHAR.

SQLCol Attri but e() return changes:

* The SQL_DESC_CONCISE_TYPE and SQL_DESC_TYPE field identifiers return
SQL_LONGVARCHAR or SQL_WLONGVARCHAR depending on the driver type (ANSI or
UNICODE); previously it was always SQL_LONGVARCHAR.

e The SQL_DESC_DISPLAY_SIZE field identifier returns 1073741823; previously it was -2. It's
calculated as 4G/(UTF8MB4_SIZE).

e The SQL_DESC_LOCAL_TYPE_NAME field identifier returns an empty string; previously it was
SQL_ERROR.

* The SQL_DESC_TYPE_NAME field identifier returns the type name as a character string "JSON";
previously it was a garbled string.

(WL #15423)

Bugs Fixed

Packaging: Improved the MSI installer compatibilities so that driver versions for different architectures
are no longer interdependent. All dependency libraries and executables are installed with the driver, a
driver can be installed in a non-default directory, and driver architecture and licensing information is now
visible in the list of installed applications. (Bug #35084016)

When using client-side prepared statements (NO_SSPS=1), a _utf8mb4 prefix was added to string data
sent from the client side even if utf8mb4 was already defined as the character set. Unnecessary prefixes
were removed. (Bug #35075941)

The SQL_MAX_CONCURRENT_ACTIVITIES value changed from 0 (unlimited) to 1 because
Connector/ODBC supports one active statement per connection.

Note: this change was reverted in Connector/ODBC 8.3.0. (Bug #34916959)
On macOS, Connector/ODBC now locates iODBC libraries installed via Homebrew. (Bug #34529199)

JSON column data was not properly translated; the data is now interpreted as UTF8MB4 instead of
BINARY. A workaround was to cast the JSON column as CHAR. (Bug #33353465)

Connector/ODBC now sets the following performance_schema connection attributes, which coincide
with how other connectors behave: connector_version (the connector version, such as 8.0.33),
_connector_license (the connector's license type, such as GPL-2.0 or Commercial), _connector_name
(always set to mysql-connector-odbc), and _connector_type (the ODBC driver type, either ANSI or
Unicode). (Bug #33137632, WL #15417)

With using ADO/VB6, updating a record set containing a field of type BIT with cursor location
adUseServer could emit an error. The connector now marks BIG(N>1) columns as not searchable to
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exclude them from WHERE clauses produced by ADO/VB6. As before, type BIT is still reported as
ODBC type SQL_BINARY to preserve backwards compatibility. (Bug #16590994)

» Improved prepared statement performance by decreasing the frequency of setlocale() calls used to
enforce the '.' character as a decimal separator. (Bug #107745, Bug #34350417)

» Renamed compare() to parser_compare() in the parser module to avoid a symbol collision with the XSB
ODBC interface. (Bug #70493, Bug #26474343)

Changes in MySQL Connector/ODBC 8.0.32 (2023-01-17, General Availability)

» Compilation Notes
» Functionality Added or Changed
» Bugs Fixed

Compilation Notes

» Connector/ODBC now provides generic Linux packages for ARM architecture (64 bit), in addition to the
generic Linux packages for Intel architecture (both 32 and 64 bits). All generic Linux packages are built
using the GNU C Library version 2.28. (WL #15478)

Functionality Added or Changed

e Added an aut henti cati on- ker ber os- node option that's set to either "SSPI" (default)
or "GSSAPI". This allows choosing between SSPI and GSSAPI at runtime for the
aut henti cation_kerberos_cl i ent authentication plugin on Windows. Previously, only the
SSPI mode was supported on Windows. For general usage information, see Kerberos Pluggable
Authentication. (WL #15347)

» Added an administrative privileges check to the | nst al | . bat and Uni nstal | . bat scripts as
installing and uninstalling the ODBC driver requires "run as admin" privileges. (WL #15354)

Bugs Fixed

* Adding a 64-bit MySQL ODBC ANSI System Data Source via the ODBC Data Source Administrator
would yield this error while testing the connection via the GUI: "Connection failed with the following error:
[MySQL]ODBC 8.0(a) Driver]String data, right truncated.[010040]." (Bug #34786939)

e Upgraded Cyrus SASL to version 2.1.28, which has been publicly reported as not vulnerable to
CVE- 2022- 24407. (Bug #34680978)

* SQLColumns() would use prepared statements with NO_SSPS=1. (Bug #108126, Bug #34643065)

e The MySQL ODBC driver would report the incorrect DATA_TYPE value for DATETIME when calling
SQLColumns(). The correct concise type for DATETIME is SQL_TYPE_TIMESTAMP, and this is now
used instead of the verbose type SQL_DATETIME. (Bug #107235, Bug #34291904)

Changes in MySQL Connector/ODBC 8.0.31 (2022-10-11, General Availability)
e Security Notes
» Functionality Added or Changed

» Bugs Fixed
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Security Notes

For platforms on which Connector/ODBC utilizes MySQL Server's bundled OpenSSL library (MacOS,
Windows, and GenLinux), MySQL Server's linked OpenSSL library was updated to version 1.1.1q.
Issues fixed in the new OpenSSL version are described at https://www.openssl.org/news/cl111.txt and
https://www.openssl.org/news/vulnerabilities.html. (Bug #34414691)

Functionality Added or Changed

Packaging: On Windows, the debugging (PDB) files were moved to a separate download. While the
regular packages are built with RelWithDeblnfo enabled, the associated PDB files are no longer included
in the standard downloads. The separate debug package contains PDB files for the regular builds (in
lib/), driver files and their associated PDB files built in Debug mode (in Debug/lib/), and unit tests. (WL
#15124)

Removed the deprecated NO | _S connection option; usage is ignored and does not trigger an error or
warning. (WL #15150)

Added the ssl - crl and ssl - cr | pat h connection options to configure the Certificate Revocation List
(CRL) list. (WL #14880)

Bugs Fixed

Converting binary data to binhex with SQLGetData() would unexpectedly halt on the 2nd call to
SQLGetData() when the buffer size was smaller than the data size. (Bug #34486645)

Now the connection collation can now be specified via INITSTMT; when before setting it was overridden
by the ODBC driver. (Bug #34020457)

With the ANSI ODBC driver, a call to SQLColumns returned the Unicode DATA_TYPE equivalent;
SQL_WVARCHAR instead of SQL_VARCHAR, SQL_WCHAR instead of SQL_CHAR, and
SQL_WLONGVARCHAR instead of SQL_LONGVARCHAR. (Bug #107766, Bug #34355094)

Improved query parameter support and performance with prepared statements. (Bug #107745, Bug
#34350417)

Added a test case for a Server bug that was fixed in MySQL Server 8.0.31; its release note is as follows:

A prepared statement with parameters could fail to update a row, but the same statement with the same
data did update the row when issued as a query. The fix for the problem is to assign a default data

type to the parameters, although this can be inefficient because there is no context available for data
type propagation and a character string type is given implicitly. In this case, the best practice is to wrap
such parameter declarations in CAST clauses that supply the desired data types. (Bug #105013, Bug
#33401384)

Changes in MySQL Connector/ODBC 8.0.30 (2022-07-26, General Availability)

Authentication Notes

Character Set Support
Compilation Notes

Functionality Added or Changed

Bugs Fixed
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Authentication Notes

» Password parameters escaped with curly braces did not escape right curly braces in the password
value. (Bug #106631, Bug #33986051)

» Added callback support to the FIDO Pluggable Authentication mechanism. Use by defining a constant,
such as CB_FI DO_GLOBAL to register a global callback function or CB_FI DO _CONNETI ONIif it's
connection-specific. These are used by SQLSetConnectAttr(), such as SQLSet Connect At t r ( hdbc,
CB_FI DO GLOBAL, &ny user_call back, SQ._|IS PO NTER); . For additional usage details, see
Connector/ODBC WebAuthn and FIDO Information. (WL #14905)

Character Set Support

» Added support for the new language-specific utf8mb4 collations added in MySQL Server 8.0.30. (Bug
#34109678)

References: See also: Bug #31885256.

e The driver's default character set changed to utf8mb4. Previously it defaulted to utf8, which is an alias
to the deprecated utf8mb3. Using utf8mb3 could cause problems, like incorrectly inserting and selecting
emojis. (Bug #107698, Bug #34031488, Bug #34350980)

Compilation Notes

» Improved the RPM/DEB/MSI packages. For RPM/DEB: now either GTK2 or GTK3 are prerequisites
(previously it required both), and the -setup package is now set to recommended. For Windows: stopped
importing libraries (such as myodbc8a.lib) and only include DLLs, and stopped including PDB debug
files. Also improved BUNDLE_DEPENDENCIES and MAINTAINER_MODE CMake options to check if
the required bundled plugins and 3rd party libraries are present. (WL #14945)

Functionality Added or Changed
» Added the tls-versions connection option to define the allowed TLS protocol versions.

tl s-versi ons accepts TLSv1.2 and/or TLSv1.3. Other values generate an error. Example usage:
tls-versions=TLSv1.2,TLSv1.3. The value is set by libmysgiclient if not set, and has no effect with
ssl-mode=DISABLED. The option overrides (disables) the related NO_TLS_X_Y Connector/ODBC
connection options, such as NO_TLS_1 2.

Related, TLSv1 and TLSv1.1 support was removed from MySQL Server 8.0.28. (WL #14876)

Bugs Fixed

» The SQL_C_DOUBLE type could return as an inaccurate result with NO_CACHE enabled. (Bug
#107307, Bug #34180568)

» Fixed memory leak caused by ODBC data source reconnects; now mysqgl_library_end() is called upon
the DLL_PROCESS_DETCH event.

The workaround is to reuse ENV for each new connection. (Bug #106886, Bug #34030930)

* SQLCancel() was not thread safe; it and other ODBC API functions are now thread safe. (Bug #91951,
Bug #105606, Bug #33884811)

Changes in MySQL Connector/ODBC 8.0.29 (2022-04-26, General Availability)
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Security Notes
Functionality Added or Changed

Bugs Fixed

Security Notes

For platforms on which Connector/ODBC utilizes MySQL Server's bundled OpenSSL library (MacOS,
Windows, and GenLinux), MySQL Server's linked OpenSSL library was updated to version 1.1.1n.
Issues fixed in the new OpenSSL version are described at https://www.openssl.org/news/cl111.txt and
https://www.openssl.org/news/vulnerabilities.html. (Bug #33987635)

Functionality Added or Changed

Added the following TLS/SSL option aliases to align with other MySQL connectors: ssl-mode
(SSLMODE), ssl-ca (SSLCA), ssl-capath (SSLCAPATH), ssl-cert (SSLCERT), ssl-cipher (SSLCIPHER),
and ssl-key (SSLKEY). The ODBC driver, GUI, and myodbc-installer use these new aliases by default
instead of the old option names. For example, setting SSL Key in the GUI now saves it as ssl-key
instead of SSLKEY. (WL #14845)

Added FIDO Pluggable Authentication support, an authentication mechanism added in MySQL
Enterprise Edition 8.0.27. For additional details, see Authentication Options. (WL #14877)

Bugs Fixed

Extended SQLGetTypelnfo() to return results for Unicode wide character type IDs, such as
SQL_WCHAR, when before only their corresponding ANSI character type IDs such as SQL_CHAR
returned results. (Bug #33772516)

On Windows, installing the driver to a custom location made setting PLUGIN_DIR required to
find bundled plugins. Now the directory location is used to determine the plugin directory unless
PLUGIN_DIR is specified. (Bug #33720924)

The ODBC driver would unexpectedly halt when connecting to accounts that required client-side
authentication plugins if those plugins depended on 3rd-party libraries (such as authentication_fido and
libfido2.dll) that could not be found or loaded. Now it reports an error instead. (Bug #33702043)

The SQLColumns() function result included the length qualifier for some types, such as char(16) instead
of char. (Bug #33599093)

With prepared statements and NO_CACHE=1, having a NULL value in a row column would nullify a
value in the same column of the next row. This produced an incorrect value giving NULL where a non-
value was expected. (Bug #106683, Bug #33951069)

When a Catalog or Schema is not specified, and if a table with the same name and set of columns
existed in another database, SQLColumns() would return data from multiple databases instead of only
the current database. In this case, MS Access would yield an error as the database name was not
checked for. Now only data from the current database is returned, unless specifically specified. (Bug
#106204, Bug #33788407)

On Windows, the ODBC GUI dialog did not display all available inputs; so the dialog window size was
increased accordingly. (Bug #106013, Bug #33624658)

Changes in MySQL Connector/ODBC 8.0.28 (2022-01-18, General Availability)
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» Deprecation and Removal Notes
* Functionality Added or Changed
» Bugs Fixed

Deprecation and Removal Notes

e The TLSv1 and TLSv1.1 connection protocols were previously deprecated in Connector/ODBC 8.0.26
and support for them is removed starting with this release. Instead, use TLSv1.2 or TLSv1.3.

The associated NO_TLS 1 0and NO_TLS 1 1 connection parameters were removed. (WL #14817)

Functionality Added or Changed

» Connector/ODBC can now establish connections using Multi-Factor Authentication (MFA), such that up
to three passwords can be specified. The new PASSWORD1, PASSWORD2, and PASSWORD3 connection
options are available for specifying the first, second, and third MFA passwords, respectively. The
PASSWORDL option is a synonym for the existing PASSWORD option. In addition, PWD1, PWD2, and PWD3
aliases were added. (WL #14657)

Bugs Fixed

» Microsoft Access could unexpectedly halt when browsing MySQL linked tables when columns in the
tables had gaps; and for roughly 100+ record tables as the ODBC driver was incorrectly using memory
allocating functions from libmysqlclient. (Bug #33557670, Bug #105503)

 For platforms on which Connector/ODBC utilizes MySQL Server's bundled OpenSSL library (MacOS,
Windows, and GenLinux), MySQL Server's linked OpenSSL library was updated to version 1.1.1L.
Issues fixed in the new OpenSSL version are described at https://www.openssl.org/news/cl111.txt and
https://www.openssl.org/news/vulnerabilities.html. (Bug #33309900)

e SQLColumns() now uses INFORMATION_SCHEMA instead of the deprecated COM_FIELD_LIST
by default. COM_FIELD_LIST is only used when NO_I_S is set by Connector/ODBC (which disables
INFORMATION_SCHEMA usage). (Bug #29476463, Bug #94235)

Changes in MySQL Connector/ODBC 8.0.27 (2021-10-19, General Availability)

* Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» Applications that use legacy MySQL connections can now establish connections without passwords
for accounts that use the aut henti cati on_oci server-side authentication plugin, provided that
the correct configuration entries are available to map to one unique user in a specific Oracle Cloud
Infrastructure tenancy.

To ensure correct account mapping, the client-side Oracle Cloud Infrastructure configuration must
contain a fingerprint of the API key to use for authentication (f i nger pri nt entry) and the location of a
PEM file with the private part of the APl key (key fi | e entry). Both entries should be specified in the

[ DEFAULT] profile of the configuration file.

Unless an alternative path to the configuration file is specified with the new OCI _CONFI G _FI LE
connection option, the following default locations are used:
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e ~/.oci/configon Linux or Posix host types
¢ %OVEDRI VEYRAHOVEPATHY . oci / confi g on Windows host types

If the MySQL user name is not provided as a connection option, then the operating system user name
is substituted. Specifically, if the private key and correct Oracle Cloud Infrastructure configuration are
present on the client side, then a connection can be made without giving any options. (WL #14709)

In Connector/ODBC 8.0.26, the capability was introduced for applications that use the classic MySQL
connections for accounts that use the aut hent i cati on_ker ber os server-side authentication plugin,
provided that the correct Kerberos tickets are available or can be obtained from Kerberos. That capability
was available on client hosts running Linux only. It is now available on client hosts running Windows.

For more information about Kerberos authentication, see Kerberos Pluggable Authentication. (WL
#14681)

Bugs Fixed

Changed the NO_SCHEMA default value from 0 to 1. It's enabled to behave like in the older versions
the ODBC driver to not accept schema parameters and not declare support for schema functions. (Bug
#33300344, Bug #32925338, WL #14490)

The MSI installation package did not install plugin libraries present in the Zip package, such as
fido_client, kerberos_client, and Idap_sasl|_client. (Bug #33269861)

Fixed the internal character set conversions of string data inside the driver; some UTF8MB4 characters
were not properly converted. (Bug #33241697, Bug #104346)

The ODBC driver can now load plugins from their default location without need to specify the plugins
directory using the PLUGIN_DIR connection option. (Bug #33134373)

Added logic to correctly detect OUT/INOUT parameters from a stored procedure, as a workaround to a
libmysqlclient issue. (Bug #30578291)

The second call to a stored procedure failed if the statement was closed after the results of the first call
had been received. (Bug #29042032, Bug #93378)

Changes in MySQL Connector/ODBC 8.0.26 (2021-07-20, General Availability)

Deprecation and Removal Notes
Functionality Added or Changed

Bugs Fixed

Deprecation and Removal Notes

The TLSv1.0 and TLSv1.1 connection protocols are now deprecated and support for them is subject to
removal in a future Connector/ODBC version.

Additionally, a NO_TLS 1 3 connection option was added. (WL #14543)

Deprecated the NO | _S connection option, an option to get metadata without the information_schema
by using SHOW statements. Setting NO | _S=1 with SQLConnect() or SQLDriverConnect() now return
SQL_SUCCESS_WITH_INFO instead of SQL_SUCCESS, and they a deprecation warning retrievable
by SQLGetDiagRec(). (WL #14586)
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Functionality Added or Changed

Applications that use Connector/ODBC now can define query attribute metadata on a per-query basis,
without the use of workarounds such as specially formatted comments included in query strings. (WL
#14217)

Added the ability to connect to MySQL server accounts that use the aut hent i cat i on_ker ber os
plugin, including support for user-less and password-less Kerberos authentications. Connector/ODBC
utilizes the MySQL client library for this functionality. (WL #14441)

Bugs Fixed

Fixed hel p (documentation) links in the ODBC Driver GUI. (Bug #32880421)
Improved Access/VB6 query attribute handling. (Bug #32813838)

Attempting to update a row with an existing unique key would not emit a diagnostic error that reported
the problem, such as "Duplicate Entry". (Bug #32763378, Bug #103287)

Systems with both GTK versions 2 and 3 could cause the UnixGUI to unexpectedly halt when using the
MySQL GUI module. Now, separate GTK modules exist for each version as the two can't co-exist in the
same process. (Bug #32623180)

A buffer overrun inside SQLColumns() caused Connector/ODBC to unexpectedly halt; memory
management was optimized to prevent this problem.

A workaround was to either use the NO | _S=1 connection option or enable "Don't use
INFORMATION_SCHEMA for metadata" from the ODBC Data Source Administrator. (Bug #32612467,
Bug #102891)

Fixed insert_params() code to use the _ LOCALE_SET and _ LOCALE_RESTORE macros rather than
setlocale directly. (Bug #32610685, Bug #102871)

Setting NO_CACHE=1 in the ODBC connection string would cause function errors to go undetected. (Bug
#27499789, Bug #89542)

Changes in MySQL Connector/ODBC 8.0.25 (2021-05-11, General Availability)

This release contains no functional changes and is published to align the version number with the MySQL
Server 8.0.25 release.

Changes in MySQL Connector/ODBC 8.0.24 (2021-04-20, General Availability)

Security Notes
Functionality Added or Changed

Bugs Fixed

Security Notes

For platforms on which Connector/ODBC utilizes MySQL Server's bundled OpenSSL library (MacOS,
Windows, and GenLinux), MySQL Server's linked OpenSSL library was updated to version 1.1.1Kk.
Issues fixed in the new OpenSSL version are described at https://www.openssl.org/news/cl111.txt and
https://www.openssl.org/news/vulnerabilities.html. (Bug #32719727)
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References: See also: Bug #32680637.

Functionality Added or Changed

Previously, if the connection to the server was not used within the period specified by the wait_timeout
system variable and the server closed the connection, the client received no notification of the reason.

Typically, the client would see Lost connection to MySQL server during query (CR_SERVER_LOST) or
MySQL server has gone away (CR_SERVER_GONE_ERROR).

In such cases, the server now writes the reason to the connection before closing it, and the
client receives a more informative error message: The client was disconnected by the server
because of inactivity. See wait_timeout and interactive_timeout for configuring this behavior.
(ER_CLIENT_INTERACTION_TIMEOUT).

The previous behavior still applies for client connections to older servers and connections to the server
by older clients. (WL #14426)

If a classic MySQL protocol connection experiences a server timeout, Connector/ODBC now reports
more precise disconnection information from the server. (WL #14426)

Bugs Fixed

Setting PAD_SPACE=1 did not cause CHAR columns to be padded with spaces to their full length,
which prevented the MSSQL linked server from working with ENUM and CHAR columns in the MySQL
Database. (Bug #32537000)

The ODBC SQLProcedureColumns function returns incomplete results, fetches after usage would only
return the first 40 parameters.

The workaround was to increase the gr oup_concat _nax_| en size, for example 'group-concat-max-
len = 1000000' under [mysqld]. (Bug #32504915, Bug #102589)

MySQL 8.0.24 added a new ER_CLIENT_INTERACTION_TIMEOUT error code, and it caused the
ODBC driver to report the wrong SQLSTATE HYO0O0O instead of 08S01 after the connection is terminated
on the server by wait_/_interactive timeout. The ODBC driver is now linked against libmysgiclient 8.0.24
to handle this situation. (Bug #32394545)

Passing a query without parameters to SQLPrepare() would not prepare anything. In some scenarios
it would immediately execute such a query, which would be the same as calling the SQLExecDirect()
function. In other scenerios it executed without preparing by the using the SQLExecute() function. This
could lead towards abnormally long query times. Now, the driver enforces preparation of the statement
by the SQLPrepare() function even if the query has no parameters. (Bug #32079486)

Connector/ODBC report ENUM columns as SQL_CHAR as the ODBC standard does not support
ENUM, and MS SQL Server expects CHAR data to always be the same fixed length as specified in the
column definition. This fixes errors related to new line and tab symbols present in the UNICODE version
of the driver. The workaround is to enable SSPS (default) by not setting NO_SSPS=1. (Bug #28783266,
Bug #92748)

References: See also: Bug #32537000.

Changes in MySQL Connector/ODBC 8.0.23 (2021-01-18, General Availability)

Functionality Added or Changed

Bugs Fixed
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Functionality Added or Changed

Previously, Connector/ODBC added client support for the MySQL Enterprise Edition SASL LDAP
authentication plugin with SCRAM-SHA-1 as an authentication method. Connector/ODBC now also
supports SCRAM-SHA-256 as an alternative authentication method for classic MySQL protocol
connections. SCRAM-SHA-256 is similar to SCRAM-SHA-1 but is more secure. SASL-based LDAP
authentication does not apply to clients running macOS.

The SASL module required for LDAP/SCRAM-SHA256 is provided by the cyrus-sasl-scram RPM
package and libsasl2-modules-gssapi-mit DEB package (the same package that provides modules for
LDAP/GSSAPI/Kerberos). (WL #14250)

Bugs Fixed

Using the commercial glib package (authentication_ldap_sasl) with auth using GSSAPI
(authentication_Idap_sasl_auth_method_name='GSSAPI") did not function. Added the missing sasl|2
modules package. (Bug #32175842)

On Debian based systems, the post-installation script uses dpkg- ar chi t ect ur e ODBC drivers path,
so the associated dpkg- dev package was added as a runtime dependency. (Bug #32157740)

Double and Float values could differ depending if the query was standard or utilized server side prepared
statements. Standard used MSYSQL_ROW for non-binary data to represent them as character strings,
whereas server side prepared statements used the MYSQL_BIND structure and the specific MySQL
type which could lead towards inconsistent results. Now this is performed in a uniform way to yield the
same results. (Bug #32135124, Bug #98946)

Microsoft Access halted when opening a linked table with only a JSON column. The JSON column type
is now supported, and JSON data is only editable if another column is used as a primary key. Because
JSON is a long data type with the maximum length of 4GB, it can't be used as a primary key by Microsoft
Access and therefore tables having only JSON columns are only available in read-only mode. (Bug
#32114901)

Removed the mysql-client-plugins dependency. It remains required for connections using commercial
MySQL server accounts with LDAP authentication, so must be manually installed for that situation. The
mysgql-client-plugins package has conflicts with MySQL server versions before 8.0.21, so earlier versions
(such as MySQL 5.7) require an 8.0 server upgrade to use it. (Bug #31875490)

On macQOS, Connector/ODBC would not report an error if SQL_ ATTR_PARANMSET _SI ZE was set but not
supported; instead the setting was ignored. (Bug #29862441, Bug #95608)

Changes in MySQL Connector/ODBC 8.0.22 (2020-10-19, General Availability)

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

For enhanced security of the existing ENABLE LOCAL | NFI LE connection string option, the new
ENABLE LOCAL_DI R option allows restricting LOCAL data loading to files located in this designated
directory. Example usage:

// LOAD LOCAL DATA DI R FROM /t np
SQLRETURN rc =
SQ.Dri ver Connect (

18



MySQL Connector/ODBC Release Notes

hdbc1, NULL,
" DSN=my DSN; Ul D=r oot ; PWD=pwd; DATABASE=t est ; LOAD_DATA LOCAL_DI R=/t mp",
SQL_NTS, conn_out, sizeof(conn_out), &conn_out_|en,
SQ._DRI VER_NOPROWPT) ;
/1 LOCAD LOCAL DATA FROM EVERYWHERE

SQLRETURN rc =

SQLDr i ver Connect (
hdbc1, NULL,
" DSN=my DSN; Ul D=r oot ; PWD=pwd; DATABASE=t est ; ENABLE LOCAL_| NFI LE=1; ",
SQL_NTS, conn_out, sizeof(conn_out), &conn_out_|en,
SQ._DRI VER_NOPROWPT) ;

(WL #13883)

» Connections made using the MySQL Enterprise Edition SASL LDAP authentication plugin now are
supported on Windows and Linux, but not on macOS. Connector/ODBC implements the SCRAM SHA- 1
authentication method of the SASL authentication protocol. (WL #14114)

Bugs Fixed

» Fixed an issue where a parameterized query could cause memory corruption. (Bug #31678876, Bug
#100329)

» Under some circumstances when using server-side prepared statements, the first row of a multi-row
match was not returned with the result; while it was returned when using client-side prepared statements
instead. (Bug #31373948, Bug #95423)

« Inserting binary data (BLOBs) using SQLPutData() would report a syntax error. (Bug #31349038)

Changes in MySQL Connector/ODBC 8.0.21 (2020-07-13, General Availability)

» Security Notes
» Bugs Fixed
Security Notes

» For platforms on which OpenSSL libraries are bundled, the linked OpenSSL library for Connector/
ODBC has been updated to version 1.1.1g. Issues fixed in the new OpenSSL version are described
at https://www.openssl.org/news/cl111.txt and https://www.openssl.org/news/vulnerabilities.html. (Bug
#31296688)

Bugs Fixed

» The MSI installer now checks for the Visual 2019 C++ runtime, and aborts if this required runtime is not
installed.

This is also the first version that requires Visual 2019 C++ runtime, when before the 2017 version was
also supported. (Bug #31102234, WL #13564)

» Only a single value was being inserted instead of the array, with SQLParamOptions. (Bug #30591722)
» The SUM aggregate function did not function with ADO. (Bug #30277891, Bug #96642)

» Added a workaround to account for a limitation in the iODBC SQLGetPrivateProfileString()
implementation as previously DSN options could be lost. iODBC is most commonly used on macOS.
(Bug #27851681)
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Changes in MySQL Connector/ODBC 8.0.20 (2020-04-27, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» On Debian, DEB packages are now released instead of TGZ files. The file base names are nysql -
connect or - odbc- * (driver package) and nysql - connect or - odbc- set up (setup package). The
setup package contains the GUI configuration widget library (I i bnyodbc8S. so) and depends on the
driver package. The driver package depends on the unixODBC libraries (libodbc, libodbcinst); and does
not conflict with the official Debian package (libmyoodbc). (WL #13565)

Bugs Fixed

* When using SQL_C_WCHAR with SQLGetData, binary data was not returned correctly as its
hexacecimal representation. Related, using SQL_C_CHAR with SQLGetData did return binary data as
hex. (Bug #28864788, Bug #92429)

* When binding an SQL_BIT type column to the SQL_C_CHAR type, SQLFetchScroll would return the
values as an integer instead of a char. (Bug #28484784, Bug #91904)

Changes in MySQL Connector/ODBC 8.0.19 (2020-01-13, General Availability)

» Functionality Added or Changed
» Bugs Fixed

Functionality Added or Changed
* Added DNS SRV support.

To automatically resolve any SRV record available in a target DNS server or service discovery
endpoint, specify ENABLE DNS_SRV=1 in the DSN; the host is passed for SRV lookup

without a port and with a full lookup hame. For example: DRIVER={MySQL ODBC 8.0
Driver};SERVER=_mysq|l._tcp.foo.abc.com;ENABLE_DNS_SRV=1;USER=user;PWD=passwd; (WL
#13403)

» Confirmed support for compiling with VS2019, and for supporting the Visual C++ 2019 redistributable.
(WL #13564)

» When creating a new connection using the classic MySQL protocol, multiple hosts can be tried until
a successful connection is established. A list of hosts can be given in a connection string, along
with passing MULTI_HOST=1 to to enable this functionality. The connection string looks similar to
SERVER=address1[:portl],address2[:port2]....;MULTI_HOST=1,;.

Other notes: the default port is used if port is not specified, the connector randomly picks hosts, and
if a host fails then a new host is chosen. An error is returned if SERVER contains multiple hosts when
MULTI_HOST is not enabled. (WL #13323)

Bugs Fixed
» With prepared SELECT statements the fixed-length numeric types such as INT were set to 0 instead

of their stored value, if a textual field was also part of the SELECT statement. (Bug #30428851, Bug
#97191)
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» Connector/ODBC failed to compile when dynamically linking to the MySQL client library
(MYSQLCLIENT_STATIC_LINKING=0); due to a mismatch between an internal copy of the library
headers and the version of code implementing the library internals. (Bug #30292290, Bug #96835)

» Improved handling for stored procedures and the INOUT parameter.

For example, if a stored procedure had one or more parameters then an incomplete result set could be
returned. (Bug #29467224, Bug #94623)

Changes in MySQL Connector/ODBC 8.0.18 (2019-10-14, General Availability)
Bugs Fixed

» Connector/ODBC is now built with MySQL client library 8.0.18, which includes OpenSSL 1.1.1d. Issues
fixed in the new OpenSSL version are described at http://www.openssl.org/news/vulnerabilities.html.
(Bug #29868815)

» On Linux, memory was leaked on each server connection attempt due to how mysql_server_end was
implemented and executed. (Bug #26194929)

» On Windows, fixed direct setlocale() usage for multi-threaded applications.
The workaround was to add ;NO_LOCALE=1 to the connection string.

Thanks to Jacques Germishuys for the patch. (Bug #24814467, Bug #83297)

Changes in MySQL Connector/ODBC 8.0.17 (2019-07-22, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» READNME. nd and CONTRI BUTI NG. nd files were created for the convenience of git users. These files are
not distributed with binaries, whereas READVE. t xt remains distributed. (WL #12828)

Bugs Fixed
* The nyodbc-i nst al | er command line utility did not display all DSN options. (Bug #29753227)

» On Windows, building and installing from source could yield a binary that would not execute due to a
case-sensitivity issue in the CMake logic. (Bug #29210040)

Changes in MySQL Connector/ODBC 8.0.16 (2019-04-25, General Availability)

Bugs Fixed

» Connector/ODBC 8.0 is now built with OpenSSL 1.0.2R. Issues fixed in the new OpenSSL version are
described at http://www.openssl.org/news/vulnerabilities.html. (Bug #29538143)

» An exception was emitted when fetching contents of a BLOB/TEXT records after executing a statement
as a server-side prepared statement with a bound parameter.

The workaround is not using parameters or specifying NO_SSPS=1 in the connection string; this allows
the driver to fetch the data. (Bug #29282638, Bug #29512548, Bug #28790708, Bug #93895, Bug
#94545, Bug #92078)
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Changes in MySQL Connector/ODBC 8.0.15 (2019-02-01, General Availability)

This release contains no functional changes and is published to align version number with the MySQL
Server 8.0.15 release.

Changes in MySQL Connector/ODBC 8.0.14 (2019-01-21, General Availability)

Functionality Added or Changed

« Anew ENABLE_LOCAL_INFILE connection option was added to the connection string, DSN, and GUI.
Disabled by default, set ENABLE_LOCAL_INFILE=1 to enable LOAD DATA operations. This toggles the
MYSQL_OPT_LOCAL_INFILE mysqgl_options() option.

The connection string overrides the DSN value if both are set. (WL #12394, WL #12477)

* MySQL Connector/ODBC is how compatible with MSVC 2017, while retaining compatibility with MSVC
2015:

« Previously, Connector/ODBC binary distributions were compatible with projects built using MSVC
2015. Binary distributions now are compatible with projects built using MSVC 2017 or 2015.

< Previously, Connector/ODBC source distributions could be built using MSVC 2015. Source
distributions now can be built using MSVC 2017 or 2015.

» Previously, the MSI installer accepted the Visual C++ Redistributable for Visual Studio 2015. The MSI
installer now accepts the Visual C++ Redistributable for Visual Studio 2017 or 2015.

(WL #12640)

« Two informative text files were added: | NFO_BI N contains information about the build environment
used to produce the distribution, and | NFO_SRC provides information about the product version and the
source repository from which the distribution was produced. Source distributions include the | NFO_SRC
file only. (WL #12373)

Changes in MySQL Connector/ODBC 8.0.13 (2018-10-22, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

* Added dynamic libmysql linking support via the -DMYSQLCLIENT_STATIC_LINKING:BOOL=TRUE]|
FALSE option; defaults to FALSE to enable dynamic linking. (WL #12369)

Bugs Fixed
» Fixed column metadata handling with Microsoft Access. (Bug #28670725, Bug #91856)

» The following obsolete options were removed: NO_SCHEMA (use NO_CATALOG instead),
DISABLE_SSL_DEFAULT (use SSLMODE instead), and SSL_ENFORCE (use SSLMODE instead).
(Bug #28407520)

» The ODBC Driver returned 0 for the SQL_MAX_SCHEMA_ NAME_LEN attribute, and now returns 64 as
the maximum length for a MySQL schema name. (Bug #28385722)

» Because the MySQL ODBC driver ignored the SQL_RD_OFF value for the
SQL_ATTR_RETRIEVE_DATA attribute, it incorrectly kept writing into the data buffers. This led to
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write access violation errors when data was written into the buffer when the user application explicitly
requested not to write there. (Bug #28098219, Bug #91060)

Changes in MySQL Connector/ODBC 8.0.12 (2018-07-27, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed
» Several code issues identified by Fortify were corrected. (WL #11829)

» Refactored codebase to remove legacy code and implement general performance improvements.
For example, unused ANSI data conversion code and legacy functions were removed. Example
improvements affect bookmark handling for bulk operations, handling of memory buffers for prepared
statements, and handling of session variables. (WL #11994)

» On Windows, 32-bit support was added and 32-bit binaries are now available. (WL #12139)

« An RPM package for installing ARM 64-bit (aarch64) binaries of Connector/ODBC on Oracle Linux 7 is
now available in the MySQL Yum Repository and for direct download.

Known Limitation for this ARM release: You must enable the Oracle Linux 7 Software Collections
Repository (ol7_software_collections) to install this package, and must also adjust the libstdc++7 path.
See Yum's Platform Specific Notes for additional details.

Bugs Fixed

» Added checks for unsupported functionality that return SQL_ERROR instead of SQL_SUCCESS, where
the error message refers to the unsupported functionality. (Bug #28217387)

e The data source dependent type's name was not always returned. For example, the ODBC driver
reported TEXT as the database type for TINYTEXT, MEDIUMTEXT, and LONGTEXT, and reported
BLOB for TINYBLOB, MEDIUMBLOB, and LONGBLOB. (Bug #11761407, Bug #53900)

Changes in MySQL Connector/ODBC 8.0.11 (2018-04-19, General Availability)

MySQL Connectors and other MySQL client tools and applications now synchronize the first digit of their
version number with the (highest) MySQL server version they support. This change makes it easy and
intuitive to decide which client version to use for which server version.

Connector/ODBC 8.0.11 is the first release to use the new numbering. It was branched from Connector/
ODBC 5.3.10.

The Connector/ODBC 8.0 series also adds full MySQL Server 8.0 support.

Functionality Added or Changed

» Connector/ODBC now supports a new GET_SERVER PUBLI C_KEY connection option that enables
requesting the RSA public key from the server. For accounts that use the cachi ng_sha2_passwor d or
sha256_passwor d authentication plugin, this key can be used during the connection process for RSA
key-pair based password exchange with TLS disabled. This capability requires a MySQL 8.0 or higher
server, and is supported only for Connector/ODBC built using OpenSSL. (WL #11659)

» A new OpenSSL runtime dependency was added that must be present on the target system where
the connector is used. For some platforms it is assumed that a system-wide OpenSSL is available,
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for others, such as Windows and macOS, these required OpenSSL libraries are bundled in the binary
packages. (WL #11099)

» Packaging was modified for the new MySQL Connector/ODBC 8 series. For example, the Connector/
ODBC 5.x ODBC driver has a file named nmyodbc5w. dl | , whereas this same ODBC driver is named
nmyodbc8w. dl | for the Connector/ODBC 8.x series. The sample .ini file also references these new file
names. (WL #11661)

Changes in MySQL Connector/ODBC Version 5.3

Changes in MySQL Connector/ODBC 5.3.14 (2019-10-30, General Availability)
Bugs Fixed
e Connector/ODBC is now built with MySQL client library 5.7.28, which includes OpenSSL 1.1.1d. Issues
fixed in the new OpenSSL version are described at http://www.openssl.org/news/vulnerabilities.html.

(Bug #30340670)

» On EL7, and only when using the generic Linux packages, SQLSetPos usage caused an unexpected
shutdown. (Bug #29630465)

Changes in MySQL Connector/ODBC 5.3.13 (2019-04-29, General Availability)
Bugs Fixed

» Connector/ODBC 5.3 is now built with MySQL client library 5.7.26, which includes OpenSSL
1.0.2R. Issues fixed in the new OpenSSL version are described at http://www.openssl.org/news/
vulnerabilities.html. (Bug #29489006)

» An exception was emitted when fetching contents of a BLOB/TEXT records after executing a statement
as a server-side prepared statement with a bound parameter.

The workaround is not using parameters or specifying NO_SSPS=1 in the connection string; this allows

the driver to fetch the data. (Bug #29282638, Bug #29512548, Bug #28790708, Bug #93895, Bug
#94545, Bug #92078)

Changes in MySQL Connector/ODBC 5.3.12 (2019-01-28, General Availability)
» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed
* Anew ENABLE_LOCAL_INFILE connection option was added to the connection string, DSN, and GUI.
Disabled by default, set ENABLE_LOCAL_INFILE=1 to enable LOAD DATA operations. This toggles the
MYSQL_OPT_LOCAL_INFILE mysqgl_options() option.
The connection string overrides the DSN value if both are set. (WL #12394, WL #12477)
Bugs Fixed
* Dynamic linking (-DCLIENT_STATIC_LINKING:BOOL=false) was not functioning, and updating to the

most recent MySQL Server 5.7 headers restored this functionality. (Bug #28609434, Bug #92319, Bug
#91841)

24


http://www.openssl.org/news/vulnerabilities.html
http://www.openssl.org/news/vulnerabilities.html
http://www.openssl.org/news/vulnerabilities.html

MySQL Connector/ODBC Release Notes

 Calling SQLBulkOperations with no_ssps set to 0 and cursortype set to SQL_ CURSOR_DYNAMIC
would cause an unexpected halt when using the generic Linux binaries. (Bug #28289320)

Changes in MySQL Connector/ODBC 5.3.11 (2018-07-30, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» The cachi ng_sha2_passwor d authentication mechanism is now supported due to the MySQL client
library update to 5.7.23. (WL #11962)

Bugs Fixed

» The Unicode version now uses the UTF8MB4 character set as a transport character set between the
MySQL server and the ODBC driver. Because text conversions requested by the ODBC user with the
CHARSET connection option are done inside the ODBC Driver after the data is received from the server,
it now converts text data as UTF8MB4 to USER_CHARSET instead of UTF8 to USER_CHARSET. (Bug
#28204756)

» Connections to MySQL Server 8.0 could yield "Source character set not supported by client" errors
during sorting and case-sensitive operations. Now known UTF8MB4 collations are used for these
operations, such as utf8mb4_general_ci (known to libmysglclient 5.7) instead of utf8mb4_tolower_ci.
(Bug #28116892, Bug #90984)

» Connector/ODBC is now built with MySQL client library 5.7.23, and commercial builds also use an
updated OpenSSL version (v1.0.20). Issues fixed in the new OpenSSL version are described at http://
www.openssl.org/news/vulnerabilities.html. (Bug #27829777)

» Reported errors that occurred while executing multiple statements with a single query were generic and
without context. For example, SQLMoreResults might return "unhandled error from mysql_next_result()"
instead of the error reported by MySQL Server. (Bug #11757423, Bug #49466)

Changes in MySQL Connector/ODBC 5.3.10 (2018-01-30, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

* SQL query timeout (SQL_ATTR_QUERY_TIMEOUT) support was added. (Bug #26474362, Bug
#69416)

* When building Connector/ODBC from source, users now have a choice of linking dynamically or
statically to the MySQL client library. Dynamic linking is selected by default. See Building Connector/
ODBC from a Source Distribution on Windows or Building Connector/ODBC from a Source Distribution
on Unix for details.

However, the binary distributions of Connector/ODBC from Oracle remain statically linked to the client
library. (WL #11105)

Bugs Fixed

» Fixed an OpenRecordSet memory leak due to get_session_variable() not freeing a result for errors. (Bug
#27155880, Bug #88143)
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e Calling MySQLDriverConnect with the pcbConnStrOut argument set to NULL caused an unexpected
failure. (Bug #27101767, Bug #88371)

» SELECT FOR UPDATE statements could fail with PREFETCH set. (Bug #26646688, Bug #87457)
References: See also: Bug #87213.

» Connector/ODBC now compiles on MySQL 5.5. Thanks to Vadim Zeitlin for the patch. (Bug #26633971,
Bug #87413)

Changes in MySQL Connector/ODBC 5.3.9 (2017-07-24, General Availability)

» Security Notes
» Functionality Added or Changed
» Bugs Fixed

Security Notes

* The linked OpenSSL library for MySQL Connector/ODBC 5.3.9 Commercial has been updated to version
1.0.21.

This change does not affect the Oracle-produced MySQL Community build of Connector/ODBC 5.3.9,
which uses the yaSSL library instead. (Bug #26320994)

Functionality Added or Changed

* When compiling Connector/ODBC on Windows platforms, it can now be linked statically (equivalent to
the / MTI compiler option in Visual Studio) or dynamically (equivalent to the / MD compiler option in Visual
Studio) to the Visual C++ runtime. The default option is to link dynamically; if you want to link statically.
set the new CMake option, STATI C_NMSVCRT, to true.

Another new CMake option, W TH_NODEFAULTLI B, has been introduced for specifying the Visual C++
runtime you want to link Connector/ODBC to when using mixed link types (that is, when link type to the
Visual C++ runtime differs for Connector/ODBC and the MySQL client library it links to).

See Building Connector/ODBC from a Source Distribution on Windows for details. (WL #10890)
Bugs Fixed

» The SQLFor ei gnKeys() function returned an empty result set when the information schema was being
used. (Bug #26388694)

» Calling SQLExecut e() after calling SQLFr eeSt nt () with the SQL_RESET_PARANS option resulted in
an assertion failure. With this fix, a proper error is now thrown in the situation. (Bug #19148246)

» A segmentation fault occurred in SQLFet ch() when SQL_ATTR_CURSOR_TYPE was set to
SQL_CURSOR_DYNAM C. (Bug #18805392)

» Connector/ODBC quit unexpectedly in SQLFor ei gnKeys() when SQL_MODE was set to
ANSI _QUOTES. (Bug #18641824)

Changes in MySQL Connector/ODBC 5.3.8 (2017-04-28, General Availability)

e Security Notes

» Bugs Fixed
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Security Notes

» The linked OpenSSL library for Connector/ODBC Commercial 5.3.8 has been updated from version
1.0.2j to version 1.0.2k. Versions of OpenSSL prior to 1.0.2k are reported to be vulnerable to
CVE-2017-3731, CVE-2017-3732, and CVE-2017-7055.

This change does not affect the Oracle-produced MySQL Community build of Connector/ODBC 5.3.8,
which uses the yaSSL library instead. (Bug #25615448)

Bugs Fixed

» When error 2006 (“MySQL server has gone away”) occurred, Connector/ODBC wrongly returned the
SQL_NO DATA error. (Bug #25671389)

e When the SQL_TIMESTAMP_STRUCT was used, if the date portion of a timestamp was populated but
the time portion was uninitialized, queries involving the timestamp would fail with a Dat e overfl ow
error. With this fix, the uninitialized time value is simply ignored. (Bug #25386024)

» Several fixes were made to the packaged READVE file, including the copyright year. (Bug #22858162)

» Segmentation faults occurred when catalog, column, or table names
that were too long were passed as arguments to metadata functions like
SQLCol umPri vi |l eges(),SQLCol ums() ,SQLTabl ePri vi | eges() and SQLTabl es() . With this
fix, proper errors are returned in those cases. (Bug #18796005)

» An assertion error occurred when calling SQLSet DescFi el d() with SQL_DESC COUNT as
Fi el dl denti fi er, irrespective of the record number set. (Bug #18641633)

» Connector/ODBC quit unexpectedly when a negative column number was passed as an argument for
the SQLCGet Dat a() method. (Bug #18636600)

* When server-side prepared statements were enabled, using the prefetch option caused SQL syntax
errors to be returned for queries that contained parameter markers. (Bug #17386788)

» After the attribute SQL_ATTR_MAX_ ROWS had been set for a certain statement handler, a new statement
handler also had the same value set automatically. The fix makes sure a new statement handler returns
all rows by default. (Bug #17259397, Bug #69554)

 If the NO | NFORVATI ON_SCHENA connection option was set, the SQLTabl es() function did not
return the catalog correctly when a wildcard or SQL_ ALL_CATALOGS was used in its arguments. (Bug
#14005343)

References: See also: Bug #13914518.

Changes in MySQL Connector/ODBC 5.3.7 (2016-12-13, General Availability)

» Security Notes
» Functionality Added or Changed
» Bugs Fixed

Security Notes

» The linked OpenSSL library for Connector/ODBC Commercial 5.3.7 has been updated from version
1.0.1q to version 1.0.2j. Versions of OpenSSL prior to 1.0.2j are reported to be vulnerable to
CVE-2016-6304.

27


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3731
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3732
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7055
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6304

MySQL Connector/ODBC Release Notes

This change does not affect the Oracle-produced MySQL Community build of Connector/ODBC 5.3.7,
which uses the yaSSL library instead. (Bug #24753385)

Functionality Added or Changed

» A new configuration option, SSLMODE, has been introduced for setting the SSL mode of the connection
to the server. This option overrides the now deprecated ssl veri fy and SSL_ENFORCE options. See
Connector/ODBC DSN Configuration Options for details. (Bug #23497043)

» Added new configuration option NO_TLS 1_0,NO_TLS 1_1,and NO TLS_ 1_2 for controlling TLS
versions for encrypting connecting. See Connector/ODBC DSN Configuration Options for details. For
more information about encryption protocols in MySQL, see Encrypted Connection TLS Protocols and
Ciphers. (Bug #23496903)

Bugs Fixed

» An assertion failure occurred when mysql_stmt_close() was called on a broken connection. (Bug
#25109356)

» Connector/ODBC could not be installed on OS X using the installer provided with the . dng file unless
unixODBC had been installed on the system. With this fix, Connector/ODBC is now built to work with the

iODBC manager instead. Installation now only requires iODBC to be on the system. (Bug #23123503,
Bug #81113)

» Connector/ODBC could not be built with CMake 3.0.2 or later. The build script has been fixed to correct
the issue. (Bug #22746557)

Changes in MySQL Connector/ODBC 5.3.6 (2016-03-17, General Availability)
» Security Notes
» Functionality Added or Changed
* Bugs Fixed

Security Notes

e The linked OpenSSL library for Connector/ODBC Commercial 5.3.6 has been updated from version
1.0.1m to version 1.0.1q. Versions of OpenSSL prior to 1.0.1q are reported to be vulnerable to
CVE-2015-3195.

This change does not affect the Oracle-produced MySQL Community build of Connector/ODBC 5.3.6,
which uses the yaSSL library instead.

Functionality Added or Changed

e Two new opt i on parameters, DI SABLE SSL_DEFAULT and SSL_ ENFORCE, have been introduced for
specifying whether the default requirement to use SSL connections is to be followed. See Connector/
ODBC DSN Configuration Options for details. (Bug #21027928)

» The statement attribute SQL_ ATTR_QUERY_TI MEQUT is now supported. Its value is set by
SQLSet Stnt Attr () and retrieved by SQLGet St mt Attr (). (WL #7991)

Bugs Fixed

» The function MySQLGet Pri vat eProfil eStri ngW ) used nal | oc() to allocate memory and then
xfree() to free the allocated memory for a returned value. That caused some issues when certain
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third-party versions of MySQL client library (like MariaDB 10.x) was used. The issues have been fixed by
replacing nmal | oc() with my_nal | oc() . (Bug #21074676, Bug #76984)

» Attempt to build Connector/ODBC from source on a Linux platform against the client library and header
files shipped with MySQL server 5.7.6 or newer failed. It was due to the changes made to the client
library and the header files, to which Connector/ODBC has now been adapted. (Bug #20685833)

» An application that used ActiveX Data Objects (ADO) and the Connector/ODBC ANSI driver hung after
trying to write French characters to a database that used the UTF-8 character set. (Bug #20526062)

» Because Connector/ODBC did not parse comments properly, the parameter markers embedded in
comments caused the complaint that SQLBi ndPar anet er was not used for all parameters. (Bug
#16613308, Bug #53891)

» Calling the SQLGet Di agFi el d function with the Di agl denti fi er SQL_DI AG RON COUNT always
returned “0,” even if there were updated, deleted, or modified rows. (Bug #11750296)

Changes in MySQL Connector/ODBC 5.3.5 (2015-5-25, General Availability)

Security Notes

» Connector/ODBC 5.3 Commercial has been updated to use OpenSSL version 1.0.1m, which has been
publicly reported as not vulnerable to CVE-2015-0286.

Since the only change in Connector/ODBC 5.3.5 is the inclusion of OpenSSL libraries publicly reported
as unaffected by CVE-2015-0286, and since Oracle-produced MySQL Community builds use YaSSL
libraries which have been reported as not affected by CVE-2015-0286, Oracle will not produce builds for
Connector/ODBC Community for version 5.3.5. This means the Community edition of Connector/ODBC
will skip version 5.3.5. (Bug #20747740)

Changes in MySQL Connector/ODBC 5.3.4 (2014-07-18, General Availability)

e Security Notes
» Functionality Added or Changed
Security Notes
» The linked OpenSSL library for Connector/ODBC Commercial 5.3.4 has been updated from version

1.0.1g to version 1.0.1h. Versions of OpenSSL prior to and including 1.0.1g are reported to be vulnerable
to CVE-2014-0224.

This change does not affect the Oracle-produced MySQL Community build of Connector/ODBC 5.3.4,
which uses the yaSSL library instead.

Functionality Added or Changed
e Added NULL handle checks in functions exported by Connector/ODBC. (WL #7807)
* Introduced a new DSN configuration option, r sakey, for specifying the full-path name of the PEM file

that contains the RSA public key for using the SHA256 authentication plugin of MySQL. See Connector/
ODBC DSN Configuration Options for details. (WL #7911)

Changes in MySQL Connector/ODBC 5.3.3 (2014-04-16, General Availability)
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Security Notes

» Connector/ODBC 5.3 Commercial has been updated to use OpenSSL version 1.0.1g, which has been
publicly reported as not vulnerable to CVE-2014-0160. Please see Oracle Note #1645479.1 for further
details.

Since the only change in Connector/ODBC 5.3.3 is the inclusion of OpenSSL libraries publicly reported
as unaffected by CVE-2014-0160, and since Oracle-produced MySQL Community builds use yaSSL
libraries, which have been reported as not affected by CVE-2014-0160, Oracle will not produce builds for
Connector/ODBC Community for version 5.3.3. This means the Community edition of Connector/ODBC
will skip version 5.3.3. (Bug #18533200)

Changes in MySQL Connector/ODBC 5.3.2 (2014-04-08, General Availability)

This is the first GA release for the Connector/ODBC 5.3.x series. The available downloads include both
a Unicode driver and an ANSI driver based on the same modern codebase. Please select the driver type
you need—Unicode or ANSI—based on the type of your application. Server-side prepared statements
are enabled by default. It is suitable for use with any MySQL version since 4.1 (it will not work with 4.0 or
earlier releases.)

This is the third release of the MySQL ODBC driver conforming to the ODBC 3.8 specification. It contains
the minimally required implementation of the standard with key ODBC 3.8 features, which include self-
identification as a ODBC 3.8 driver, streaming of output parameters (supported for binary types only), and
support of the SQL_ATTR_RESET_CONNECTION connection attribute (for the Unicode driver only).

Connector/ODBC 5.3 also introduces a GTK+-based setup library, providing GUI DSN setup dialog on
some Unix-based systems. The library is currently included in the Oracle Linux 6 and Debian 6 binary
packages. Other new features in the 5.3 series include file DSN and bookmark support.

» Functionality Added or Changed

* Bugs Fixed

Functionality Added or Changed

* Implemented support for the ODBCI NSTCet Pr operti es interface for use by unixODBC GUI dialogs.
This allows users to configure a file DSN through a graphical user interface on Unix-like platforms. (Bug
#17513175, WL #7577)

» Added support for the connection flag DFLT_BI G NT_BI ND_STR. (WL #7579)

* Made the Connector/ODBC GUI on Linux comply with the GNOME Coding Guidelines for Supporting
Accessibility. (WL #7635)

Bugs Fixed

e The functions SQLSet DescFi el d(), SQLGet Di agFi el d(), and SQLGet Di agRec() crashed when a
null pointer was passed as a handle for those functions. This fix makes the functions check if the passed
pointer is null before using it. (Bug #18431088)

e SQLBul kOperati ons(SQL_FETCH BOOKNMARK) returned an SQL_NO DATA
error when called after SQLBul kOper at i ons( SQL_UPDATE_BY_BOOKNMARK) or
SQLBul kOper ati ons( SQL_DELETE_BY_ BOOKMARK) . (Bug #18287216)

» The order of the control elements was wrong during control selection in Connector/ODBC's Windows
GUL. (Bug #18240696)
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Concurrent execution of SQLEndTr an() and SQL_HANDLE_ ENV resulted in a segmentation fault. (Bug
#18166331)

Calling SQLNunResul t Col s() with a NULL parameter resulted in a segmentation fault. (Bug
#18165197)

Connector/ODBC's GUI dialog could not be opened from within ODBCVanageDat aSour ces for
editing an existing DSN. (Bug #18046123)

nyodbc-i nst al | er did not initialize the allocated memory. This fix flushes the buffer with “\0” for
initialization. (Bug #18046120)

Connector/ODBC crashed when trying to prepare a query after connecting to the server with an
invalid value for CHARSET. This fix checks the CHARSET value and throws an error if it is invalid. (Bug
#17999659)

Atamal | oc() failure, Connector/ODBC crashed because in the dri ver _new() function, dri ver is
being freed before dri ver - >name and dri ver - >l i b. This fix corrects the order of the free() calls.
(Bug #17992912)

Driver and installer crashed when the path lengths supplied were longer than 256 characters or when the
option strings were longer than 100 characters. This fix makes Connector/ODBC return the proper errors
instead. (Bug #17966018)

SQLFet ch() crashed when executed using unixodbc versions 2.3.0, 2.3.1, or 2.3.2. (Bug #17857204)

A segmentation fault occurred in SQLSpeci al Col unms() if the table name supplied was too long. This
fix makes Connector/ODBC throw a proper error for the situation. (Bug #17854697)

When called after SQLPar amaDat a, SQLCet Dat a returned an error. (Bug #17842966)

SQLCGet Dat a did not return correct length of the data when retrieving data from an output parameter
stream. (Bug #17814768, Bug #70946)

A segmentation fault occurred in SQLBul kOper at i ons for an SQ._UPDATE_BY_ BOOKMARK if the prior
fetch returned no records. (Bug #17714358)

Data corruption occurred in SQLBul kOper ati ons(), because inthe bat ch_i nsert () function,
ptr_of fset adj ust sometimes pointed to an invalid memory location. (Bug #17714172)

While doing BULK | NSERT into a table's time column using Connector/ODBC, a syntax error was thrown
if there was an hour value larger than 99. This fix makes sure the proper error is thrown, and when an
hour value is larger than 23. (Bug #17613161)

SQLDescri beCol () returned a memory allocation failure error when called without a resultset. This fix
makes sure the proper error is returned. (Bug #17588101)

If the catalog hame given to SQLSet Connect At tr () was too long, calling SQ_.Connect () or
SQLDri ver Connect () crashed the connection, and calling SQLGet Connect Attr () returned null for
the catalog name. (Bug #17587913)

A memory leak occurred in SQLExecut e() when the connection was killed by another thread. (Bug
#17587617)

The DMG installer for Connector/ODBC failed on OS X 10.8 and 10.9. This fix corrects the wrong
identification for the drive type, which caused the installation problem. (Bug #17512040, Bug #70422)

A memory leak occurred in SQLSet St nt At tr (). (Bug #17441507)
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« A segmentation fault occurred when SQLCol unms( ) 's argument for table name was longer than 256
characters or its argument for column name was longer than 129 characters. This fix makes Connector/
ODBC throw a proper error for those situations. (Bug #17358838)

» An assertion failure occurred in SQLDescr i beCol () if the column number used is larger than the
number of columns in the result set. (Bug #17311065)

» A memory leak occurred in SQLPr ocedur eCol utms() when no function or procedure column
satisfying the selection condition existed. (Bug #17298721)

» A segmentation fault occurred in myodbc_casecnp() when the provided query was empty. (Bug
#17085344)

» When using Connector/ODBC in Microsoft Access, sorting a column in the data view might crash the
program. (Bug #17071780, Bug #69550)

» When the connection option FLAG _NO | NFORVATI ON_SCHENMA was used, calling the SQLFet ch
function after the SQLFor ei gnKeys function returned bad results. (Bug #16920750)

e When building Connector/ODBC on some 64-bit systems other than x86_64 (e.g. ppc64), CVake did
not recognize that it was a 64-bit system and incorrectly used | i b instead of | i b64 as directory name
for installing the dynamic library. This fix implements a two-step approach, making CMake check for
the system architecture by reading the value of CVAKE_SI ZEOF_ VO D_P and also by checking the
existence of the / usr/ | i b64 folder. (Bug #16785424)

» The function SQLFor ei gnKeys() did not work if the connection option NO_| _S was set. (Bug
#13712420, Bug #64307)

» Implemented a workaround for a control issue with G kConmboBox and G kConmboBoxEnt ry, in which
the dialog control intercepted the keyboard signals, so that focus could be set to other controls using the
keyboard. (WL #7637)

Changes in MySQL Connector/ODBC 5.3.1 (2013-11-27, Beta)

This is a beta release for the Connector/ODBC 5.3.x series. The available downloads include both a
Unicode driver and an ANSI driver based on the same modern codebase. Please select the driver type
you need—Unicode or ANSI—based on the type of your application. Server-side prepared statements
are enabled by default. It is suitable for use with any MySQL version since 4.1 (it will not work with 4.0 or
earlier releases.)

This is the second release of the MySQL ODBC driver conforming to the ODBC 3.8 specification. It
contains the minimally required implementation of the standard with key ODBC 3.8 features, which include
self-identification as a ODBC 3.8 driver, streaming of output parameters (supported for binary types only),
and support of the SQL_ATTR_RESET_CONNECTION connection attribute (for the Unicode driver only).

Connector/ODBC 5.3 also introduces a GTK+-based setup library, providing GUI DSN setup dialog on
some Unix-based systems. The library is currently included in the Oracle Linux 6 and Debian 6 binary
packages. Other new features in the 5.3 series include File DSN and bookmark support.

Keep in mind that this is a beta release and, as with any other pre-production releases, cautions should
be taken when installing on production level systems or systems with critical data. Not all of the features
planned for the final Connector/ODBC 5.3 release are implemented.

» Functionality Added or Changed

» Bugs Fixed
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Functionality Added or Changed

* Implemented the SQL_ATTR _RESET _CONNECTI ON connection attribute, newly introduced in ODBC 3.8.
See the ODBC specifications for details. Currently, the connection attribute is supported by the Unicode
driver, but not the ANSI driver. (WL #7274)

Bugs Fixed

» Calling SQLBul kOper at i ons() without setting SQLSet St nt At t r resulted in a segmentation fault.
(Bug #17714290)

» A memory leak occurred when using Connector/ODBC to update the contents of a row. (Bug
#17653461, Bug #70662)

* A bad memory access occurred in the ssps_get _out _par ans function in my_pr epared_stnt . c,
when a call was made to a stored procedure with any | N parameters coming after the last OQUT or | NOUT
parameter. (Bug #17640929, Bug #70642)

* A memory leak occurred in SQLConnect () when it was invoked after a call of SQLSet Connect Attr ()
that used the parameter SQ._ ATTR CURRENT CATALOG. (Bug #17586844)

» In ODBCManageDataSourcesQ4, when creating a new DSN with a Unix socket instead of a TCP
connection, NAVED_PI PE was set to “1” in the created DSN, which caused all connections that used the
DSN to fail with the “Wrong or unknown protocol” error. (Bug #17586452)

Changes in MySQL Connector/ODBC 5.3.0 (2013-10-24, Alpha)

This is an alpha release for the Connector/ODBC 5.3.x series. The available downloads include both

a Unicode driver and an ANSI driver within the same package (the two drivers are no longer shipped
separately). Server-side prepared statements are enabled by default. It is suitable for use with any MySQL
version since 4.1 (it will not work with 4.0 or earlier releases).

This is the first MySQL ODBC driver series conforming to the ODBC 3.8 specification. It contains the
minimally required implementation of the standard with key 3.8 features, which includes driver self-
identification and the streaming of output parameters (supported for binary types only) in this alpha
release.

Connector/ODBC 5.3 also introduces a GTK+-based setup library, providing GUI DSN setup dialog on
some Unix-based systems. The library is currently included in the Oracle Linux 6 and Debian 6 binary
packages. Other new features in the 5.3 series include File DSN and bookmark support.

The release is built against the MySQL server 5.6.14 client library.

Keep in mind that this is an alpha release and, as with any other pre-production releases, cautions should
be taken when installing on production level systems or systems with critical data. Not all of the features
planned for the final Connector/ODBC 5.3 release are implemented.

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» Added a lock in the ENV structure against simultaneous accesses to an environment handle's connection
list, in order to avoid memory access issues that might occur when multiple threads share the same
environment handle. (Bug #17240611, Bug #69864)

e Support for File Data Source Names. (Bug #11746219, Bug #24581, WL #6583)
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Support of ODBC 3.8 standard: driver self-identification and input/output stream parameters (WL #6584)

Added GUI DSN setup dialog for some Unix-based systems by implementing a GTK+-based setup
library. (WL #5848)

Added a new test module for crash bugs (my_cr ash. c).

Added new variable in CMake configuration files ODBCCP32_LI B for odbccpp32. | i b path, and added
MYSQLCLI ENT_LI B_NANME for linking MySQL client library statically or dynamically by specifying the
MySQL client library (I i brrysqgl . *, nysqgl client.*, i bnysglclient_r.*,Iibnysqglclient.*)
to be used. Linkage to MySQL 5.6.4 and later is now by C++, because | i brrysql cl i ent _r has
become a C++ library since.

Bookmark support added in Connector/ODBC. (WL #7039)

Bugs Fixed

A memory leak occurred in f et ch_var| engt h_col umms() while calling SQLExecDi rect (),
because freeing r esul t _bi nd buffers requires f i el d_count, which was set to “0” when
nysql _stnt_free_ result() was called. This fix frees r esul t _bi nd buffers before calling
nysql _stnt_free result().(Bug#17441296)

A program using parameter markers might crash with a segmentation fault. To avoid the problem, this
fix changes the argument | engt h in the function convert c_type2str () to be a pointer to a long
integer. (Bug #17421620, Bug #69733)

Memory leaks occurred in SQLPr epar e() and SQLExecDi r ect () when SQLBi ndPar anat er was
used on the SQL statements. This fix frees previous results of nysql _stnt _result _netadata() in
order to prevent the memory leaks. (Bug #17400483, Bug #70113)

The exit condition fora f or loopinstringutil . c ischanged to avoid a possible out-of-bounds error
and the associated reports by Valgrind. (Bug #17397596, Bug #64105)

Microsoft Visual Studio 2010 crashed when reading rows from any table in Server Explorer with
connections to DSNs made by Connector/ODBC. (Bug #17304031, Bug #69950)

When SQL TI ME data was converted to the C data type of TI MESTAMP, if the value of the hour field is
greater than 24, the date fields did not get set to the current date and the f r act i on field for seconds did
not get set to zero as required by the ODBC specifications. (Bug #17016839, Bug #69545)

When trying to create a linked server in Micrsoft SQL Server 2008 to a MySQL server set up with
Connector/ODBC as a DSN, the Microsoft SQL Server (if it is a 64-bit version) crashed or the linked
server suffered a catastrophic failure (if a 32-bit version of the Microsoft SQL Server is used). (Bug
#16604346, Bug #63386)

When reading Tl ME column data using the SQLCet Dat a method into the SQL_C TYPE_TI ME datatype,
errors occurred when the time string contained more than 6-digits (e.g., 120:53:44). (Bug #16176981,
Bug #67793)

When called after SQLPr epar e, the funciton SQLMor eResul t s returned SQL_ERROR, instead of
SQL_NO _DATA as required by the ODBC specification. (Bug #16101282, Bug #67920)

Connector/ODBC used the “;” character instead of a null byte (“\0”) to terminate keyword-value pairs in
attribute strings. (Bug #15940689, Bug #66548)

When using the Unicode-enabled version of the Connector/ODBC driver to connect to any MySQL
server of version 5.5.2 or older, all statements failed with the error message “Server does not support 4-
byte encoded UTF8 characters.” (Bug #14838690, Bug #67428)
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e The configured values of a DSN's parameters overrode the values provided through the connection
string, instead of the other way round. (Bug #11760574, Bug #52996)

Changes in MySQL Connector/ODBC Version 5.2

MySQL Connector/ODBC offers the choice of a Unicode-enabled or ANSI driver, both built on the same
modern, ODBC-compliant codebase. Consider upgrading if you have remained on Connector/ODBC 3.51
because of the performance edge of the ANSI driver.

Changes in MySQL Connector/ODBC 5.2.8 (2015-05-06, General Availability)

Security Notes

» Connector/ODBC 5.2 Commercial has been updated to use OpenSSL version 1.0.1m, which has been
publicly reported as not vulnerable to CVE-2015-0286.

Since the only change in Connector/ODBC 5.2.8 is the inclusion of OpenSSL libraries publicly reported
as unaffected by CVE-2015-0286, and since Oracle-produced MySQL Community builds use YaSSL
libraries which have been reported as not affected by CVE-2015-0286, Oracle will not produce builds for
Connector/ODBC Community for version 5.2.8. This means the Community edition of Connector/ODBC
will skip version 5.2.8. (Bug #20747740)

Changes in MySQL Connector/ODBC 5.2.7 (2014-05-13, General Availability)

» Heartbleed Bug
» Bugs Fixed
Heartbleed Bug

» Connector/ODBC has been updated to use OpenSSL version 1.0.1g, which has been publicly reported
as not vulnerable to CVE-2014-0160. Please see Oracle Note #1645479.1 for further details. (Bug
#18533200)

Bugs Fixed

» The functions SQLSet DescFi el d(), SQLGet Di agFi el d(), and SQLCGet Di agRec() crashed when a
null pointer was passed as a handle for those functions. This fix makes the functions check if the passed
pointer is null before using it. (Bug #18431088)

» The order of the control elements was wrong during control selection in Connector/ODBC's Windows
GUL. (Bug #18240696)

e Calling SQLNunResul t Col s() with a NULL parameter resulted in a segmentation fault. (Bug
#18165197)

» Connector/ODBC's GUI dialog could not be opened from within ODBCVanageDat aSour ces 4 for
editing an existing DSN. (Bug #18046123)

* nyodbc-install er did not initialize the allocated memory. This fix flushes the buffer with “\0” for
initialization. (Bug #18046120)

» Connector/ODBC crashed when trying to prepare a query after connecting to the server with an
invalid value for CHARSET. This fix checks the CHARSET value and throws an error if it is invalid. (Bug
#17999659)
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Atanal | oc() failure, Connector/ODBC crashed because in the dri ver _new() function, dri ver is
being freed before dri ver - >nane and dri ver - >l i b. This fix corrects the order of the free() calls.
(Bug #17992912)

Driver and installer crashed when the path lengths supplied were longer than 256 characters or when the
option strings were longer than 100 characters. This fix makes Connector/ODBC return the proper errors
instead. (Bug #17966018)

A segmentation fault occurred in SQLSpeci al Col unms() if the table name supplied was too long. This
fix makes Connector/ODBC throw a proper error for the situation. (Bug #17854697)

A memory leak occurred when using Connector/ODBC to update the contents of a row. (Bug
#17653461, Bug #70662)

A bad memory access occurred in the ssps_get out _par ans functioninny_prepared_stnt. c,
when a call was made to a stored procedure with any | N parameters coming after the last OQUT or | NOUT
parameter. (Bug #17640929, Bug #70642)

If Connector/ODBC was built from source on Unix/Linux platforms, the tests provided in the distribution
(see Testing Connector/ODBC on Unix) could not be run with make t est. (Bug #17615811, Bug
#70634)

SQLDescri beCol () returned a memory allocation failure error when called without a resultset. This fix
makes sure the proper error is returned. (Bug #17588101)

If the catalog hame given to SQLSet Connect At tr () was too long, calling SQ_.Connect () or
SQLDri ver Connect () crashed the connection, and calling SQLGet Connect Attr () returned null for
the catalog name. (Bug #17587913)

A memory leak occurred in SQLExecut e() when the connection was killed by another thread. (Bug
#17587617)

A memory leak occurred in SQLConnect () when it was invoked after a call of SQLSet Connect Attr ()
that used the parameter SQL_ ATTR_CURRENT _CATALQOG. (Bug #17586844)

The DMG installer for Connector/ODBC failed on OS X 10.8 and 10.9. This fix corrects the wrong
identification for the drive type, which caused the installation problem. (Bug #17512040, Bug #70422)

A memory leak occurred in SQLSet St nt At tr (). (Bug #17441507)

A segmentation fault occurred when SQLCol unms() 's argument for table name was longer than 256
characters or its argument for column name was longer than 129 characters. This fix makes Connector/
ODBC throw a proper error for those situations. (Bug #17358838)

An assertion failure occurred in SQLDescr i beCol () if the column number used is larger than the
number of columns in the result set. (Bug #17311065)

A memory leak occurred in SQLPr ocedur eCol unrms() when no function or procedure column
satisfying the selection condition existed. (Bug #17298721)

A segmentation fault occurred in nyodbc_casecnp() when the provided query was empty. (Bug
#17085344)

When using Connector/ODBC in Microsoft Access, sorting a column in the data view might crash the
program. (Bug #17071780, Bug #69550)

When the connection option FLAG_NO | NFORVATI ON_SCHENA was used, calling the SQLFet ch
function after the SQLFor ei gnKeys function returned bad results. (Bug #16920750)
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e When building Connector/ODBC on some 64-bit systems other than x86_64 (e.g. ppc64), CVake did
not recognize that it was a 64-bit system and incorrectly used | i b instead of | i b64 as directory name
for installing the dynamic library. This fix implements a two-step approach, making CMake check for
the system architecture by reading the value of CVAKE_SI ZEOF_ VO D_P and also by checking the
existence of the / usr/ | i b64 folder. (Bug #16785424)

» The function SQLFor ei gnKeys() did not work if the connection option NO_| _S was set. (Bug
#13712420, Bug #64307)

» Calling the SQLGet Di agFi el d function with the Di agl denti fi er SQL_DI AG_RON COUNT always
returned “0,” even if there were updated, deleted, or modified rows. (Bug #11750296)

Changes in MySQL Connector/ODBC 5.2.6 (2013-10-09, General Availability)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» Added a lock in the ENV structure against simultaneous accesses to an environment handle's connection
list, in order to avoid memory access issues that might occur when multiple threads share the same
environment handle. (Bug #17240611, Bug #69864)

Bugs Fixed

A memory leak occurred inf et ch_var | engt h_col umms() while calling SQLExecDi rect (),
because freeing r esul t _bi nd buffers requires f i el d_count , which was set to “0” when
nmysql _stnt _free_result() was called. This fix frees r esul t _bi nd buffers before calling
mysql _stmt _free_result(). (Bug#17441296)

» A program using parameter markers might crash with a segmentation fault. To avoid the problem, this
fix changes the argument | engt h in the function convert c_t ype2str () to be a pointer to a long
integer. (Bug #17421620, Bug #69733)

* Memory leaks occurred in SQLPr epar e() and SQLExecDi r ect () when SQLBi ndPar amat er was
used on the SQL statements. This fix frees previous results of nysql _stnt _result _net adata() in
order to prevent the memory leaks. (Bug #17400483, Bug #70113)

» The exit condition for a f or loopinstringutil . c is changed to avoid a possible out-of-bounds error
and the associated reports by Valgrind. (Bug #17397596, Bug #64105)

» Microsoft Visual Studio 2010 crashed when reading rows from any table in Server Explorer with
connections to DSNs made by Connector/ODBC. (Bug #17304031, Bug #69950)

 When SQL Tl ME data was converted to the C data type of TI MESTAMP, if the value of the hour field is
greater than 24, the date fields did not get set to the current date and the f r act i on field for seconds did
not get set to zero as required by the ODBC specifications. (Bug #17016839, Bug #69545)

» When trying to create a linked server in Micrsoft SQL Server 2008 to a MySQL server set up with
Connector/ODBC as a DSN, the Microsoft SQL Server (if it is a 64-bit version) crashed or the linked
server suffered a catastrophic failure (if a 32-bit version of the Microsoft SQL Server is used). (Bug
#16604346, Bug #63386)

» When reading Tl ME column data using the SQLCGet Dat a method into the SQ._C TYPE_TI MVE datatype,
errors occurred when the time string contained more than 6-digits (e.g., 120:53:44). (Bug #16176981,
Bug #67793)
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When called after SQLPr epar e, the funciton SQLMor eResul t s returned SQL_ERROCR, instead of
SQL_NO _DATA as required by the ODBC specification. (Bug #16101282, Bug #67920)

Connector/ODBC used the “;” character instead of a null byte (“\0”) to terminate keyword-value pairs in
attribute strings. (Bug #15940689, Bug #66548)

When using the Unicode-enabled version of the Connector/ODBC driver to connect to any MySQL
server of version 5.5.2 or older, all statements failed with the error message “Server does not support 4-
byte encoded UTF8 characters.” (Bug #14838690, Bug #67428)

The configured values of a DSN's parameters overrode the values provided through the connection
string, instead of the other way round. (Bug #11760574, Bug #52996)

Changes in MySQL Connector/ODBC 5.2.5 (2013-05-02, General Availability)

» Functionality Added or Changed

» Bugs Fixed

Functionality Added or Changed

 Clear text authentication to MySQL servers is now supported by Connector/ODBC. The support is

controlled by the new Enabl e Cl eartext Authenti cati on connection option (with the flag name
ENABLE_CLEARTEXT_PLUG N). (Bug #16445091)

Bugs Fixed

» A data connection could not be opened in Microsoft Word 2010 for mail merges that attempted to use an

ODBC DSN. (Bug #16526604, Bug #63844)

The query_print () function could cause a serious error on 32-bit systems due to a 32-bit / 64-bit
mismatch in its return value. This error could occur when logging was enabled, for example when using
configuration settings such as:

[Driver]
opti on=524292

(Bug #16367440, Bug #68201)

Trailing zeros for the fractional part of the second for dat et i me and t i mest anp values were not
removed for MySQL server version 5.5 or earlier, which do not support fractional second. (Bug
#16294197, Bug #65418)

Microsoft Access could experience a severe error when updating a Bl T column in view representing a
MySQL table, for example through the datasheet interface. (Bug #16287859, Bug #68243)

When binding text data to a numeric or decimal field with SQLBi ndPar anet er , Connector/ODBC
always used the system locale to determine the thousands and decimal separators. This resulted

in errors when, for example, a decimal separator in a number expressed in the British or American
notation (*.”) is treated as a thousands separator and removed during the binding because Connector/
ODBC was running on a non-English OS. To avoid the error, this fix makes Connector/ODBC use the
comma (“,") as the thousands separator and the period (“.") as the decimal separator for binding if the
FLAG NO LOCALE connection option is set; if the option is not set, Connector/ODBC continues to

follow the system locale in interpreting and binding the numbers. (Bug #11766369, Bug #59469)
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Changes in MySQL Connector/ODBC 5.2.4 (2013-02-05, General Availability)

This release fixes any bugs encountered since Connector/ODBC 5.2.3. Its main focus is on compatibility
with the latest features of MySQL 5.6.

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» The following reserved words were added to the list returned by the SQLGet | nf o() ODBC function, for
compatibility with the latest MySQL 5.6 syntax:

o GET

| O AFTER GTI DS
« 1 O_BEFORE_GTI DS
« MASTER_BI ND

« ONE_SHOT

PARTI TI ON

SQL_AFTER_GTI DS
+ SQL_BEFORE_GTI DS
(WL #6704)

» The new connection option can_handl e_exp_pwd indicates that your application includes error-
handling logic to deal with the error code for an expired password. See Connector/ODBC Connection
Parameters for the details of this connection option and the associated SQL state and native error code.
See ALTER USER Statement for details about password expiration for MySQL server accounts.

This new option is added to the Windows GUI, through a check box Can Handle Expired Password on
the Connection tab of the Details dialog. (WL #6786)

Bugs Fixed

* When a column with type Tl NYTEXT, TEXT, MEDI UMTEXT, or LONGTEXT was retrieved from a table with
a binary collation, the text fields were converted to a hexadecimal representation, even though these
values were not really BLOBs. The unnecessary conversion could expand the data, causing overflow
problems when storing the result values. (Bug #11746572, Bug #27282)

Changes in MySQL Connector/ODBC 5.2.3 (2013-01-04, General Availability)
This release fixes any bugs encountered since Connector/ODBC 5.2.2.
Bugs Fixed

« Insert operations could fail if the inserted values contained any bit fields, mapped to table columns
declaredas bit (1):

Data too long for colum 'col um_nane'
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(Bug #15997361, Bug #67702)

» Compilation failure was observed for dri ver/ hanl de. ¢ on the Oracle Linux platform. This was due to
the use of the function bzer o() , which could cause problems on some platforms. This fix replaces the
bzero() call withanmenset () call. (Bug #15939629)

e The i s_m ni mum ver si on function could return an incorrect result in some cases where the difference
was in the third component of the release number. (Bug #15926340)

« An application making extensive use of prepared statements could encounter an error:

Can't create nore than
max_prepared_stnt _count statenments (current val ue: 16382)

The issue occurred even if SQLFr eeSt nt () calls were used. The Prepar ed_st nt _count value grew
until it exceeded the internal limit. A workaround was to disable server-side prepared statements. (Bug
#14812778, Bug #67340)

e The symbols SQLI nstal | Dri ver Ex, SQLI nstal | Dri ver ExXW and SQLRenoveDr i ver Wwere
exported, causing incompatibility with some commercial ODBC packages such as DataDirect ODBC,
and making Connector/ODBC dependent on the uni xODBCllibrary | i bodbci nst . so. 1. This issue was
first observed in Connector/ODBC 5.1.8. (Bug #11766724, Bug #59900)

» On a 64-bit system, calls to the SQLBi ndCol function using indicator variables (through the last
parameter) could return incorrect results. (Bug #11766437, Bug #59541)

Changes in MySQL Connector/ODBC 5.2.2 (2012-09-20, General Availability)

This is the first GA release for the Connector/ODBC 5.2.x series. Now the available downloads include
both a Unicode driver and an ANSI driver based on the same modern codebase. Server-side stored
procedures are enabled by default.

» Functionality Added or Changed

» Bugs Fixed

Functionality Added or Changed

» The download page now offers choices of a Unicode driver or an ANSI driver. Now users can get an
ANSI driver with the combination of high performance and the latest standard-compliant behavior, rather
than staying on the older 3.51 codebase.

» Server-side prepared statements are now enabled by default. To revert to the former behavior, using
client-side emulation for prepared statemnts, specify the NO_SSPS option when configuring the DSN.
(WL #5849)

» The implementation of the SQLBiI ndPar anet er () function was enhanced to support “out” and
“inout” parameters when calling stored procedures. Designate the bind parameters intended to
hold output values from stored procedures using the type specifiers SQL_ PARAM OUTPUT or
SQ._PARAM | NPUT_QUTPUT.

Note
@ Currently, the support for “out” and “inout” parameters does not apply to
LONGTEXT and LONGBLOB columns.

(WL #6116)
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Bugs Fixed

» Improved error handling for bad input data, such as an incorrect SQLSet Connect At t r length. This fix
improves reliability in cases such as an ANSI application using a Unicode driver. (Bug #14620420)

» The string returned by the SQLNat i veSqgl function was not null-terminated as it should be. (Bug
#14559721)

» After executing a stored procedure returning a combination of resultsets and OUT parameters,
Connector/ODB would be disconnected from the server. The issue occurred after fetching the result sets
and executing a subsequent query. (Bug #14512187)

» Specifying certain values for the CHARSET option in the connection string could cause a serious error
when a query was executed. (Bug #14363601)

Changes in MySQL Connector/ODBC 5.2.1 (2012-08-10, Beta)

This is a beta release for the Connector/ODBC 5.2.x series. Now the available downloads include both a
Unicode driver and an ANSI driver based on the same modern codebase. Server-side stored procedures
are enabled by default.

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed
 Built against the MySQL server 5.5.27 client library.
» Support of | NOUT and OUT parameters. (WL #6116)

* Driver prepares statements on server.
Bugs Fixed
» Close proximity issue when handling OS signals in myodbc. (Bug #14303803)

» Several catalog or info functions could raise an incorrect error St ri ng data, right
t r uncat ed when only partial information was requested. For example, if the application cal | ed
SQLDescri beCol (hstnt, Col Number, Col Nane, BufferlLen, ....), butdid notwantthe
column name (Col Nane == NULL and Buf f er Len == 0). SQL_SUCCESS W TH_| NFOcould also be
returned rather than the correct value SQ._ SUCCESS. This issue affected many ADO, DAO, and other
applications.

Affected functions include:
Spurious error and incorrect return code:

SQLDescri beCol
SQLDescri beCol A
SQLDescri beCol W
SQLGet | nf 0A
SQLGet | nf oW

I ncorrect return code:

SQ.Col Attribute
SQ.Col AttributeW
SQLCGet Connect At tr
SQ.CGet Connect Attr W
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SQLGet Cur sor Nane
SQ.Get Cur sor NamreW
SQ.CGet | nfo

SQLCGet | nf oW
SQLNat i veSql

SQLNat i veSgl W

(Bug #14285620)
Long table names crash OBDC driver. (Bug #14085211, Bug #65200)

Changes in MySQL Connector/ODBC Version 5.1
Changes in MySQL Connector/ODBC 5.1.14 (Not yet released)

Version 5.1.14 has no release notes, or they have not been published because the product version has not
been released.

Changes in MySQL Connector/ODBC 5.1.13 (2013-10-16)

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Added a lock in the ENV structure against simultaneous accesses to an environment handle's connection
list, in order to avoid memory access issues that might occur when multiple threads share the same
environment handle. (Bug #17240611, Bug #69864)

Clear text authentication to MySQL servers is now supported by Connector/ODBC. The support is
controlled by the new Enabl e Cl eartext Authenticati on connection option (with the flag name
ENABLE CLEARTEXT PLUG N). (Bug #16445091)

Bugs Fixed

The exit condition fora f or loopinstringutil . c ischanged to avoid a possible out-of-bounds error
and the associated reports by Valgrind. (Bug #17397596, Bug #64105)

Microsoft Visual Studio 2010 crashed when reading rows from any table in Server Explorer with
connections to DSNs made by Connector/ODBC. (Bug #17304031, Bug #69950)

When trying to create a linked server in Micrsoft SQL Server 2008 to a MySQL server set up with
Connector/ODBC as a DSN, the Microsoft SQL Server (if it is a 64-bit version) crashed or the linked
server suffered a catastrophic failure (if a 32-bit version of the Microsoft SQL Server is used). (Bug
#16604346, Bug #63386)

A data connection could not be opened in Microsoft Word 2010 for mail merges that attempted to use an
ODBC DSN. (Bug #16526604, Bug #63844)

Trailing zeros for the fractional part of the second for dat et i me and t i nest anp values were not
removed for MySQL server version 5.5 or earlier, which do not support fractional second. (Bug
#16294197, Bug #65418)

Connector/ODBC used the “;” character instead of a null byte (*\0”) to terminate keyword-value pairs in
attribute strings. (Bug #15940689, Bug #66548)

The configured values of a DSN's parameters overrode the values provided through the connection
string, instead of the other way round. (Bug #11760574, Bug #52996)
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Changes in MySQL Connector/ODBC 5.1.12 (2013-02-05)

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

The following reserved words were added to the list returned by the SQLGet | nf o() ODBC function, for
compatibility with the latest MySQL 5.6 syntax:

o CGET

| O_AFTER_GTI DS
« 1 O_BEFORE_GTI DS

MASTER_BI ND

ONE_SHOT

PARTI TI ON

SQL_AFTER GTI DS
+ SQL_BEFORE_GTI DS
(WL #6704)

The new connection option can_handl e_exp_pwd indicates that your application includes error-
handling logic to deal with the error code for an expired password. See Connector/ODBC Connection
Parameters for the details of this connection option and the associated SQL state and native error code.
See ALTER USER Statement for details about password expiration for MySQL server accounts.

This new option is added to the Windows GUI, through a check box Can Handle Expired Password on
the Connection tab of the Details dialog. (WL #6786)

Bugs Fixed

The string returned by the SQLNat i veSql function was not null-terminated as it should be. (Bug
#14559721)

Specifying certain values for the CHARSET option in the connection string could cause a serious error
when a query was executed. (Bug #14363601)

If multiple statements were called using the same statement handle, SQ_Col unms and possibly other
catalog functions could return wrong results. Some field length values were not reset in the descriptor
records. The issue occurred even if the statement handle was closed with SQL_ CL OSE between the
statements. (Bug #14338051)

If an application received a SI GPI PE signal, then another SI GPI PE signal immediately after (before the
first signal handler was finished), the application could terminate rather than handling the second signal.
(Bug #14303803)

Several catalog or info functions could raise an incorrect error St ri ng data, right

t r uncat ed when only partial information was requested. For example, if the application cal | ed
SQLDescri beCol (hstnt, Col Nunmber, Col Nane, BufferlLen, ....), butdid notwantthe
column name (Col Nane == NULL and Buf f er Len == 0). SQL_SUCCESS W TH_| NFOcould also be
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returned rather than the correct value SQL_ SUCCESS. This issue affected many ADO, DAO, and other
applications.

Affected functions include:
Spurious error and incorrect return code:

SQLDescri beCol
SQLDescri beCol A
SQLDescri beCol W
SQLGet | nf 0A
SQLGet | nf oW

I ncorrect return code:

SQ.Col Attribute
SQ.Col AttributeW
SQLCGet Connect At tr
SQLCet Connect Attr W
SQLCet Cur sor Name
SQLCet Cur sor NaneW
SQLGet I nfo

SQLGet | nf oW

SQ.Nat i veSql

SQ.Nat i veSqgl W

(Bug #14285620)

» Calling the SQLTabl es function with a very long database or table hame could cause a serious error.
This fix allows the SQLTabl es function to accept database and table names with the maximum length of
64 characters. (Bug #14085211)

e The symbols SQLI nst al | Dri ver Ex, SQLI nstal | Dri ver ExXW and SQLRenoveDr i ver Wwere
exported, causing incompatibility with some commercial ODBC packages such as DataDirect ODBC,
and making Connector/ODBC dependent on the uni xCDBC library | i bodbci nst . so. 1. This issue was
first observed in Connector/ODBC 5.1.8. (Bug #11766724, Bug #59900)

» On a 64-bit system, calls to the SQLBi ndCol function using indicator variables (through the last
parameter) could return incorrect results. (Bug #11766437, Bug #59541)

* When a column with type TI NYTEXT, TEXT, MEDI UMIEXT, or LONGTEXT was retrieved from a table with
a binary collation, the text fields were converted to a hexadecimal representation, even though these
values were not really BLOBs. The unnecessary conversion could expand the data, causing overflow
problems when storing the result values. (Bug #11746572, Bug #27282)

Changes in MySQL Connector/ODBC 5.1.11 (2012-04-30)
« Functionality Added or Changed
« Bugs Fixed

Functionality Added or Changed

« A new connection option, pr ef et ch, allows applications to scroll through large query result sets, N
records at a time. See Connector/ODBC Connection Parameters for details. (WL #6211)

Bugs Fixed

e The SQLTabl es() function did not return the catalog correctly if the wildcard or SQL_ALL CATALOGS
was used. (Bug #13914518)
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 Fractional seconds part of timestamp was ignored in prepared statements that use SQLBi ndPar anet er
and SQL_C TI MESTAMNP type. For example, a prepared query comparing two timestamp values that only
differed in the fractional part would consider the values identical. (Bug #12767761, Bug #60648)

e Thefracti on memberin SQL_TI MESTAMP_STRUCT was always set to 0 when a timestamp was
retrieved using SQLGet Dat a() . The fix causes the f r act i on member to be correctly set, with a
value representing nanoseconds. This issue did not occur when a result was retrieved as a string
(SQLGet Dat a() with SQL_C CHAR). (Bug #12767740, Bug #60646)

« On Windows platforms, some memory was leaked on each connection attempt due to an incorrect
response to a SQLGet Di agRec() call. (Bug #11766029, Bug #59059)

Changes in MySQL Connector/ODBC 5.1.10 (2012-02-02)

Bugs Fixed
» SQLFet ch has to return error if indicator pointer is NULL for NULL value. (Bug #13542600)
* In some cases, a TI MESTAMP field could be described as SQL_NO NULLS. (Bug #13532987)

A failure on one statement causes another statement to fail. (Bug #13097201, Bug #62657)

Changes in MySQL Connector/ODBC 5.1.9 (2011-10-06)

Only the source code and Windows binaries are available with this release.

The 64-bit MSI installer no longer contains 32-bit and 64-bit builds of the driver, like it did in previous
versions. It now only includes 64-bit support.

* Pluggable Authentication Notes
» Bugs Fixed
Pluggable Authentication Notes

» The binaries for this distribution of Connector/ODBC can now connect to MySQL server accounts
that use the PAM or Windows Native Authentication Plugins for authentication. See PAM Pluggable
Authentication, and Windows Pluggable Authentication. These capabilities result from linking the
Connector/ODBC binaries against the MySQL 5.5.16 | i brrysqgl cl i ent rather than the MySQL 5.1
I'i bmysqgl cl i ent used previously. The newer | i brrysqgl cl i ent includes the client-side support
needed for the server-side PAM and Windows authentication plugins.

Bugs Fixed

» Some catalog functions (such as SQ.Col unms(), SQLSt ati stics(), and SQLPri maryKeys())
would only return one row, when called after pre-execution failed. (Bug #12824839)

» The CLI installer script nysql odbc-i nst al | er was missing documentation about how to configure the
optional data source parameters. (Bug #12810058)

e Thelnstall. bat script contained leftover 3. 51 information, and did not properly install the 5. 1
Connector/ODBC connector. (Bug #12781039)

» With the option char set =cp1251 specified in the connection string, the results could be returned as
CP1251 or as UTF8 depending on the query. For example, these queries could give results in different
code pages:
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select if(1=1,'string in cpl251 code page',0) as 'string in cpl251 code page';
select 'string in cpl251 code page' as 'string in cpl251 code page';

(Bug #11765110, Bug #58038)

An off-by-one error, where sqgl wchar chr might read one SQLWCHAR after the end of a string. (Bug
#61586)

SQLExecut e would return SQL_SUCCESS W TH_| NFOinstead of SQL_ ERROR, when column parameter
binding was enabled. (Bug #59772)

The Connector/ODBC driver did not call nysql _t hread _end() when a thread ended, which caused
error messages like: Error in ny_thread global _end(): 1 threads didn't exit.(Bug
#57727)

When using Connector/ODBC to fetch data, ifanet _wite_ tineout condition occurred, the operation
returned the standard "end of data" status, rather than an error. (Bug #39878)

MS Access fields with VARCHAR NOT NULL columns could not be altered. (Bug #31067)

Changes in MySQL Connector/ODBC 5.1.8 (2010-11-07)

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Documentation in . CHMand . HLP format has been removed from the distribution. (Bug #56232)

Bugs Fixed

For some procedure and parameter combinations SQLPr ocedur eCol unms() did not work correctly.
For example, it could not return records for an existing procedure with correct parameters supplied.

Further, it returned incorrect data for column 7, TYPE_NANME. For example, it returned VARCHAR( 20)
instead of VARCHAR. (Bug #57182)

The Connector/ODBC MSI installer did not set the | nst al | Locat i on value in the Microsoft Windows
registry. (Bug #56978)

In bulk upload mode, SQLExecut e would return SQL_ SUCCESS, even when the uploaded data
contained errors, such as primary key duplication, and foreign key violation. (Bug #56804)

SQLDescri beCol and SQLCol Attri but e could not be called before SQLExecut e, if the query was
parameterized and not all parameters were bound.

Note, MSDN states that “For performance reasons, an application should not call SQLCol Attri but e/
SQLDescr i beCol before executing a statement.” However, it should still be possible to do so if
performance reasons are not paramount. (Bug #56717)

When SQLNunResul t Col s() was called between SQLPr epar e() and SQLExecut e() the driver ran
SET @®ql _sel ect _|i m t=1, which limited the resultset to just one row. (Bug #56677)

After installing Connector/ODBC, the system DSN created could not be configured or deleted. An error
dialog was displayed, showing the error message “Invalid attribute string”.
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In this case the problem was due to the fact that the driver could not parse the NULL-separated
connection string. (Bug #56233)

When used after a call to SQLTabl es(), SQLRowCount () did not return the correct value. (Bug
#55870)

When attempting to install the latest Connector/ODBC 5.1.6 on Windows using the MSI, with an existing
5.1.x version already installed, the following error was generated:

Anot her version of this product is already installed. |Installation of this version
cannot continue. To configure or renopve the existing version of this product, use
Add/ Renove Prograns on the Control Panel

Also, the version number displayed in the ODBC Data Source Administrator/Drivers tab did not get
updated when removing or installing a new version of 5.1.x. (Bug #54314)

Changes in MySQL Connector/ODBC 5.1.7 (2010-08-24)

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Connector/ODBC has been changed to support the CLI ENT_| NTERACTI VE flag. (Bug #48603)

Bugs Fixed

SQLCol Attri but e( SQL_DESC PRECI SI ON. . .) function returned incorrect results for type identifiers
that have a negative value:

#def i ne SQL_LONGVARCHAR
#def i ne SQL_BI NARY
#def i ne SQL_VARBI NARY
#def i ne SQL_LONGVARBI NARY
#defi ne SQL_BI G NT
#defi ne SQL_TI NYI NT
#define SQL_BIT

-1) returned 4294967295
-2) returned 4294967294
-3) returned 4294967293
returned 4294967292
-5) returned 4294967291
-6) returned 4294967290
-7) returned 4294967289

A~~~ A~~~
'
~

They were returned as 32-bit unsigned integer values. This only happened on 64-bit Linux. (Bug #55024)

SQLCol Attri but e for SQL_DESC OCTET_LENGTH returned length including terminating null byte. It
should not have included the null byte. (Bug #54206)

The SQLCol umms function returned the incorrect transfer octet length into the column BUFFER _LENGTH
for DECI VAL type. (Bug #53235)

SQLFor ei gnKeys() did not return the correct information. The list of foreign keys in other tables should
not have included foreign keys that point to unique constraints in the specified table. (Bug #51422)

When executing the SQLPr ocedur eCol unms() ODBC function, the driver reported the following error:
MySQ. server does not provide the requested information
(Bug #50400)

In contrast to all other ODBC catalog functions SQLTabl ePri vi | eges required the user to have
SELECT privilege on MySQL schemata, otherwise the function returned with an error:
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SQ. Error. Native Code: 1142, SQ.State: HYO00, Return Code: -1

[ MySQL] [ODBC 5.1 Driver][nysqgld-5.0.67-community-nt] SELECT command deni ed to user
‘repadmin' @Il ocal host' for table 'tables_priv'

[Error][SQ. Error] Error executing SQ.Tabl ePrivileges for object cat: nyrep, object Nane:
XXXXXXXXXX

(Bug #50195)

Connector/ODBC manually added a LI M T clause to the end of certain SQL statements, causing errors
for statements that contained code that should be positioned after the LI M T clause. (Bug #49726)

If NO_ BACKSLASH ESCAPES mode was used on a server, escaping binary data led to server query
parsing errors. (Bug #49029)

Bulk upload operations did not work for queries that used parameters. (Bug #48310)

Retrieval of the current catalog at the moment when a connection was not ready, such as when the
connection had been broken or when not all pending results had been processed, resulted in the
application crashing. (Bug #46910)

Describing a view or table caused SQLPr epar e to prefetch table data. For large tables this created an
intolerable performance hit. (Bug #46411)

If an application was invoked by the root user, SQLDr i ver Connect () was not able to use the
username and password in the connection string to connect to the database. (Bug #45378)

Calling SQLCol At tri but e on a date column did not set SQL_DESC _DATETI MVE_| NTERVAL _CODE.
SQLCol Attri but e returned SQL_SUCCESS but the integer passed in was not set to SQL_CODE_DATE.
(Bug #44576)

Conversions for many types were missing from the file dri ver /i nf 0. c. (Bug #43855)

The SQLTabl es() function required approximately two to four minutes to return the list of 400 tables in
a database. The SHOW TABLE STATUS query used by SQLTabl es() was extremely slow for InnoDB
tables with a large number of rows because the query was calculating the approximate number of rows
in each table. Further, the results could not be cached due to non-deterministic nature of the result set
(the row count was re-calculated every time), impacting performance further. (Bug #43664)

Executing SQLFor ei gnKeys to get imported foreign keys for tables took an excessively long time. For
example, getting imported foreign keys for 252 tables to determine parent/child dependencies took about
3 minutes and 14 seconds for the 5.1.5 driver, whereas it took 3 seconds for the 3.5x.x driver. (Bug
#39562)

SQLDescri beCol returned incorrect column definitions for SQLTabl es result. (Bug #37621)
When opening ADO. Recor dset from Microsoft Access 2003, a run-time error occurred:
ErrNo: -2147467259 ErrMessage: Data provider or other service returned an E_FAIL status
(Bug #36996)

SQLPr i mar yKeysWreturned mangled strings for table name, column name and primary key name.
(Bug #36441)

On Windows, the SOCKET parameter to the DSN was used as the named pipe name to connect to. This
was not exposed in the Windows setup GUI. (Bug #34477)

Connector/ODBC returned a value of zero for a column with a nonzero value. This happened when the
column had a data type of Bl T, and any numeric type was used in SQLBi ndCol . (Bug #32821)
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« Option for handling bad dates was not available in the GUI. (Bug #30539)

Changes in MySQL Connector/ODBC 5.1.6 (2009-11-09)

* Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» Inthe MySQL Data Source Configuration dialog, an excessive number of tabs were required to navigate
to selection of a database. Connector/ODBC has been changed to make the tab order more practical,
thereby enabling faster configuration of a Data Source. (Bug #42905)

Bugs Fixed

» An error randomly occurred on Windows 2003 Servers (German language Version) serving classic ASP
scripts on 11IS6 MDAC version 2.8 SP2 on Windows 2003 SP2. The application connected to MySQL
Server 5.0.44-log with a charset of UTF-8 Unicode (utf8). The MySQL server was running on Gentoo
Linux.

The script error occurred sporadically on the following line of code:

SET nmy_conn = Server. Creat eObj ect (" ADODB. Connecti on")
ny_conn. Open ConnString <- ERROR

The connection was either a DSN or the explicit connection string:

Driver={MySQL ODBC 5.1 Driver}; SERVER=abc. abc. abc. abc; DATABASE=dbnane; Ul D=ui dnane; PA\D=pwdnane; PORT=3306;
The error occurred on connections established using either a DNS or a connection string.

When lISState and Debug Diagnostic Tool 1.0.0.152 was used to analyse the code, the following crash
analysis was generated:

MYODBC5! UTF16 TOUTF32+61 n 4640- 1242788336. dnp t he assenbly instruction at

nmyodbc5! ut f 16t out f 32+6 i n C:\ Progr anme\ MySQL\ Connect or ODBC 5. 1\ nyodbc5.dl | from MySQL AB
has caused an access viol ati on excepti on (0xC0000005) when trying to read from nenory

| ocation 0x194dd000 on thread 33

(Bug #44971)

» Connector/ODBC overwrote the query log. Connector/ODBC was changed to append the log, rather
than overwrite it. (Bug #44965)

» Connector/ODBC failed to build with MySQL 5.1.30 due to incorrect use of the data type bool . (Bug
#42120)

* Inserting a new record using SQLSet Pos did not correspond to the database name specified in the
SELECT statement when querying tables from databases other than the current one.

SQLSet Pos attempted to do the | NSERT in the current database, but finished with a SQL_ ERROR result
and “Table does not exist” message from MySQL Server. (Bug #41946)

Calling SQLDescr i beCol () with a NULL buffer and nonzero buffer length caused a crash. (Bug
#41942)

e Connector/ODBC updated some fields with random values, rather than with NULL. (Bug #41256)
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When a column of type DECI MAL containing NULL was accessed, Connector/ODBC returned a O rather
than a NULL. (Bug #41081)

In Access 97, when linking a table containing a LONGTEXT or TEXT field to a Connector/ODBC DSN, the
fields were shown as TEXT( 255) in the table structure. Data was therefore truncated to 255 characters.
(Bug #40932)

Calling SQLDr i ver Connect () with a NULL pointer for the output buffer caused a crash if
SQL_DRI VER _NOPROVPT was also specified:

SQLDri ver Connect (dbc, NULL, "DSN=nyodbc5", SQ._NTS, NULL, O, NULL, SQ._DRI VER NOPROVPT)
(Bug #40316)

Setting the ADO Recor dset decimal field value to 44.56 resulted in an incorrect value of 445600.0000
being stored when the record set was updated with the Updat e method. (Bug #39961)

The SQLTabl esWAPI gave incorrect results. For example, table name and table type were returned as
NULL rather than as the correct values. (Bug #39957)

Connector/ODBC would crash when a character set was being used on the server that was not
supported in the client, for example cp1251:

[MySQL][ODBC 5.1 Driver][nysqgld-5.0.27-conmunity-nt] Restricted data type attribute violation
The fix causes Connector/ODBC to return an error message instead of crashing. (Bug #39831)
Binding SQL_C BI T to an | NTEGER column did not work.

The sql _get dat a() function only worked correctly for BOOLEAN columns that corresponded to
SQ._C BI T buffers. (Bug #39644)

When the SQLTabl es method was called with NULL passed as the t abl enane parameter, only
one row in the r esul t set , with table name of NULL was returned, instead of all tables for the given
database. (Bug #39561)

The SQLGet | nf o() function returned 0 for SQL_ CATALOG USAGE information. (Bug #39560)

Connector/ODBC 5.1.5 was not able to connect if the connection string parameters contained spaces or
tab symbols. For example, if the SERVER parameter was specified as “SERVER= localhost” instead of
“SERVER=localhost” the following error message will be displayed:

[MySQL] [ODBC 5.1 Driver] Unknown MySQL server host ' |ocal host' (11001).
(Bug #39085)

The pointer passed to the SQLDr i ver Connect method to retrieve the output connection string length
was one greater than it should have been due to the inclusion of the NULL terminator. (Bug #38949)

Data-at-execution parameters were not supported during positioned update. This meant updating a
long text field with a cursor update would erroneously set the value to null. This would lead to the error
Col um ' col um_nane' cannot be nul | while updating the database, even when col unm_nane
had been assigned a valid nonnull string. (Bug #37649)

The SQLDr i ver Connect method truncated the Cut put Connect i onSt ri ng parameter to 52
characters. (Bug #37278)

The connection string option Enabl e Aut o-r econnect did not work. When the connection failed, it
could not be restored, and the errors generated were the same as if the option had not been selected.
(Bug #37179)
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Insertion of data into a LONGTEXT table field did not work. If such an attempt was made the
corresponding field would be found to be empty on examination, or contain random characters. (Bug
#36071)

No result record was returned for SQLCGet Typel nf o for the TI MESTAMP data type. An application would
receive the resultret urn code 100 (SQL_NO DATA FOUND) . (Bug #30626)

It was not possible to use Connector/ODBC to connect to a server using SSL. The following error was
generated:

Runtime error '-2147467259 (80004005)" :
[ MySQ.] [ODBC 3.51 Driver] SSL connection error.
(Bug #29955)

When the r ecor dSet . Updat e function was called to update an adLongVar Char field, the field was
updated but the recordset was immediately lost. This happened with driver cursors, whether the cursor
was opened in optimistic or pessimistic mode.

When the next update was called the test code would exit with the following error:
-2147467259 : Query-based update fail ed because the row to update could not be found.
(Bug #26950)

Microsoft Access was not able to read Bl G NT values properly from a table with just two columns of type
Bl G NT and VARCHAR. #DELETE appeared instead of the correct values. (Bug #17679)

Changes in MySQL Connector/ODBC 5.1.5 (2008-08-18)
Bugs Fixed

ODBC TI MESTANP string format is not handled properly by Connector/ODBC. When passing a

TI MESTAMP or DATE to Connector/ODBC, in the ODBC format: {d <date>} or {ts <timestamp>}, the
string that represents this is copied once into the SQL statement, and then added again, as an escaped
string. (Bug #37342)

The connector failed to prompt for additional information required to create a DSN-less connection from
an application such as Microsoft Excel. (Bug #37254)

SQLDri ver Connect does not return SQL_NO DATA on cancel. The ODBC documentation specifies
that this method should return SQL_NO_DATA when the user cancels the dialog to connect. The
connector, however, returns SQL_ ERROR. (Bug #36293)

Assigning a string longer than 67 characters to the Tabl eType parameter resulted in a buffer overrun
when the SQLTabl es() function was called. (Bug #36275)

The ODBC connector randomly uses logon information stored in odbc- pr of i | e, or prompts the user
for connection information and ignores any settings stored in odbc- profi | e. (Bug #36203)

After having successfully established a connection, a crash occurs when calling SQLPr ocedur es()
followed by SQLFr eeSt nt (), using the ODBC C API. (Bug #36069)

Changes in MySQL Connector/ODBC 5.1.4 (2008-04-15)
Bugs Fixed

Wrong result obtained when using sun() on adeci nal (8, 2) field type. (Bug #35920)
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The driver installer could not create a new DSN if many other drivers were already installed. (Bug
#35776)

The SQLCol At tri bute() function returned SQL_ TRUE when querying the
SQL_DESC _FI XED_PREC_SCALE ( SQ._COLUVN_MONEY) attribute of a DECI MAL column. Previously,
the correct value of SQL_ FALSE was returned; this is now again the case. (Bug #35581)

On Linux, SQLGet Di agRec() returned SQL_SUCCESS in cases when it should have returned
SQL_NO DATA. (Bug #33910)

The driver crashes ODBC Administrator on attempting to add a new DSN. (Bug #32057)

Changes in MySQL Connector/ODBC 5.1.3 (2008-03-26)

Bugs Fixed

Important Change: In previous versions, the SSL certificate would automatically be verified when
used as part of the Connector/ODBC connection. The default mode is now to ignore the verificate of
certificates. To enforce verification of the SSL certificate during connection, use the SSLVERI FY DSN
parameter, setting the value to 1. (Bug #29955, Bug #34648)

Important Change: You must uninstall previous 5.1.x editions of Connector/ODBC before installing the
new version.

Inserting characters to a UTF8 table using surrogate pairs would fail and insert invalid data. (Bug
#34672)

Installation of Connector/ODBC failed because it was unable to uninstall a previous installed version.
The file being requested would match an older release version than any installed version of the
connector. (Bug #34522)

Using Sqgl Get Dat a in combination with SQL_C WCHAR would return overlapping data. (Bug #34429)
Descriptor records were not cleared correctly when calling SQLFr eeSt nt ( SQL_UNBI ND) . (Bug #34271)

The dropdown selection for databases on a server when creating a DSN was too small. The list size now
automatically adjusts up to a maximum size of 20 potential databases. (Bug #33918)

Microsoft Access would be unable to use DBEngi ne. Regi st er Dat abase to create a DSN using the
Connector/ODBC driver. (Bug #33825)

Connector/ODBC erroneously reported that it supported the CAST() and CONVERT() ODBC functions
for parsing values in SQL statements, which could lead to bad SQL generation during a query. (Bug
#33808)

Using a linked table in Access 2003 where the table has a Bl Gl NT column as the first column in the
table, and is configured as the primary key, shows #DELETED for all rows of the table. (Bug #24535)

Updating a Recor dSet when the query involves a BLOB field failed. (Bug #19065)

The HP-UX 11.23 1A64 binary package does not include the GUI bits because of problems building Qt
on that platform.

There is no binary package for OS X on 64-bit PowerPC because Apple does not currently provide a 64-
bit PowerPC version of iODBC.

The installer for 64-bit Windows installs both the 32-bit and 64-bit driver. Please note that Microsoft does
not yet supply a 64-bit bridge from ADO to ODBC.
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Changes in MySQL Connector/ODBC 5.1.2 (2008-02-13, Beta)

MySQL Connector/ODBC 5.1.2-beta, a hew version of the ODBC driver for the MySQL database
management system, has been released. This release is the second beta (feature-complete) release of the
new 5.1 series and is suitable for use with any MySQL server version since MySQL 4.1, including MySQL
5.0, 5.1, and 6.0. (It will not work with 4.0 or earlier releases.)

Keep in mind that this is a beta release, and as with any other pre-production release, caution should be
taken when installing on production level systems or systems with critical data.

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Explicit descriptors are implemented. (Bug #32064)

A full implementation of SQLForeignKeys based on the information available from
INFORMATION_SCHEMA in 5.0 and later versions of the server has been implemented.

Changed SQL_ATTR PARANMSET _SI ZE to return an error until support for it is implemented.
Disabled MYSQL_OPT_SSL_VERI FY_SERVER_CERT when using an SSL connection.

SQLFor ei gnKeys uses | NFORVATI ON_SCHENA when it is available on the server, which enables more
complete information to be returned.

Bugs Fixed

The SSLCI PHER option would be incorrectly recorded within the SSL configuration on Windows. (Bug
#33897)

Within the GUI interface, when connecting to a MySQL server on a nonstandard port, the connection test
within the GUI failed. The issue was related to incorrect parsing of numeric values within the DSN when
the option was not configured as the last parameter within the DSN. (Bug #33822)

Specifying a nonexistent database name within the GUI dialog would result in an empty list, not an error.
(Bug #33615)

When deleting rows from a static cursor, the cursor position would be incorrectly reported. (Bug #33388)

SQLGet I nf o() reported characters for SQL_ SPECI AL_ CHARACTERS that were not encoded correctly.
(Bug #33130)

Retrieving data from a BLOB column failed within SQLGet Dat awhen the target data type was
SQL_C WCHAR due to incorrect handling of the character buffer. (Bug #32684)

Renaming an existing DSN entry would create a new entry with the new name without deleting the old
entry. (Bug #31165)

Reading a TEXT column that had been used to store UTF8 data would result in the wrong information
being returned during a query. (Bug #28617)

SQLFor ei gnKeys would return an empty string for the schema columns instead of NULL. (Bug #19923)

When accessing column data, FLAG_COLUMN_SI ZE_S32 did not limit the octet length or display size
reported for fields, causing problems with Microsoft Visual FoxPro.
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The list of ODBC functions that could have caused failures in Microsoft software when retrieving the
length of LONGBLOB or LONGTEXT columns includes:

¢ SQ.Col umms

e SQLCol Attribute
e SQ.Col Attributes
* SQLDescri beCol

e SQLSpeci al Col umms (theoretically can have the same problem)
(Bug #12805, Bug #30890)

« Dynamic cursors on statements with parameters were not supported. (Bug #11846)

» Evaluating a simple numeric expression when using the OLEDB for ODBC provider and ADO would
return an error, instead of the result. (Bug #10128)

» Adding or updating a row using SQLSet Pos() on a result set with aliased columns failed. (Bug #6157)

e The HP-UX 11.23 IA64 binary package does not include the GUI bits because of problems building Qt
on that platform.

» There is no binary package for OS X on 64-bit PowerPC because Apple does not currently provide a 64-
bit PowerPC version of iODBC.

* The installer for 64-bit Windows installs both the 32-bit and 64-bit driver. Please note that Microsoft does
not yet supply a 64-bit bridge from ADO to ODBC.

» Due to differences with the installation process used on Windows and potential registry corruption, it is
recommended that you uninstall any existing versions of Connector/ODBC 5.1.x before upgrading.

References: See also: Bug #34571.

Changes in MySQL Connector/ODBC 5.1.1 (2007-12-13, Beta)

MySQL Connector/ODBC 5.1.1-beta, a new version of the ODBC driver for the MySQL database
management system, has been released. This release is the first beta (feature-complete) release of the
new 5.1 series and is suitable for use with any MySQL server version since MySQL 4.1, including MySQL
5.0, 5.1, and 6.0. (It will not work with 4.0 or earlier releases.)

Keep in mind that this is a beta release, and as with any other pre-production release, caution should be
taken when installing on production level systems or systems with critical data.

Includes changes from Connector/ODBC 3.51.21 and 3.51.22.
Built using MySQL 5.0.52.
» Functionality Added or Changed
* Bugs Fixed
Functionality Added or Changed

* Incompatible Change: Replaced myodbc3i (how myodbc-installer) with Connector/ODBC 5.0 version.
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Incompatible Change: Removed monitor (myodbc3m) and dsn-editor (myodbc3c).
Incompatible Change: Do not permit SET NAMES in initial statement and in executed statements.

A wrapper for the SQLGet Pri vat eProfil eStringW) function, which is required for Unicode
support, has been created. This function is missing from the unixODBC driver manager. (Bug #32685)

Added MSI installer for Windows 64-bit. (Bug #31510)
Implemented support for SQLCancel (). (Bug #15601)
Added support for SQL_NUVERI C_STRUCT. (Bug #3028, Bug #24920)

Removed nonthreadsafe configuration of the driver. The driver is now always built against the threadsafe
version of libmysq]l.

Implemented native Windows setup library

Replaced the internal library which handles creation and loading of DSN information. The new library,
which was originally a part of Connector/ODBC 5.0, supports Unicode option values.

The Windows installer now places files in a subdirectory of the Pr ogr am Fi | es directory instead of the
Windows system directory.

Bugs Fixed

The SET NAMES statement has been disabled because it causes problems in the ODBC driver when
determining the current client character set. (Bug #32596)

SQLDescr i beCol Wreturned UTF-8 column as SQL_ VARCHAR instead of SQL_ VWARCHAR. (Bug
#32161)

ADO was unable to open record set using dynamic cursor. (Bug #32014)

ADO applications would not open a Recor dSet that contained a DECI MAL field. (Bug #31720)
Memory usage would increase considerably. (Bug #31115)

SQL statements are limited to 64KB. (Bug #30983, Bug #30984)

SQLSet Pos with SQL_DELETE advances dynamic cursor incorrectly. (Bug #29765)

Using an ODBC prepared statement with bound columns would produce an empty result set when called
immediately after inserting a row into a table. (Bug #29239)

ADO Not possible to update a client side cursor. (Bug #27961)
Recordset Updat e() fails when using adUseCl i ent cursor. (Bug #26985)

Connector/ODBC failed to connect to the server if the password contained certain characters, including
the semicolon and other punctuation marks. (Bug #16178)

The HP-UX 11.23 |1A64 binary package does not include the GUI bits because of problems building Qt
on that platform.

There is no binary package for OS X on 64-bit PowerPC because Apple does not currently provide a 64-
bit PowerPC version of iODBC.

The installer for 64-bit Windows installs both the 32-bit and 64-bit driver. Please note that Microsoft does
not yet supply a 64-bit bridge from ADO to ODBC.
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e Fixed SQL_ATTR_PARAM Bl ND_OFFSET, and fixed row offsets to work with updatable cursors.
* SQLSet Connect Attr () did not clear previous errors, possibly confusing SQLEr r or () .

» SQLError () incorrectly cleared the error information, making it unavailable from subsequent calls to
SQLGet Di agRec() .

e NULL pointers passed to SQLGet | nf o() could result in a crash.
 SQL_ODBC SQL CONFORMANCE was not handled by SQLGet | nf o() .

* SQLCopyDesc() did not correctly copy all records.

» Diagnostics were not correctly cleared on connection and environment handles.

» Due to differences with the installation process used on Windows and potential registry corruption, it is
recommended that you uninstall any existing versions of Connector/ODBC 5.1.x before upgrading.

References: See also: Bug #34571.

Changes in MySQL Connector/ODBC 5.1.0 (2007-09-10, Alpha)

This release is the first of the new 5.1 series and is suitable for use with any MySQL server version since
MySQL 4.1, including MySQL 5.0, 5.1, and 6.0. (It will not work with 4.0 or earlier releases.)

Keep in mind that this is a alpha release, and as with any other pre-production release, caution should
be taken when installing on production level systems or systems with critical data. Not all of the features
planned for the final Connector/ODBC 5.1 release are implemented.

Functionality is based on Connector/ODBC 3.51.20.
* Functionality Added or Changed

» Bugs Fixed

Functionality Added or Changed

» Added support for Unicode functions (SQLConnect W etc).
» Added descriptor support (SQLGet DescFi el d, SQLGet DescRec, etc).

e Added support for SQL_C WCHAR.

Bugs Fixed

e The HP-UX 11.23 IA64 binary package does not include the GUI bits because of problems building Qt
on that platform.

» There is no binary package for OS X on 64-bit PowerPC because Apple does not currently provide a 64-
bit PowerPC version of iODBC.

» There are no installer packages for Microsoft Windows x64 Edition.

» Due to differences with the installation process used on Windows and potential registry corruption, it is
recommended that you uninstall any existing versions of Connector/ODBC 5.1.x before upgrading.

References: See also: Bug #34571.
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Changes in MySQL Connector/ODBC Version 5.0
Changes in MySQL Connector/ODBC 5.0.12 (Not released)

Note
@ Development on Connector/ODBC 5.0.x has ceased. New features and functionality
will be incorporated into Connector/ODBC 5.1.

Bugs Fixed
* Inserting NULL values into a DATETI ME column from Access reports an error. (Bug #27896)

» Tables with TEXT columns would be incorrectly identified, returning an Unknown SQL type - 65535
error. (Bug #20127)

Changes in MySQL Connector/ODBC 5.0.11 (2007-01-31, Beta)
» Functionality Added or Changed
* Bugs Fixed
Functionality Added or Changed
» Added support for ODBC v2 statement options using attributes.
 Driver now builds and is partially tested under Linux with the iODBC driver manager.
Bugs Fixed
» Connection string parsing for DSN-less connections could fail to identify some parameters. (Bug #25316)
e Updates of MEMO or TEXT columns from within Microsoft Access failed. (Bug #25263)
» Transaction support has been added and tested. (Bug #25045)
* Internal function, my_set pos_del et e_i gnor e() could cause a crash. (Bug #22796)
 Fixed occasional mis-handling of the SQL_NUVERI C_Ctype.

 Fixed the binding of certain integer types.

Changes in MySQL Connector/ODBC 5.0.10 (2006-12-14, Beta)

Connector/ODBC 5.0.10 is the sixth Beta release.
 Functionality Added or Changed
» Bugs Fixed

Functionality Added or Changed

« Significant performance improvement when retrieving large text fields in pieces using SQLCGet Dat a( )
with a buffer smaller than the whole data. Mainly used in Access when fetching very large text fields.
(Bug #24876)
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Added initial unicode support in data and metadata. (Bug #24837)

» Added initial support for removing braces when calling stored procedures and retrieving result sets from
procedure calls. (Bug #24485)

Added loose handling of retrieving some diagnostic data. (Bug #15782)

Added wide-string type info for SQLGet Typel nfo().
Bugs Fixed
 Editing DSN no longer crashes ODBC data source administrator. (Bug #24675)

» String query parameters are new escaped correctly. (Bug #19078)

Changes in MySQL Connector/ODBC 5.0.9 (2006-11-22, Beta)

Connector/ODBC 5.0.9 is the fifth Beta release.
This is an implementation and testing release, and is not designed for use within a production environment.
» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed
» Added support for column binding as SQL_NUMERIC_STRUCT.
» Added recognition of SQL_C SHORT and SQL_C _TI NYI NT as C types.
Bugs Fixed
» Fixed wildcard handling of and listing of catalogs and tables in SQLTabl es.
» Added limit of display size when requested using SQLCol At tri but e/SQL_DESC DI SPLAY_SI ZE.
* Fixed buffer length return for SQLDriverConnect.
» ODBC v2 behavior in driver now supports ODBC v3 date/time types (since DriverManager maps them).
» Catch use of SQL_ATTR_PARANSET _SI ZE and report error until we fully support.
 Fixed statistics to falil if it couldn't be completed.
» Corrected retrieval multiple field types bit and blob/text.

» Fixed SQLGetData to clear the NULL indicator correctly during multiple calls.

Changes in MySQL Connector/ODBC 5.0.8 (2006-11-17, Beta)

Connector/ODBC 5.0.8 is the fourth Beta release.
This is an implementation and testing release, and is not designed for use within a production environment.
» Functionality Added or Changed

» Bugs Fixed
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Functionality Added or Changed

Also made SQL_DESC NAME only fill in the name if there was a data pointer given, otherwise just the
length.

Fixed display size to be length if max length isn’t available.

Made distinction between CHAR/BI NARY (and VAR versions).

Wildcards now support escaped chars and underscore matching (needed to link tables with underscores

in access).

Bugs Fixed

Fixed binding using SQL_C LONG.
Fixed using wrong pointer for SQL_MAX_DRI VER_CONNECTI ONS in SQLGet | nf 0.
Set default return to SQL_ SUCCESS if nothing is done for SQLSpeci al Col umms.

Fixed MDiagnostic to use correct v2/v3 error codes.

Allow SQLDescribeCol to be called to retrieve the length of the column name, but not the name itself.

Length now used when handling bind parameter (needed in particular for SQL_WCHAR) - this enables
updating char data in MS Access.

Updated retrieval of descriptor fields to use the right pointer types.

Fixed handling of numeric pointers in SQLColAttribute.

Fixed type returned for M\YSQL_TYPE_LONGto SQL_| NTEGER instead of SQL_TI NYI NT.
Fix size return from SQLDescr i beCol .

Fixed string length to chars, not bytes, returned by SQLGetDiagRec.

Changes in MySQL Connector/ODBC 5.0.7 (2006-11-08, Beta)

Connector/ODBC 5.0.7 is the third Beta release.

This is an implementation and testing release, and is not designed for use within a production environment.

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Added support for SQLSt at i sti cs to MYODBCShel | .

Improved trace/log.

Bugs Fixed

SQLBindParameter now handles SQL_C DEFAULT.

» Corrected incorrect column index within SQLSt at i sti cs. Many more tables can now be linked into MS

Access.
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» Fixed SQLDescr i beCol returning column name length in bytes rather than chars.

Changes in MySQL Connector/ODBC 5.0.6 (2006-11-03, Beta)
Connector/ODBC 5.0.6 is the second Beta release.
This is an implementation and testing release, and is not designed for use within a production environment.
» Features, Limitations, and Notes on this Release
» Bugs Fixed
Features, Limitations, and Notes on this Release
e Connector/ODBC supports both User and Syst emDSNSs.
« Installation is provided in the form of a standard Microsoft System Installer (MSI).
* You no longer have to have Connector/ODBC 3.51 installed before installing this version.
Bugs Fixed
* You no longer have to have Connector/ODBC 3.51 installed before installing this version.
e Connector/ODBC supports both User and Syst emDSNSs.

* Installation is provided in the form of a standard Microsoft System Installer (MSI).
Changes in MySQL Connector/ODBC 5.0.5 (2006-10-17, Beta)
Connector/ODBC 5.0.5 is the first Beta release.
This is an implementation and testing release, and is not designed for use within a production environment.
You no longer have to have Connector/ODBC 3.51 installed before installing this version.
Bugs Fixed

* You no longer have to have Connector/ODBC 3.51 installed before installing this version.
Changes in MySQL Connector/ODBC 5.0.3 (2006-06-20)

Bugs Fixed
» The following ODBC API functions have been added in this release:
e SQLBi ndPar anet er
+ SQLBi ndCol
« SQLBi ndCol
» SQ.Bi ndPar anet er
Changes in Connector/ODBC 5.0.2 (Never released)

Connector/ODBC 5.0.2 was an internal implementation and testing release.
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Changes in MySQL Connector/ODBC 5.0.1 (2006-06-05)

Bugs Fixed
e SQLSet DescFi el d
e SQLC oseCursor
» SQ.Get Typel nfo
« SQLExecDirect
e SQLCGet Connect Attr
» SQ.Di sconnect
e SQLCol Attribute
e SQLGetStntAttr
e SQLSet EnvAttr
e SQLExecute

» Connector/ODBC is currently limited to basic applications. ADO applications and Microsoft Office are not
supported.

* SQLFreeHandl e

» Connector/ODBC must be used with a Driver Manager.
e SQLTabl es

* SQLGet Functi ons

¢ SQLRowcount

e SQLGet Di agFi el d

* SQLConnect

e SQLCet DescRec

e SQLFreeSt nm

e SQLSet Connect Attr

* SQLCopyDesc

e SQLCGet EnvAttr

* SQ.NunResul t Col s

« SQLFetch

» Connector/ODBC 5.0 is Unicode aware.
* SQLCet Dat a

* SQLCet Di agRec

e SQLAI | ocHandl e
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SQLSet Stnt Attr
SQLGet DescFi el d
SQLPrepare

The following ODBC API functions are implemented:
 SQLAI | ocHandl e

e SQLC oseCursor

e SQLCol Attribute
¢ SQ.Col umms

e SQLConnect

e SQLCopyDesc

* SQLDi sconnect

e SQLExecDirect

¢ SQLExecute

* SQLFetch

¢ SQLFreeHandl e

e SQLFreeStnt

e SQLGet Connect Attr
e SQLGet Dat a

e SQ.CGet DescFi el d
e SQLGet DescRec

e SQLGet Di agFi el d
e SQLGet Di agRec

e SQLGet EnvAttr

e SQ.Get Functi ons
e SQLGetStntAttr

¢ SQLGet Typel nfo

¢ SQLNunResul t Col s
e SQLPrepare

¢ SQLRowcount

e SQ.Tabl es
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The following ODBC API function are implemented, but not yet support all the available attributes/
options:

e SQLSet Connect Attr
¢ SQ.Set DescFi el d

e SQLSet DescRec

e SQLSet EnvAttr

SQ.Set Stnt Attr
SQ.Col umms
SQLSet DescRec

Changes in MySQL Connector/ODBC Version 3.51

Changes in MySQL Connector/ODBC 3.51.30 (2012-02-02)
Bugs Fixed

After downgrading from Connector/ODBC 5.1 to Connector/ODBC 3.51, unrecognized names for
connection string parameters caused warning messages about unknown options. (Bug #13647492)

SQLFet ch has to return error if indicator pointer is NULL for NULL value. (Bug #13542600)
In some cases, a TI MESTAMP field could be described as SQL_NO NULLS. (Bug #13532987)
A failure on one statement causes another statement to fail. (Bug #13097201, Bug #62657)

Connector/ODBC manually added a LI M T clause to the end of certain SQL statements, causing errors
for statements that contained code that should be positioned after the LI M T clause. (Bug #49726)

Describing a view or table caused SQLPr epar e to prefetch table data. For large tables this created an
intolerable performance hit. (Bug #46411)

Changes in MySQL Connector/ODBC 3.51.29 (2011-10-04)

Pluggable Authentication Notes

Bugs Fixed

Pluggable Authentication Notes

The binaries for this distribution of Connector/ODBC can now connect to MySQL server accounts
that use the PAM or Windows Native Authentication Plugins for authentication. See PAM Pluggable
Authentication, and Windows Pluggable Authentication. These capabilities result from linking the
Connector/ODBC binaries against the MySQL 5.5.16 | i brmysql cl i ent rather than the MySQL 5.1
i brmysgl cli ent used previously. The newer | i brrysql cl i ent includes the client-side support
needed for the server-side PAM and Windows authentication plugins.

Bugs Fixed

Some catalog functions (such as SQLCol utms (), SQLSt ati stics(), and SQLPri maryKeys())
would only return one row, when called after pre-execution failed. (Bug #12824839)
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An off-by-one error, where sqgl wchar chr might read one SQLWCHAR after the end of a string. (Bug
#61586)

SQLExecut e would return SQL_SUCCESS W TH_| NFOinstead of SQL_ ERROR, when column parameter
binding was enabled. (Bug #59772)

The Connector/ODBC driver did not call nysql _t hread_end() when a thread ended, which caused
error messages like: Error in ny_thread global _end(): 1 threads didn't exit.(Bug
#57727)

MS Access fields with VARCHAR NOT NULL columns could not be altered. (Bug #31067)

Changes in MySQL Connector/ODBC 3.51.28 (2011-02-09)
Bugs Fixed

SQLCol Attribute(...SQ._DESC CASE SENSI Tl VE. . .) returned SQL_FALSE for binary types and
SQL_TRUE for the rest. It should have returned SQL_ TRUE for binary types, and SQL_FALSE for the rest.
(Bug #54212)

SQLCol Attri but e for SQL_DESC OCTET LENGTH returned length including terminating null byte. It
should not have included the null byte. (Bug #54206)

If NO_ BACKSLASH ESCAPES mode was used on a server, escaping binary data led to server query
parsing errors. (Bug #49029)

Inserting a new record using SQLSet Pos did not correspond to the database name specified in the
SELECT statement when querying tables from databases other than the current one.

SQLSet Pos attempted to do the | NSERT in the current database, but finished with a SQL_ ERROR result
and “Table does not exist” message from MySQL Server. (Bug #41946)

When using Connector/ODBC to fetch data, ifanet _wite tineout condition occurred, the operation
returned the standard "end of data" status, rather than an error. (Bug #39878)

No result record was returned for SQLGet Typel nf o for the TI MESTAMP data type. An application would
receive the resultret urn code 100 (SQ._NO DATA FOUND) . (Bug #30626)

Microsoft Access was not able to read Bl G NT values properly from a table with just two columns of type
Bl G NT and VARCHAR. #DELETE appeared instead of the correct values. (Bug #17679)

Changes in MySQL Connector/ODBC 3.51.27 (2008-11-20)
Bugs Fixed

The client program hung when the network connection to the server was interrupted. (Bug #40407)

The connection string option Enabl e Aut o-reconnect did not work. When the connection failed, it
could not be restored, and the errors generated were the same as if the option had not been selected.
(Bug #37179)

It was not possible to use Connector/ODBC to connect to a server using SSL. The following error was
generated:

Runtinme error '-2147467259 (80004005)":
[ MySQL] [ ODBC 3.51 Driver]SSL connection error.

(Bug #29955)
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Changes in MySQL Connector/ODBC 3.51.26 (2008-07-07)

» Functionality Added or Changed
* Bugs Fixed
Functionality Added or Changed

e There is a new connection option, FLAG NO Bl NARY RESULT. When set this option disables charset 63
for columns with an empty or g_t abl e. (Bug #29402)

Bugs Fixed

 When an ADOConnect i on is created and attempts to open a schema with
ADCOConnect i on. OpenSchena an access violation occurs in myodbc3. dl | . (Bug #30770)

» When SHOW CREATE TABLE was invoked and then the field values read, the result was truncated and
unusable if the table had many rows and indexes. (Bug #24131)

Changes in MySQL Connector/ODBC 3.51.25 (2008-04-11)
Bugs Fixed

e The SQLCol Attri but e() function returned SQL_TRUE when querying the
SQ._DESC FI XED PREC SCALE (SQL_COLUMN_MONEY) attribute of a DECI MAL column. Previously,
the correct value of SQL_FALSE was returned; this is now again the case. (Bug #35581)

» The driver crashes ODBC Administrator on attempting to add a new DSN. (Bug #32057)

* When accessing column data, FLAG _COLUMN_SI ZE S32 did not limit the octet length or display size
reported for fields, causing problems with Microsoft Visual FoxPro.

The list of ODBC functions that could have caused failures in Microsoft software when retrieving the
length of LONGBLOB or LONGTEXT columns includes:

e SQLCol ums

e SQLCol Attribute
e SQLCol Attri butes
e SQ.Descri beCol

e SQLSpeci al Col umms (theoretically can have the same problem)
(Bug #12805, Bug #30890)

Changes in MySQL Connector/ODBC 3.51.24 (2008-03-14)
Bugs Fixed

» Security Enhancement: Accessing a parameter with the type of SQL_C CHAR, but with a numeric
type and a length of zero, the parameter marker would get stripped from the query. In addition, an SQL
injection was possible if the parameter value had a nonzero length and was not numeric, the text would
be inserted verbatim. (Bug #34575)

« Important Change: In previous versions, the SSL certificate would automatically be verified when
used as part of the Connector/ODBC connection. The default mode is now to ignore the verificate of
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certificates. To enforce verification of the SSL certificate during connection, use the SSLVERI FY DSN
parameter, setting the value to 1. (Bug #29955, Bug #34648)

* When using ADO, the count of parameters in a query would always return zero. (Bug #33298)

» Using tables with a single quote or other nonstandard characters in the table or column names through
ODBC failed. (Bug #32989)

* When using Crystal Reports, table and column names would be truncated to 21 characters, and
truncated columns in tables where the truncated name was the duplicated would lead to only a single
column being displayed. (Bug #32864)

* SQLExt endedFet ch() and SQLFet chScr ol | () ignored the rowset size if the Don't cache
resul t DSN option was set. (Bug #32420)

» When using the ODBC SQL_TXN_READ COVM TTED option, 'dirty' records would be read from tables as
if the option had not been applied. (Bug #31959)

* When creating a System DSN using the ODBC Administrator on Mac OS X, a User DSN would be
created instead. The root cause is a problem with the iODBC driver manager used on OS X. The fix
works around this issue.

Note
@ ODBC Administrator may still be unable to register a System DSN unless the /
Li brary/ ODBC/ odbc. i ni file has the correct permissions. You should ensure
that the file is writable by the adni n group.
(Bug #31495)

e Calling SQLFet ch or SQLFet chScr ol | would return negative data lengths when using SQL_C WCHAR.
(Bug #31220)

» SQLSet Par an() caused memory allocation errors due to driver manager's mapping of deprecated
functions (buffer length -1). (Bug #29871)

 Static cursor was unable to be used through ADO when dynamic cursors were enabled. (Bug #27351)

e Using connecti on. Execut e to create a record set based on a table without declaring the cmd option
as adCndTabl e will fail when communicating with versions of MySQL 5.0.37 and higher. The issue
is related to the way that SQLSTATE is returned when ADO tries to confirm the existence of the target
object. (Bug #27158)

» Updating a Recor dSet when the query involves a BLOB field failed. (Bug #19065)

» With some connections to MySQL databases using Connector/ODBC, the connection would mistakenly
report 'user cancelled' for accesses to the database information. (Bug #16653)

Changes in MySQL Connector/ODBC 3.51.23 (2008-01-09)

Bugs Fixed

» Connector/ODBC would incorrectly return SQL_ SUCCESS when checking for distributed transaction
support. (Bug #32727)

» When using unixODBC or directly linked applications where the thread level is set to less than 3 (within
odbci nst . i ni ), a thread synchronization issue would lead to an application crash. This was because
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SQLAI | ocSt nt () and SQLFreeSt nt () did not synchronize access to the list of statements associated
with a connection. (Bug #32587)

Cleaning up environment handles in multithread environments could result in a five (or more) second
delay. (Bug #32366)

Renaming an existing DSN entry would create a new entry with the new name without deleting the old
entry. (Bug #31165)

Setting the default database using the Def aul t Dat abase property of an ADO Connect i on object
failed with the error Provi der does not support this property.The SQLGet | nfo() returned
the wrong value for SQL_DATABASE NANE when no database was selected. (Bug #3780)

The HP-UX 11.23 |1A64 binary package does not include the GUI bits because of problems building Qt
on that platform.

There is no binary package for OS X on 64-bit PowerPC because Apple does not currently provide a 64-
bit PowerPC version of iODBC.

There are no installer packages for Microsoft Windows x64 Edition.

Changes in MySQL Connector/ODBC 3.51.22 (2007-11-13)

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

The workaround for this bug was removed due to the fixes in MySQL Server 5.0.48 and 5.1.21.

References: This issue is a regression of: Bug #10491.

Bugs Fixed

The Engl i sh locale would be used when formatting floating point values. The Clocale is now used for
these values. (Bug #32294)

When accessing information about supported operations, the driver would return incorrect information
about the support for UNI ON. (Bug #32253)

Unsigned integer values greater than the maximum value of a signed integer would be handled
incorrectly. (Bug #32171)

The wrong result was returned by SQLGet Dat a() when the data was an empty string and a zero-sized
buffer was specified. (Bug #30958)

Added the FLAG_CCOLUMN_SI ZE_S32 option to limit the reported column size to a signed 32-bit integer.
This option is automatically enabled for ADO applications to provide a work around for a bug in ADO.
(Bug #13776)

Changes in MySQL Connector/ODBC 3.51.21 (2007-10-08)

Bugs Fixed

When using a rowset/cursor and add a new row with a number of fields, subsequent rows with fewer
fields will include the original fields from the previous row in the final | NSERT statement. (Bug #31246)
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Uninitiated memory could be used when C/ODBC internally calls SQLGet Funct i ons() . (Bug #31055)
The wrong SQL_DESC LI TERAL PREFI X would be returned for date/time types. (Bug #31009)

The wrong COLUMN_SI ZE would be returned by SQLGet Typel nf o for the TIME columns
(SQL_TYPE_TI ME). (Bug #30939)

Clicking outside the character set selection box when configuring a new DSN could cause the wrong
character set to be selected. (Bug #30568)

Not specifying a user in the DSN dialog would raise a warning even though the parameter is optional.
(Bug #30499)

SQLSet Par an() caused memory allocation errors due to driver manager's mapping of deprecated
functions (buffer length -1). (Bug #29871)

When using ADO, a column marked as AUTO_| NCREMENT could incorrectly report that the column
permitted NULL values. This was dur to an issue with NULLABLE and | S NULLABLE return values from
the call to SQLCol unms() . (Bug #26108)

Connector/ODBC would return the wrong the error code when the server disconnects the active
connection because the configured wai t _ti meout has expired. Previously it would return HY00O.
Connector/ODBC now correctly returns an SQLSTATE of 08S01. (Bug #3456)

Changes in MySQL Connector/ODBC 3.51.20 (2007-09-10)

Bugs Fixed

Using FLAG _NO_PROVPT doesn't suppress the dialogs normally handled by SQLDr i ver Connect . (Bug
#30840)

The specified length of the user name and authentication parameters to SQLConnect () were not being
honored. (Bug #30774)

The wrong column size was returned for binary data. (Bug #30547)

SQLCGet Dat a() will now always return SQL_NO DATA FOUND on second call when no data left, even if
requested size is 0. (Bug #30520)

SQLGet Connect At t r () did not reflect the connection state correctly. (Bug #14639)

Removed check box in setup dialog for FLAG_FI ELD_LENGTH (identified as Don' t Opti m ze
Col umm W dt h within the GUI dialog), which was removed from the driver in 3.51.18.

Changes in MySQL Connector/ODBC 3.51.19 (2007-08-10)

Connector/ODBC 3.51.19 fixes a specific issue with the 3.51.18 release. For a list of changes in the
3.51.18 release, see Changes in MySQL Connector/ODBC 3.51.18 (2007-08-08).

Functionality Added or Changed

Because of Bug #10491 in the server, character string results were sometimes incorrectly identified as
SQL_VARBI NARY. Until this server bug is corrected, the driver will identify all variable-length strings as
SQ._ VARCHAR.

References: This issue is a regression of: Bug #10491.
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Changes in MySQL Connector/ODBC 3.51.18 (2007-08-08)

» Functionality Added or Changed
* Bugs Fixed
Functionality Added or Changed
* Incompatible Change: The FLAG_DEBUG option was removed.

» When connecting to a specific database when using a DSN, the system tables from the nysql database
are no longer also available. Previously, tables from the mysqgl database (catalog) were listed as SYSTEM
TABLES by SQLTabl es() even when a different catalog was being queried. (Bug #28662)

« Installed for OS X has been reinstated. The installer registers the driver at a system (not user) level and
makes it possible to create both user and system DSNs using the Connector/ODBC driver. The installer
also fixes the situation where the necessary drivers would bge installed local to the user, not globally.
(Bug #15326, Bug #10444)

» Connector/ODBC now supports batched statements. To enable cached statement support, you must
switch enable the batched statement option (FLAG MULTI _STATEMENTS, 67108864, or Allow multiple
statements within a GUI configuration). Be aware that batched statements create an increased chance
of SQL injection attacks and you must ensure that your application protects against this scenario. (Bug
#7445)

» The SQL_ATTR _ROW BI ND_OFFSET_PTR s now supported for row bind offsets. (Bug #6741)

e The TRACE and TRACEFI LE DSN options have been removed. Use the ODBC driver manager trace
options instead.

Bugs Fixed

* When using a table with multiple TI MESTAMP columns, the final TI MESTAMP column within the table
definition would not be updatable. Note that there is still a limitation in MySQL server regarding multiple
TI MESTAMP columns. (Bug #30081)

References: See also: Bug #9927.

* Fixed an issue where the myodbc3i would update the user ODBC configuration file (~/ Li brary/
ODBC/ odbci nst . i ni ) instead of the system / Li br ary/ CDBC/ odbci nst . i ni . This was caused
because myodbc3i was not honoring the s and u modifiers for the - d command-line option. (Bug
#29964)

» Getting table metadata (through the SQLCol urms() failed, returning a bad table definition to calling
applications. (Bug #29888)

» DATETI ME column types would return FALSE in place of SQL_ SUCCESS when requesting the column
type information. (Bug #28657)

* The SQL_COLUMN_TYPE, SQL_COLUMN_DI SPLAY and SQL_COLUMN_PRECI SI ON values would
be returned incorrectly by SQLCol umms( ), SQLDescri beCol () and SQLCol Attri bute() when
accessing character columns, especially those generated through concat () . The lengths returned
should now conform to the ODBC specification. The FLAG_FI ELD LENGTH option no longer has any
affect on the results returned. (Bug #27862)

« Obtaining the length of a column when using a character set for the connection of ut f 8 would result in
the length being returned incorrectly. (Bug #19345)
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e The SQLCol unmms() function could return incorrect information about TI MESTAMP columns, indicating
that the field was not nullable. (Bug #14414)

» The SQLCol utms() function could return incorrect information about AUTO | NCREMENT columns,
indicating that the field was not nullable. (Bug #14407)

» A binary package without an installer is available for Microsoft Windows x64 Edition. There are no
installer packages for Microsoft Windows x64 Edition.

» There is no binary package for OS X on 64-bit PowerPC because Apple does not currently provide a 64-
bit PowerPC version of iODBC.

e Bl T(n) columns are now treated as SQL_BI T data where n = 1 and binary data wheren > 1.
» The wrong value from SQL_DESC LI TERAL SUFFI X was returned for binary fields.
e The SQL_DATETI ME_SUB column in SQLColumns() was not correctly set for date and time types.

e The value for SQL_DESC FI XED PREC SCALE was not returned correctly for values in MySQL 5.0 and
later.

» The wrong value for SQL_DESC_TYPE was returned for date and time types.

* SQLConnect () and SQLDri ver Connect () were rewritten to eliminate duplicate code and ensure all
options were supported using both connection methods. SQLDr i ver Connect () now only requires the
setup library to be present when the call requires it.

» Binary packages as disk images with installers are now available for OS X.
 Binary packages for Sun Solaris are now available as PKG packages.

» The wrong value for DECI MAL_DI G TS in SQLCol umms( ) was reported for FLOAT and DOUBLE fields,
as well as the wrong value for the scale parameter to SQLDescr i beCol (), and the SQL_DESC SCALE
attribute from SQLCol Attri bute().

e The SQL_DATA TYPE column in SQLCol unms() results did not report the correct value for date and
time types.

e The HP-UX 11.23 IA64 binary package does not include the GUI bits because of problems building Qt
on that platform.

» Binary packages for Sun Solaris are now available as PKG packages.
» Binary packages as disk images with installers are now available for OS X.

» A binary package without an installer is available for Microsoft Windows x64 Edition. There are no
installer packages for Microsoft Windows x64 Edition.

Changes in MySQL Connector/ODBC 3.51.17 (2007-07-14)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

« Itis now possible to specify a different character set as part of the DSN or connection string. This must
be used instead of the SET NAMES statement. You can also configure the character set value from the
GUI configuration. (Bug #9498, Bug #6667)
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Fixed calling convention ptr and wrong free in nyodbc3i , and fixed the null terminating (was only one,
not two) when writing DSN to string.

Dis-allow NULL ptr for null indicator when calling SQLGetData() if value is null. Now returns
SQL_ERROR w/state 22002.

The setup library has been split into its own RPM package, to enable installing the driver itself with no
GUI dependencies.

Bugs Fixed

nyodbc3i did not correctly format driver info, which could cause the installation to fail. (Bug #29709)

Connector/ODBC crashed with Crystal Reports due to a problem with SQLPr ocedur es() . (Bug
#28316)

Fixed a problem where the GUI would crash when configuring or removing a System or User DSN. (Bug
#27315)

Fixed error handling of out-of-memory and bad connections in catalog functions. This might raise errors
in code paths that had ignored them in the past. (Bug #26934)

For a stored procedure that returns multiple result sets, Connector/ODBC returned only the first result
set. (Bug #16817)

Calling SQLGet Di agFi el d with RecNunber 0, Diagldentifier NOT O returned SQL_ERROR,
preventing access to diagnostic header fields. (Bug #16224)

Added a new DSN option (FLAG_ZERO DATE _TO M N) to retrieve XXXX- 00- 00 dates as the minimum
permitted ODBC date (XXXX- 01- 01). Added another option (FLAG M N_DATE_TO_ZERO) to mirror this
but for bound parameters. FLAG M N_DATE TO ZEROonly changes 0000- 01- 01 to 0000- 00- 00.
(Bug #13766)

If there was more than one unique key on a table, the correct fields were not used in handling
SQ.Set Pos() . (Bug #10563)

When inserting a large BLOB field, Connector/ODBC would crash due to a memory allocation error. (Bug
#10562)

The driver was using nysql _odbc_escape_string(), which does not handle the
NO BACKSLASH ESCAPES SQL mode. Now it uses nysql real escape_string(), which does.
(Bug #9498)

SQLCol umms() did not handle many of its parameters correctly, which could lead to incorrect results.
The table name argument was not handled as a pattern value, and most arguments were not escaped
correctly when they contained nonalphanumeric characters. (Bug #8860)

There are no binary packages for Microsoft Windows x64 Edition.

There is no binary package for OS X on 64-bit PowerPC because Apple does not currently provide a 64-
bit PowerPC version of iODBC.

Correctly return error if SQLBi ndCol is called with an invalid column.
Fixed possible crash if SQLBi ndCol () was not called before SQLSet Pos() .
The OS X binary packages are only provided as tarballs, there is no installer.

The binary packages for Sun Solaris are only provided as tarballs, not the PKG format.
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The HP-UX 11.23 |1A64 binary package does not include the GUI bits because of problems building Qt
on that platform.

Binary packages for Sun Solaris are now available as PKG packages.
Binary packages as disk images with installers are now available for OS X.

A binary package without an installer is available for Microsoft Windows x64 Edition. There are no
installer packages for Microsoft Windows x64 Edition.

Changes in MySQL Connector/ODBC 3.51.16 (2007-06-14)

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Connector/ODBC now supports using SSL for communication. This is not yet exposed in the setup GUI,
but must be enabled through configuration files or the DSN. (Bug #12918)

Bugs Fixed

Calls to SQLNativeSql() could cause stack corruption due to an incorrect pointer cast. (Bug #28758)
Using cursors on results sets with multi-column keys could select the wrong value. (Bug #28255)
SQLFor ei gnKeys does not escape _ and %in the table name arguments. (Bug #27723)

When using stored procedures, making a SELECT or second stored procedure call after an initial stored
procedure call, the second statement will fail. (Bug #27544)

SQLTables() did not distinguish tables from views. (Bug #23031)
Return values from SQLTabl es() may be truncated. (Bug #22797)
Data in TEXT columns failed to be read correctly. (Bug #16917)

Strings specified as parameters using the adBSTR or adVar WChar types (SQ._VWARCHAR and
SQL_W.ONGVARCHAR) were incorrectly quoted and escaped. (Bug #16235)

Using BETVEEEN with date values, the wrong results could be returned. (Bug #15773)

When using the Don't Cache Resul t s (option value 1048576) with Microsoft Access, the connection
will fail using DAO/VisualBasic. (Bug #4657)

Changes in MySQL Connector/ODBC 3.51.15 (2007-05-07)

Bugs Fixed

Connector/ODBC would incorrectly claim to support SQLPr ocedur eCol unms (by returning true
when queried about SQLPROCEDURECOLUMNS with SQLGet Funct i ons), but this functionality is not
supported. (Bug #27591)

An incorrect transaction isolation level may not be returned when accessing the connection attributes.
(Bug #27589)

Adding a new DSN with the myodbc3i utility under AIX failed. (Bug #27220)
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When inserting data using bulk statements (through SQLBul kQper at i ons), the indicators for all rows
within the insert would not updated correctly. (Bug #24306)

Using SQLPr ocedur es does not return the database name within the returned resultset. (Bug #23033)
The SQLTr ansact () function did not support an empty connection handle. (Bug #21588)
Using SQLDr i ver Connect instead of SQLConnect could cause later operations to fail. (Bug #7912)

When using blobs and parameter replacement in a statement with WHERE CURSOR OF, the SQL is
truncated. (Bug #5853)

Connector/ODBC would return too many foreign key results when accessing tables with similar names.
(Bug #4518)

Changes in MySQL Connector/ODBC 3.51.14 (2007-03-08)

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Use of SQL_ATTR_CONNECTI ON_TI MEQUT on the server has now been disabled. If you attempt to set
this attribute on your connection the SQL_ SUCCESS W TH_| NFOwill be returned, with an error number/
string of HYC0O: Opti onal feature not supported. (Bug #19823)

Added auto is null option to Connector/ODBC option parameters. (Bug #10910)
Added auto-reconnect option to Connector/ODBC option parameters.

Added support for the HENV handlers in SQLEndTr an() .

Bugs Fixed

On 64-bit systems, some types would be incorrectly returned. (Bug #26024)

When retrieving Tl VE columns, C/ODBC would incorrectly interpret the type of the string and could
interpret it as a DATE type instead. (Bug #25846)

Connector/ODBC may insert the wrong parameter values when using prepared statements under 64-bit
Linux. (Bug #22446)

Using Connector/ODBC, with SQLBiI ndCol and binding the length to the return value from
SQL_LEN DATA AT_EXECfails with a memory allocation error. (Bug #20547)

Using Dat aAdapt er, Connector/ODBC may continually consume memory when reading the same
records within a loop (Windows Server 2003 SP1/SP2 only). (Bug #20459)

When retrieving data from columns that have been compressed using COVPRESS( ) , the retrieved data
would be truncated to 8KB. (Bug #20208)

The ODBC driver name and version number were incorrectly reported by the driver. (Bug #19740)

A string format exception would be raised when using iODBC, Connector/ODBC and the embedded
MySQL server. (Bug #16535)

The SQLDri ver Connect () ODBC method did not work with recent Connector/ODBC releases. (Bug
#12393)
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Changes in MySQL Connector/ODBC 3.51.13 (Not released)

Connector/ODBC 3.51.13 was an internal implementation and testing release.

Changes in MySQL Connector/ODBC 3.51.12 (2005-02-11)

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

* N/A

Bugs Fixed

» Using stored procedures with ADO, where the CommandType has been set correctly to
adCnd St or edPr oc, calls to stored procedures failed. (Bug #15635)

» File DSNs could not be saved. (Bug #12019)

* SQ.Col ums() returned no information for tables that had a column named using a reserved word.
(Bug #9539)

Changes in MySQL Connector/ODBC 3.51.11 (2005-01-28)
Bugs Fixed

e nysqgl |ist _dbcolums() andinsert fields() were retrieving all rows from a table. Fixed the
queries generated by these functions to return no rows. (Bug #8198)

e SQLGet Typol nfo() returned ti nybl ob for SQL_VARBI NARY and nothing for SQL_BI NARY.
Fixed to return var bi nary for SQL_VARBI NARY, bi nary for SQL_BI NARY, and | ongbl ob for
SQL_LONGVARBI NARY. (Bug #8138)
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