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THE WHITE HOUSE
WASHINGTON

January 8 2008

NATIONAL SECURITY PRESIDENTIAL DIRECT IVE/NSPD—54 : =
- HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD-2 e

(1) ‘ Thls directive estabhshes Umted States pohcy, strategy, gmdelmes, and nnplementatron actlons

* to secure cyberspace. It strengthens and augments existing policies for protecting the- secunty

and privacy of information entrusted to the Federal Government and clarifies roles and

- ‘I'CSPODSIbllltleS of Federal agencies relating to cybersecunty It requires the Federal Govemment
_ to integrate many of its technical and organizational capablhtles in order to better address ‘
o sophlstlcated cybersecunty threats and vulnerabrhtles (U) . ‘

(2);“ 3

. .‘:: c? »
'I‘hls drrectlve (a) provrdes an endunng and comprehenswe approach to cybersecunty that e
antlcrpates future cyber threats and technologles and involves applying all elements of national -

- power and influence to secure our national interests in cyberspace and (b) directs the collection,.

analysis, and dissemination of information related to the cyber threat against the Umted States

-+ and describes the missions, functions, operations, and coordination mechanisms of various cyber X

®

N (4)

operatlonal orgamzatlons throughout the Federal Govemment (8))

This directive furthers the 1mplementat10n of the Natwnal Strategy for Homeland Securzty,
Homeland Security Presidential Directive-5 (HSPD-5) (Management of Domestic Inczdents)
Homeland Security Presidential Directive-7 (HSPD-7) (Critical Inﬁ'astructure Identzﬁcatzon

_.Pnormzatzon and Protection), Homeland Security Presidential Directive-8 (HSPD-8) (National .-
'Preparedness) Executive Order 13434 of May 17, 2007, (National Securzty Professzanal

Development), andf (b)(1) OGA . RN

[

~

‘ Actlons taken pursuant to th1s directive w111 1mprove the Natlon s secunty agamst the full
~‘spectrum of cyber threats and, in particular, the capablhty of the United States to deter, prevent,
- detect, characterize, attribute, monitor, interdict, and otherwise protect against unauthorized

e access to National Security Systems, Federal systems and pnvate-sector cntlcal mfrastructure

; ,systems (S#NF)
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' The electromc mfonnanon mﬁ'astructure of the Umted States is subJect to constant mtrusxon by B
. adversaries that may include forelgn mtelhgence and military services, organized cnmmal groups e

~ and terrorists trying to steal sensitive information or damage degrade, or destroy data, o,
mformatlon systems, or the critical infrastructures that depend upon them. Cyber cnrmnals are o

-4 intent on malicious activity, including the mampu]atlon of stock prices, on-line extortion, and.

- fraud. These activities cost American citizens and businesses tens of bllhons of dollars each year .
- Hackers and insiders have penetrated or shut down utilities in countries on at least three :
- continents. Some terrorist groups have established sophrstlcated on-line presences and may. be

R dcvelopmg cybcr attacks against the United States (S#NIF-)

' The Umted States must mamtam um'estncted access to and use of cyberspace fora broad range
.of national purposes. The expanding use of the Internet poses both opportunitiesand
E _challenges ‘The ability to share information rapidly and efficiently has enabled huge gams

: ~ inprivate sector productivity, military capablhtles, intelligence analysrs and. govemment

effectiveness. Conversely, it has created new vulnerabilities that must be addrecsed in order to .

i safeguard the gams made from greater mfonnatlon shanng (S#NF)

Deﬁmtlons

o

In thls dlrectlve e »

(a'j;. ~ computer network attack” or “attacle’ means actlons taken through the use of computer AT SR

'networks to disrupt, deny, degrade;, mampulate or destroy computers, computer networks :
/or mformatlon resrdmg in computers and computer networks (S-) '

RORS computer network explontatron explm ' means actions that enable operatlons and

~_intelligence collection capabilities conducted through the use of computer networks to

o b f'gather data ﬁ'om target or adversary automated mformatlon systems or networks (S-)

% (c) : countenntelhgence means mformatlon gathcred and act1v1t1es conducted to protect

against espionage, other intelligence activities, sabotage, or assassinations conducted by o

. or on behalf of foreign governments or elements thereof forelgn orgamzatlons fore1 gn
. .persons or mternatronal terronst act1v1t1es (U) , : . S

@ cyber mcrdent” means any attempted or successful access to, exﬁltratlon of

- mampulatron of, or impairment to the integrity, confidentiality, security, or avallablhty of Oy

data, an apphcatlon, or an mformatlon system, w1thout lawful: authonty, (U)



(©) ‘

“cyber threat mvestlgatton means any actions taken thhm the Umted States, consnstent L
with applicable law and Presidential guidance, to determine the 1dent1ty, location, intent, -

" motivation, capabilities, alliances, funding, or methodologles of one or more cyber threat ...~

- groups or mdmduals (U)

: o

B “eybersecunty’ means preventlon of damage to, protectlon of and restoratlon of = i
" computers, electronic communications systems, electronic communication services, w1re‘ W
o) commumcatlon, and electronic communication, mcludmg information contained therem, Y
" to ensure its avatlablhty, mtegnty, authentication, conﬁdentla.hty, and non-repudxatxon, T

(g i
" infrastructures, and includes the Internet, telecommunications networks, computer -
systems, and embedded processors and controllers in cntlcal mdustnes, (U) '

“cyberspace” means the interdependent network of information technology

“Federal agencies” means executive agenc1es as deﬁned m section 105 of txtle 5, Umted
States Code, and the Umted States Postal Semce but not the Govemment Accountablhtyv

Office; (U)

RO
" National Security Systems of Federal agenmes and (n) Department of Defense
‘mformatlon systems, )

6 ‘ ,
. 7% Government systems (as described in National Institute of Standards and Technology -

“Federal systems means all Federal Govemment mformatxon systems except for (1)

“mformat:on security incident” means a “computer security incident” within Federal

Special Publication 800-61 “Computer Security Incident Handling Guide™) or critical

" infrastructure systems that is a violation or imminent threat of violation of computer _
- 'secunty pohcxes acceptable use pohmes or standard computer secunty practxces, (U) o

“collection, processing, mamtenance, use, shanng, dxssemmatxon, or dxsposmon of

mformatxon system means a dlscrete set of mformatxon resources orgamzed for the

information; (U)

o

_. .' (m)

f “Natlonal Secunty System” means any mformatron system (mcludmg any . _
_telecommumcatlon system) used or operated by an agency, an agency contractor or other, L

Gt ‘intrusion” means unauthonzed access to a Federal Govemment or cntxcal mﬁ'astructure'.,
network, mformatxon system, or apphcatxon (U) o ' 'y

.,(-

organization on behalf of an agency, where the function, operation, or use of that system '
involves (i) mtelhgenee activities, (ii) cryptologic activities related to national security,



ToPRSECREF 4

o (m) command and control of mllltary forces (1v) equrpment that is is an mtegral part ofa.
- 'weapon or weapon systems, or () critical to the direct fulfillment of military.or -
~_intelligence missions; or is protected at all times by procedures established for . R
" information that have been specifically authorized under criteria established by an-
) - Executive Order or an Act of Congress to be kept class1ﬁed in the mterest of natlonal e
* defense or foreign policy. This definition excludes any system that is deslgned tobe used' L
- for routine administrative and business apphcatlons such as payroll ﬁnance, or loglstrcs ISR
' and personnel management apphcatlons (U) : TR TN

“(n)“_» SRR B (b)(1)OGA ERT RS |(S#NF)

o .'(o) o secure means to defend and protect both mxhtary and clvrhan Govemment-owned

’ (p) " “State” and “local government” when used ina geographrcal sense have the meamngs SR _
© ascribed to them in section 2 of the Homeland Secunty Act of 2002 (sectlon lOl of tite . . -
Co 6 Umted States Code) and (U) o , ‘ .

(@) - “US CERT” means the Umted States Computer Emergency Readmess Team in the A
R Natronal Cyber Secunty Division of the Department of Homeland Secunty (DHS) (U) gl

o paligy ~j

(8 Federal agencles shall consistent w1th this drrectrve 1ncrease efforts to coordmate and enhance R
.. thesecurity of thelr classified and unclass1f1ed networks increase protectlon of the data on these i
' j'_j:.networks and improve their capability to deter detect prevent, protect agamst and respond to o
‘":threats agamst mformatlon systems and data (U) -,.\ Lo R A .

- (9) N Federal agcncles shall as reqmred by law protect the conﬁdentrahty, mtegnty, and avatlabxhty :
" of information stored, processed, and transmitted on their information systems, and shall ensure

g . the authenncatron of access to such systems as required. Federal agencles shall take appropriate: ; e Lo
. measures to reduce the nsk to these systems and adequately deter, reduce, and limit the lossof .- SO

_ information or the operatlonal degradation of information systems that are cr1t1cal to the natlonal, i '
'.Sccunty, natlonal economic secunty, or publlc health or safety L ~ "

, "V'vThe F ederal Govcmment shall mcrease effons w1th cntlcal lnfrastructure sectors to enhance the - A
o secunty of their mformatron networks (U) S EREET - ’




: ,Pohcy Coordmatlon

o (l l) Consrstent w1th Natlona] Secunty Pohcy D1rect1ve—1 (NSPD-l) (Orgamzatron of the Natronal ‘ 'v Ay e

- "Secunty Council System) and Homeland Secunty Presidential Directive-1 (HSPD- 10 N L
o (Orgamzanon and Operation of the Homeland Security- Council), the Assistant to the Presxdent .
' for National Security Affairs and the Assistant to the President for Homeland Secunty and
G :Counterterronsm shall be responsrble to the Presrdent for mteragency pohcy coordmatxon on all L
g aspects of cybersecunty (S) - L :

i (12) The CSC PCC shall ensure ongoing coordmatlon of the U S Govemment pohcles, strategles and e
- initiatives related to cybersecunty; shall monitor actions to lmplement this directive; and shall. G A
- . keep mformed the Assrstants to the Presndent referenced in paragraph ll of th1s dlrectlve (U) SO

. (1’3) The Natlonal Cyber Response Coordmatron Group (NCRCG) consrsts of senior representatxves R
. .;,from Federal agencies that have roles and recponsrbllmes related to preventmg, investigating,
" defending against, responding to, mitigating, and assisting in the recovery from cyber incidents -
- .-and attacks. In the event of a cyber incident, the NCRCG will convene to harmonize operatronal
. Tesponse efforts and facilitate information sharing consistent with HSPD-5 and the National ..

T _' Response Framework The NCRCG shall prov1de adv1ce to the CSC PCC as appropnate (U) i

;-Roles and Responsrbllme
"”‘"'::’(14) I , », .

> (l 5) Unless otherw1se dxrected by the Presldent with respect to parhcular matters, the Secretary of

BX1OGA LT

PR . Homeland Secunty shall lead the national effort to protect, defend, and reduce vulnerabilities of L o -
"~ Federal systems and the Secretary of Defense shall provide support to the Secretary of Homeland i o

e Secunty wrth respect to such asslgnment The Secretary of Homeland Secunty shall

: ~the lnternet, for all Federal systems, o

e (b) » Provrde consohdated mtrusron detectron, mcrdent analysrs, and cyber response o
SR ‘capabilities to protect Federal agencles external access pomts mcludmg access to the
Tl Intemet for all Federal systerns, ; : : SRSGE

i _:_':‘y”(.‘a")‘,, ‘.:_“Manage and oversee, through US-CERT the external access pomts 1nc1udmg access to _

" © In eoordmatlon w1th the D1rector of OMB set rmmmum operatlonal standards for Federal i

= Government Network Operatlons Centers (NOCs) and Securlty Operatrons Centers G i




k (SOCs) that enable DHS, through US CERT to dn'ect the operatlon and defense of .
- external access points, including Intemet access pomts for all Federal systems whlch the
Secretary will certify and enforce; and : :

@) & Ut111ze the National Infrastructure Protectlon Plan process in accordance w1th HSPD-7

(16)

- to disseminate cyber threat, vulnerability, mitigation, and warning informationto. .
‘improve the secunty and protection of critical infrastructure networks owned or operated
 byFederal agencies; State, local and tribal govemments pnvate mdustry, academla and
; 1ntemat10nal partners. (U) - »

'TheDlrectorofOMBshall " i L T . -

B (a) Dlrect, to the extent practlcable and consrstent w1th natlonal secunty, the reductlon and

o) Wrthm 180 days after the effectlve date of this drrectlve draft an 1mplementatlon plan,in - 'k |

i (17)?
)

."'(19')

- consolidation of Federal Government external access pomts mcludmg Intemet access - s
v pomts for all Federal systems, (U) : :

() Annually assess, in coordmatlon wrth the Secretary of Homeland Secunty, network

- security best practlces of Federal agencles recommend changes to policies or

' architectures that should be applied across the Federal Government, and ensure Federal Gav s

e agencles comply with standards and pohcles 1f adopted by the D1rector, and o

: coordmatlon with the Secretary of Homeland Securlty, for an agency accountability

process to ensure compllance with and the mamtenance of mandatory network secunty S

5 pracnces by Federal agenc1es ) .

The Sécretary of State, in coordination w1th the Secretaries of Defense, the Treasury, Commerce #
- and Homeland Security, the Attorney General, and the DNI, shall work with foretgn countries

and mtematronal orgamzatrons on international aspects of cybersecunty (U)

The Secretary of Commerce shall prescnbe in accordance with applrcable law mfonnatron |
securlty standards and guldehnes for Federal systems. (U) ‘

The Secretary of Energy, as authonzed in the Atomic Energy Act of 1954 (AEA), as amended
shall, after coordination with the Secretary of Defense and the DNI, prescribe information

security standards and guidelines pertaining to the processmg of restncted data, as deﬁncd in the g | ) :

) ‘,AEA mall Federal agencles as appropnate (U)

@

The Secretary of Defense and the DNI shall prcvrde 1nd1catrons and warning mformatxon to DHS o

' regardmg threats ongmatmg or directed from outsrde the Umted States. (U)



The DNI analyzes and mtegrates all mtelhgence possessed or acqmred by the U S. Govemment-;' :

pertaining to cybersecurity. The DNI, as the head of the mtelhgcnce commumty and consistent -

-~ -with séction 1018 of the Intelligence Reform and Terrorism Prevention Act (Public Law ', o
S 108-458), shall implement the policies and initiatives set forth in this directive within and
s 'throughout the intelligence community through the DNI’s. statutory budget taskmg, and i
- intelligence information sharing authorities, in order to ensure appropriate resource allocauon .

o .and integration of all cybersecunty eﬁ'orts and mmatlves wuhm and throughout the mtelhgence i TN

| commumty (U)

(b)(1)OGA

I(S#M‘)

y The Secretary of Defense has respons1b111ty for dlrectmg the operatlon and defense of the EAEE
o Department of Defense’s information enterprise, including monitoring of mahcrous actmty in 1ts e
" networks.- The Secretary of Homeland Security is responsible for protecting Federal systems by .

o : supporting information assurance strategies within Federal agencies through the followmg

compiling and analyzing security incident information across the Federal Government; mformmg,‘.:' O FT

k | :and collaborating with Federal, State, local, tribal agencies, private critical infrastructure sectors,

. and international partners on threats and vulnerabilities; providing vulnerability mitigation . =~ _
S guldance supportmg publicand pnvate mcrdent response efforts, and servmg asa focal pomt to REE TR I

s protectU S. cyberspace O

f (24) 2

The Secretary of Homeland Secunty, supported by the Dlrector of US-CERT and the heads of S
- Sector-Specific Agencres, as defined by and consistent with HSPD-7, shall conduct outreach to o S

the private sector on cybersecunty threat and vulnerablhty information. (U)

B " ~(25')ﬁ' ::

The heads of all F ederal ‘agencies, to the extent perm1tted by law and necessary for the eﬂ'ectxve i" ;

unplernentatlon of the cybersecurity mission, shall support and collaborate with the Secretary of - =
Homeland Security. Further, all Federal agencies shall align: thexr own network ‘operations and ‘ .»

defense capabilities to provide DHS with visibility and insight into the status of their Federal

systcms and shall respond to DHS direction in areas related to network secunty, allowmg DHS to et

effecuvely protect the Federal Government network enterprise. Federal agencnes shall contmue
to execute their respon51b111t1es to protect and defend therr networks (U) : S

o L




| : ‘ Irnplementation

"+ - (26) The Secretary of Homeland Secunty shall estabhsh a Natronal Cybersecunty Center (“Center”),
"~ headed by a Director, to coordinate and integrate information to secure U.S. cyber networks and
systems. To ensure a comprehensrve approach to cybersecurity and anticipate future threats,
- other cyber activities shall inform, enable, and enhance cybersecurity activities as appropnate
and in accordance with the 1mp1ementatxon plan descnbed in paragraph 28 of this d1rect1ve (S) Lol

7y The Secretanes of Defense and Homeland Secunty, the Attomey General and the DNI shall T
- collocate at the Center certain representatives from their respective cybersecunty orgamzatlons. '
Other Federal Government cyber orgamzatlonsl , . ,
' , (b)(1)OGA . ' ’ J
|shall be collocated or v1rtua11y connected as appropnate (iI‘-S#NF-)'-

Not later than 90 days from the date of this directive, the Secretary of Homeland Securrty, :
. coordination with the Secretary of Defense, the Attorney General, the Director of OMB, and the °
DNI, ‘shall, through the Assistant to the President for National Security. Affairs and the Ass1stant
to the President for Homeland Security and Counterterronsm submit to me for approval an
‘implementatjon plan that includes details on how anthorities will be apphed aconcept of -
.operations and the allocatlon of required resources for the Center. (U)

The D1rector of the Center shall
(@ . Be appomted by the Secretary of Homeland Secunty with the concurrence of the

Secretary of Defense, after consultation with the Attorney General and the DNI, and is
supervrsed by the Secretary of Homeland Security; (U)

o) Have coordmatlon authonty over the dJrectors of the cybersecurity organizations
. " participating in the Center, which means the Director has the authority to require
- consultation between the offices, departments, or agencies collocated in or virtually
- connected to the Center; however, this authority does not allow the Director to compel
Y agreement or to exercise.command,; rather it creates a consultative sn'ucture (U)

: (c)’ Support the Secretaries of Defense and Homeland Secunty, the Attomey General andthe
b DNI in executmg their respective cyber missions, mcludmg| )N OGA |-
S e ] and 1nvest1gatron and prosecution of cyber crime;

FPS#NFi

(d) - Ensure that Federal agencies have access to and receive infonhatibn and intelligence _
.-, needed to execute their respective cybersecurity missions, consistent with applicable law -




e and the need to protect natronal secunty, ) o W '7? T \j” o R

R It (&) Advrse w1thm the executive branch on the extent to whrch the cyber program

Fiarter recommendatrons and budget proposals of agencres ‘conform to cybersecunty pnontres

SR (t) o When appropnate recommend and facrhtate the adoptlon of common doctrme, planmng,

o "j,Not direct or unpede the executron of law enforcement mtelhgence. countermtelhaence ‘;';v» et
_counterterronsm,l , o (b)(1)0GA R T, L e

S '(3‘0):'

. and procedures across all cyber mission areas and (U)

: ,‘Each Federa] agency operatmg or exerclsmg control of a Natlonal Secunty System shall share & ‘: -
“information about information security incidents, threats and vulnerabilities with the US-CERTv o
to the extent consistent with standards and gmdelmes for National Secunty Systems and the need_ ”

o ,to protect sources and methods (U)

The Natxonal Cyber Investrgatlve J omt Task Force (NCIJTF) shall serve as a multr-agency

* national focal point for coordinating, integrating, and sharing pertinent mformatron related to

R cyber threat investigations, with representation from the Central Intelligence: Agency (Cl1A),. o L
- National Security Agency (NSA), the United States Secret Service (USSS), and other agencres ,' SR

s as appropnate Under the authority of the Attorney General, the Director of the Federal Bureau ”
. of Investigation (FBI) shall be responsible for the ‘operation of the NCUTF This authonty does

not allow the Director of the FBI to direct the operations of other agencies. The Director of the REns

' “FBL shall ensure that partrcrpants share the methodology and, to the extent approprrate,
iEmformatron rélated to criminal cyber intrusion investigations among law enforcement

- if orgamzatlons represented in the NCIJTF in accordance w1th paragraphs 32 33 (U)

The Attomey General sha.ll by March l 2008 develop and pubhsh an mmal versron of the

Attorney General Guidelines for the NCITF, in coordmatlon w1th the heads of other executlve A A o

s :: j’.depa.rtments and agenmes as appropnate ©

o ’Wrthm 90 days of the date of thrs directive, the Attorney General shall subrmt to the Ass:stant to S
" the President for National Security Affairs arid the Assistant to the Presrdent for Homeland SRR
e Secunty and Counterterrorism an 019"13"1‘)‘“’l plan for the NCUTF (U) G




. zopsmeRET R (R

i Comprehensrve Natronal g;ybersecurig(‘: Initiativ o

To achleve the goals outlmed in thlS drrectlve the Federal Government needs an mtegxated and

B .cybersecunty practrces Tlus effort shall 1nc1ude the actrons drrected in paragraphs 35 46

(U//FOGG)

The Drrector of OMB shall w1th1n 90 days of the date of thls dxrectlve, after consultatlon with the- ‘

Secretary of Homeland Security, submit to the Assistant to the President for National Security

- Affaits and the Assistant to the President for Homeland Security and Counterterrorism a detailed =
oy plan for the reduction and consolidation by June 30, 2008 of Federal Government external access
‘ ‘pomts mcludmg Internet access pomts (U) : : ,

(36).
- Federal systems and shall, after consultation with the Attorney General, enhance the Einstein
- program to include full—packet content and protocol signature detection. The: Secretary of - -
'Homeland Security, in consultation with the Director of OMB, shall deploy such a system across
~ ‘the single network enterprise referenced above and consrstent with paragraph 16 (a) of this
- directive no later than December 31, 2008 (S#NF) :

Cen

The Secretary of Homeland Secunty shall accelerate deployment of the Einstein program to all

Wltlnn 120 days of the date of this dlrectlve the Secretary of Defense with respect to Department o
" of Defense information systems and the Secretary of Homeland Security with respect to Federal

systems, after consultation with the Attorney General, and the Director of OMB, shall develop

; - and submit, through the Assistant to the President for National Security Affairs and the Assrstant 5

to the President for Homeland Secunty and Counterterronsm for my approval an -
implementation plan to deploy active response sensors across the Federal systems Such a plan

" shall also address relevant legal and pohcy issues of the active response sensor capablhty GFS) i

)

| (395 :

: Wlthm 90 days of the date of this drrectlve the Du'ector of the Ofﬁce of Serence and Technology
‘Policy (OSTP), after consulting the National Science and Technology Council (N STC) and the
. DN, shall within 90 days of the effective date, develop a detailed plan to coordinate classxﬁed
'a.nd unclassrﬁed offensrve and defenswe cyber research (U//FGUO)

. Wlthm 45 days of the date of this drrectrve the DNI, in coordmatlon with the Secretanes of

Defense and Homeland Security and the Attorney General, shall submit to the Assistant to the

President for National Security Affairs and the Assistant to the President for Homeland Secunty il
- .and Counterterrorism a detailed plan, including standard operating and notification procedures, I
to connect the following cyber centers: NCIJTF; NSA/CSS Threat Operations Center; Joint Task -~

- Force-Global Network Operations; Defense Cyber Crime Center; US-CERT,; and Intelligence

| - Community Incident Response Center. Within 180 days of this directive, these centers shall be.




e

) connected as part of the Natronal Cybersecunty Center (S#NF—)

@0)

Within 180 days of the date of this directive, the DNI and thc Attomey General shall develop a o

cyber. counterintelligence plan, including required resources, that comprehensively reflects the o
“scope and extent of cyber threats. This plan should be consistent w1th the Natzonal

Ry Countermtellzgence Strategy of the Umted States (U//FOUO)

‘Within 180 days of the date of this dlrectlvc the Secretary of Defense and the DNI shall develop ah
. detailed plan to address the security of Federal Government classified networks, mcludrng specific = .

3 - recommended measures that will significantly enhance the protectron of these nctworks from the full =

)

tspectrum of threats. (S#NF)

_Wlthm 180 days of the date of this d1rect1ve, the Secretary of Homeland Securtty, in coordtnatlon

- with the Secretary of Defense, the Director of the Office of Personnel Management, and the

'.Dtrector of the National Science Foundation, shall, within 180 days of the effective date, subrmt

to the Director of the Office of Management and Budget, the Assistant to the President for

‘National Security Affairs and the Assistant to the President for Homeland Secunty and

- Counterterrorism a report including a strategy and recommendations for pnontrzmg and

redlrectmg current educational efforts to build a skilled cyber workforce. The report should

.-_consider recommendations by such groups as the National Infrastructure Advrsory Councll the o
o W‘Pre81dent s Council of Advisors on Science and Technology, and the National Secunty ‘
S -.Telecommumcattons ‘Advisory Committee. The report should focus on tralmng the exnstmg
*cyber workforce in specialized skills and cnsurmg skrlled individuals- for future Federal

| 1(43) .

- "'the Attorney General the DNI and the Admrmsuator of General Semces shall develop a

>W1thm 270 days of the date of this directive, the Asswtant to the President for Natlonal Securlty :
v Affairs and the Assistant to the President for Homeland Security and Counterterrorism. shall -
~define and develop a comprehensive and coordmated strategy to deter interference and attacks in.

: ' .cyberspace for my approval (SANF—)

! ,.Government employment (U//FOUO)

»Wlthm 120 days of the effectlve date of this du'ectlvc the Drrector of the OSTP aﬁer

~ " consultation with the NSTC and the DNI, shall’ develop a plan to expand cyber research and

e - development in high-risk, high-return areas in order to better protect our critical national lnterests e
o ﬁom catastrophic damage and to mamtam our technologlcal edge in cyberspace (U//FOUQ)

W1thm 180 days of the date of this directive, and conslstent with the Natxonal Inﬁ'astructnre S
.+ Protection Plan and National Security Directive 42 (NSD 42) (National Policy for the Securzty of Lo i
. "*National Security Te elecommumcatton and Information Systems), the Secretaries of Defense and S ey
SIS Homeland Security, in coordination with the Secretaries of the Treasury, Energy, and Commerce -

t R




o detarled strategy and unplementatron plan to better manage and mrtxgate supply cham
vulnerabxhtres, mcludmg specxﬁc recommendatrons to v v '

‘ (a) A _Prov1de to Federal Government and defense acquxsrtlon processes personnel access to all :
.~ source mtelllgence commumty vendor threat mfonnatlon L # ,

i*.(b): Reform the Federal Government and defense acqursmon processes and pohcy to. enable E
- threat information to be used within acquisition nsk-management processes and SRR
. procurement decisions; and ‘ ‘

: (c')f . 'Identlfy and broadly implement mdustry global sourcmg nsk-management standards and '
- best practices, acquisition hfecycle engmeermg, and test and eva]uatlon nsk mltrgatlon
techmques (S) ’ -

i,' (46) . Je‘:Wlthm 180 days of the date of this drrectrve, the Secretary of Homeland Secunty, in consultatlon “

. with the heads of other Sector-Specific Agencies as outlined in HSPD-7, and consistent with the‘ T

- National Infrastructure Protection Plan, shall submit, through the Assistant to the President for:
. National Security Affairs and the Assistant to the President for Homeland Secunty and
s Counterterronsm, for my approval a report detailing policy and resource requirements for
~ improving the protection of privately owned U.S.-critical infrastructure networks. The report
~'shall detail how the Federal Governmerit can partner with the private sector to leverage
_ investment in intrusion protection capabilities and technology, increase awareness about the
extent and severity of cyber threats facing critical infrastructure, to enhance real-time cyber
-~ situational awareness, and encourage specified levels of i mtrusron protection, for cntlcal
o ;.‘.,mformatlon technology 1nﬁ'asu-ucture (U/I/FGU0) :

- @7 Implementmg the Comprehensrve National Cybersecunty Imtlatrve wﬂl reqmre key enablers in -
the followmg key areas to ensure success. S e A s B e

(a) The DNI in coordination with, as appropriate, the Secretanes of State, the Treasury, =
Director of OMB, shall:
(i) o Momtor and coordinate the unplementatron of paragraphs 35 through 47 (the A
- “Comprehensive Natlonal Cybersecunty Initiative” or “Imtlatlve ") of thls '
-vdn'ectxve ‘

(). ,Recommend such actions as the DNI judges necessary to 1mplement the Imtlatnve
to: , - ,

Defense, Commerce, Energy, and Homeland Secunty, and the Attorney General and the =



r @y ,'thePresrdent and

- (B) the heads of Federal agencnes as appropnate and the Dlrector of the Ofﬁce
o of Management and Budget for actlon w1th1n thelr respectlve authontles, ,

i (iii); Report not less oﬁen than quarterly to the Presrdent through the Assrstant to the ‘ L
 President for National Security Affairs and the Assistant to the President for
Homeland Secunty and Counterterrorism, on implementation of the Inmatlve
- together w1th such recommendatrons as the DNI deems appropnate (U)

L ® B -The Secretary of Homeland Secunty and the Attorney General shal] ensure adequate B
“* " support for agents, analysts, and technical mfrastructure to neutrahze, mltlgate, and
S dxsrupt 1llegal computer activity domestlcally (S) : :

L) ",The Secretary of Defense the Attorney General the Secretary of Homeland Secunty, the o
~ " DNI, and other heads of Federal agencies as appropriate shall increase predlctlve,
" behavioral, mfonnatlon, and trend analyses to better understand and anuclpate forelgn,
: :cyber and technology developments (S/MF) E - .

®Wwosa. 5

o emosA

() The Secretary of Defense and. the DNI shall increase Informatlon Assurance to protect L
“. - National Security Systems against intrusion and attack by unplemennng defensesto - . .
L isrgmﬁcantly reduce current malicious activity and enable network defenders to focus .~
. more effectlvely on more soph1st1cated threats. Addltronally, by strengthemng L
i ‘enterpnse-wrde cross-domam capabrhtles and utlhzmg strong 1dent1ty protectlon, the
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Federal Government will begrn to enable greater mformatron shanng among the key :

cyber orgamzatlons (U//FOUO)

e B >(48) Wrthm 180 days of the date of this directive, the Dn'ector of OMB in coordmatlon wrth the heads E
B ‘of all executive departments and agencies, shall perform a comprehensive risk assessment for the -
. loss, manipulation, or theft of all data currently résiding on Federal government unclassrﬁed B
_ networks. The assessment should assume that adversaries have the capability and intent to erther o
capture the data or drsrupt mission applications residing on unclassified networks. The e
- assessment should recommend a prioritized descnptron of which data and apphcatlons should be '
s ,mrgrated to more secure networks (S#NF) ‘ : :

e (49) Wlthm 120 days of the date of this d1rect1ve the Secretaries of State, Defense and Homeland
fn e T Secunty, the Attorney General, and the DNI shall submit to the Assistant to the President for -
" National Security Affairs and the Assistant to the President for Homeland Security and
- Counterterronsm ajoint plan for the coordination and apphcatron of offensive capabllrtres to
. _defend U S. mformatron systems (U//FQUO) :

A (50) Wrthm 120 days of the date of this drrectlve, the Attorney General and the Secretary of B
' - Homeland Security, after coordination with the Secretary of Defense and the DNI, shall submlt _
. to the Assistant to the President for National Security Affairs and the Assistant to the President ' -
 for Homeland Security and Counterterrorism a plan for the coordination and application of law
enforcement capabilities to better support investi gatrons of cyber mcrdents in Umted States

networks (U//F-GUQ)

B

o “(51) For all future budgets, the heads of all executrve departments and agencies shall submrt to the
. Director of OMB, concurrent with their budget submissions, an integrated budget plan to ;
unplement the cybersecurity actions described in this drrectlve consistent thh such mstructlons ;
as the Dn'ector of OM_B may provrde (U') ' : - :

'General s

A _-(52) “To the extent of a.ny inconsistencies between t]:ns drrectrve and the National Strategy to Secure
I »Cyberspace (2003), this dlrectlve shall govern. (U) ‘ : :

o (53) Thrs drrectrve ;

e 5(a) ‘ Shall be 1mplemented consrstent w1th apphcable law and the authorrtres of executlve
o departments and agencres or heads of such departments and agencres, vested by law .




(®)

(c)

(d)

(€)

®

(including for the protectlon of mtelhgence sources and methods), and subject to the _
avallablhty of appropnatlons,
relatmg to budget admxmstratlve, rand leglslatlve proposals;

Shall not be construed to alter amend or revoke any other NSPD or HSPD currently 1in e
effect; : i T

Shall not be construed to apply to spemal actlvmes as deﬁned in sectlon 3 4(h) of

Executlve Order 12333 of December 4 1982

Shall be 1mplemented ina manner to ensu:e that the pnvacy nghts and other legal nghts oy
of Amencans are recogmzed and : . ‘

Is mtended only to 1mprove the internal management of the executive branch of the s

substantlve_or procedural, enforceable at law or in equity, against the United States, its o
departments, agencies, or other entities, its officers or employees, or any other person. (U)

Shall not be construed to impair or otherwxse affect the functlons of the Dxrector of OMB R i

Federal Government, and is not intended to, and does not, create any right or benefit, TR



