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I. INTRODUCTION

The following is a review of the NSA-GCHQ SIGINT relationship
including an assessment of the present value of the exchange
and identifiable problems. This review is intended to serve
as a basis for determining our plans for the conduct of this
relationship in the future, for any improvements/changes
regarding control and accountability of the existing exchange,
as well as developing proposals for additional contributions

which should be made by each party. (U)

(b} (1)
(b} (3)-50 USC 3024 (1)
II.  FINDINGS/CONCLUSIONS o e 5

- There is a heavy flow of raw intercept, technical
analytic results, and SIGINT product between NSA and GCHQ,
to include direct distribution of product by each party to
both country users. —(S-ccor— .’
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ITI. BACKGROUND
-~ General

The SIGINT collaboration with the UK began in 1941
and was formalized in the UKUSA Agreement of 1946 (enclosed
in Annex A)., It has developed into one of virtually full
partnership and interdependence, to include combined work-
ing parties, joint operations, the exchange of liaison and
assignment of analysts to integrated posts. In addition,
Divisions of Effort (DOE) and/or understandings between
NSA and GCHQ are undertaken to respond to existing reguire-
ments. Each country makes unique contributions, and while
the U.S. has moved far ahead in total resources committed
and in technology development, the contribution of the UK
continues to be of great value. —P5—€€63—

- UKUSA Agreement and Appendices

The UKUSA Agreement, dated 5 March 1946, has twelve
short paragraphs and was so generally written that, with
the exception of a few proper nouns, no changes to it have
been made. 1t was signed by a UK representative of the
London Signals Intelligence Board and the U.S. Senior Member
of the State-Army-Navy Communications Intelligence Board
(a predecessor organization which evolved to be the present
National Foreign Intelligence Board). The principles remain
intact, allowing for a full and interdependent partnership.
In effect, the basic agreement allows for the exchange of
all COMINT results including end product and pertinent col-
lateral data from each partner for targets worldwide, unless
specifically excluded from the agreement at the request of
either party. It also makes provision for restricting ex-
change of select materials when it is of special interest
to either party, but notes that such exceptions should be
kept to an absolute minimum. Over the years this has been
the case. Additionally, the agreement makes provision for
obtaining agreement between the two partners for COMINT
relationships established with Third Parties and to ensure
that materials received from such Third Party arrangements
are made available to GCHQ and NSA. Provision was made to
give special consideration to COMINT agencies of British
Dominions (e.g., what are now Canada, Australia, New Zealand
and to not consider them as Third Parties). Over the years
numerous appendices have been added to cover specific areas
of widening interest and ever-increasing sophistication.
The Appendices to the UKUSA Agreement address such items
as principles of security and dissemination, principles of
relationships with Third Parties, standardization of intercept
formats, common classification and categorization criteria,
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exchange of material obtained through clandestine or covert
sources, and principles of UKUSA collaboration with common-
wealth countries. (A listing of each appendix with an
explanatory comment is included as Annex B.) —PS=CCOYF
A {b) (1)

- Liaison (b) (3)-P.L. 86-36

In accordance with Appendix I of the UKUSA, Agreement,f

NSA and GCHQ maintain a liaison officer in each other s :
country to facilitate SIGINT collaboratlon. In the UK, the
U.S. officer is the Special U.S. Liaison Officer, ‘London
(SUSLOL) and in Washington the UK. officer is the Senior
UK Liaison Officer, Washington,- D.C. (SUKLOW). SUSLOL
represents the National Fonelgn Intelligence Board (NFIB)
as well as NSA in all SIGINT relationships with''the UK.
The liaison staffs for each center . Il
| constitute qualified
people who can liaise with the major key components of
each agency as well as the major operational production :
groups, a cryptanalytic expert, and necessary administra- :
tive and communications support personnel.‘® SUSLOL and
SUKLOW and their respective staffs perfo:m the official
interaction between the two national centers, as well as :
provide SIGINT support to their national.embassies.

NSA FOIA Case 100386 Page 00382
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(b} (1}
(b) (3)-P.L. 86€-36

- Integrated Analysts _.f'; f
NSA and GCHQ have assigned cpyptologic speciallsts
into each other's HQ operational elements for purposes of
combined operations on select target problems, expand1ng
‘experience and tralnlng, @nd for contributlng unique special
talent or skill. This provides almost complete access to
| by these integrated aqalysts in

materials|
the areas where they are assigned. |

- Combined Operations

by (1)
(b) (3)-50 USC 2024 (i) 4

(b) (3)-P.L. 86-36
HANPLE-VUHA-COMINT CGHANNELS ONLY-
v . Ao howd NSA FOIA Case 100386 Page 00383




Doc ID: 6636095

(b) (1)
(o) {3)-50 USC 3024 (i)
(b} (3)-P.L. 8&-36

.
.

v

Other Areas of Combined Operations or Integrated Qberations

The United States and UK have SIGINT personnel aséigned to
various select field sites of each other. These include
the following: !

Site Number of K
People S
Assigned Comment
UK U.S. UK U.s.

- Exchange of Visitors

A great number of visits are exchanged between the

National SIGINT HQ of each party representing various levels
of personnel from the Directorate down. These visits take
on different forms, e.g., analyst-to-analyst discussions,
conferences, periodic meetings, management/planning reviews

5
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L.

and consultations, Directorate level leié} decisions.

- Major Conference Exchanges

There are many conferences held between NSA and GCHQ
which cover a multitude of topics. Most are held on an
annual basis and usually alternate meeting places between
the two centers. The more significant conferences include
the following:

Conference Comments
Program Management & Review Senior Management participation
Joint Management Review Senior Management (at Deputy

Director level) participation

(b) (1) 6
{b) (3)-16 USC 7¢8
(b) (3)-50 UsC 3C24 (1)
(b) (3)-P.L. 86-36
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{b) (1}

(b} (3)-18 USC 798

(b} (3)-50 USC 3024 (i}
(b) (3)-P.L. 86-3¢

- Communications Tie-ins

Other than CRITICOMM and mail correspondence, GCHQ and
NSA have various means for communications with each other.
There are several OPSCOMM circuits between the two centers.

(b) (1)

(b) (3)-P.L.

86-36

- Computer Tie-ins/Accessibility

S GCHQ has direct access to various NSA computer systems,

~ Technology Exchangé‘n

There is select technology exchange between both centers,

; 7,
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() (L)

(k) (3)-18 USC 798

{b} {3)-50 USC 3024 (i)
{b) (3)-P.L. 88-36

Iv. VALUE OF RELATIONSHIP

- The value of this relationship is high and allows for
a much fuller SIGINT effort than is possible with only U.S.

resources. —5—€€67

(b) (1)
(b) (3)-18 USC 798 8
{b) (3)-50 USC 3C24 (i)
(b) (3)-P.L. B6-35h
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(b) (3)-18 USC 798
{p) (3)-50 USC 3024 (i)
(b) (3)-F.L. 86-35

-~ GCHQ is a contributor to our cryptanalytic e'ff'érts,

V. PROBLEMS

(b) (1)
(b) (3)-P.%L. 86-326
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{b) (3)-P.L.

86-36

VI,

AREAS OF COOPERATION/EXCHANGE

activities to]

The GCHQ-NSA SIGINT exchange involves a sharing of a

wide variety of targets worldwide, ranging from military

lterrorist activities, and

facets of SIGINT,

analyvtic, product)

1 LE. 5

COMINT,

ELINT,

It involves all

AND FISINT. This
arrangement 1ncludes the exchange of materlal {raw intercept,

onl

- Theré ‘are many FOA" S- and MOU's between the partners,
however, &’ 51gn1f1cant amount of division Qf affort is
accompllshed witheout any formal DOE or MOU =and' has. evolved
through cooperation engendered by personal centact.and
exchanges An understandlng is created on each target of
mutual mnterest in terms of collection, processing 'and report-

ing. |

7
.

»

(b) (1)

(b) (3)-50 USC 3024 (i)
(b} (3)-P.L.

(b) (1}

(b) (3)-P.L. 86-36

85-36
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- See Annex C for a more specific descrlptlon of the division
of effort between the two parties. (0)

(b) (1)
(b) (3)-P.L. 86-36
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ANNEXES: A UKUSA AGREEMENT OF 1946 -3
B LIS-“TING OF APPENDICES TO THE UKUSA AGREEMENT &)
C DETAILS OF UKUSA DIVISION OF EFFORT (0)
D PRINCIPAL UK CRYPTOLOGIC INSTALLATIONS A5y

E U.S., CRYPTOLOGIC SITES IN THE UK &+
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ANNEX A

BRITISH - U.S. COMMUNICATIONS
INTELLIGENCE AGREEMENT —{83—

5 MARCH 1946

(UKUSA AGREEMENT)

13
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RITISH-U. S. COMUNICATION INTZLLIGENCE AGREEZNENT 3
=N S
1. Perties to the Agreezent.
A The fo%loulng eégreement 1is pede between the i
S»ate—Army~aavy_Commpnication Intellizence Boarg —
(sTANCIB) (representing the U. s. Stete, Nevy, en T e
Wer Departments gnd all othe- U. 8. Cozmuntcation L
Intelligencel authorit ' b

ies which =2y function) eng

: the Loncon Sigral Intellizence . (SIGINT) Boasd - (ne ore- .
¥ " senting the Fore%gn Offlce, Admiralty, Varp O0fTice, ELlis
e Alr Minlstry, and &ll other British EZmpire? Cozmuni- | °
- catlon Intelliigence aulhoritiss vnich ray function),
T e e o e e
€. Scope of the Arresment A
/s\ o N . - : B
i e agreement governs the 1elations of the above~
:> meniioncd parties irn Communication Intelliyencs nntiers
only. Hoywever, the exchange of

wuch collaterel rote-
risal es is applicable for tecninical purposes and 4s

not prejudicial to national interests will be e¢ffected
between the Communicaticn Intelligence agencies in =«
both coudtries, . T

g

<

: .
. ~
T ea /

i

{.',l'-.-,\--..(.p L ‘ - ~‘
:‘ ‘ ""--‘
lThrquhout this agreement Communiczsion Intzl- *
giﬂange is.understood to compriss all processes in- T
/velved in the collection, production, snd disseminacion |} N
of Irnformation derived from the comriunications of otirer ;
rations, _ i :
m———— - ""2 T * T e —— s e i e ceeee e - . pr—— ——
\ For the purposes of this agreement Britich Em— V..
pire 1s underztood L0 mean 21l British territory otiner - -
\fhan the Dominions, . ! ; -
—————— —— ________;.____..---..—--—— A "t
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3. Extent of the Agrsezent - Products
(a) The parties agree to thz exchange of ihe ’
products of the Ifolliowing operatlions relating to .

zoreign communicatlions

A

(2)
(3}

4w,
W2 It
-
:

4

collection of traffic

acquisition of communicetion docu-
ments and equipment

trafiic enalysis S

(%) cryptenalysls
(5) decryption and transiation
~ (6) acquisition of inforzstion re ard~ i
e ing cozmunicetion orgenizéation

B} . practices, procedures, end equipwvnt
>Throughout this egreement forelgn communice- ik
tions ere understood to mp&d &ll communicationz of by - ‘b
~e government or of eany militery, air, or navel . B &
Torce, factlon, party, department, ggency, Or bureszu e 3
o & foreign country, or of any Derscn Or persons E73
ecting or purporiing to act thersior, end shall 1u— o ¥
clude commercilal cowﬂunicauionv of & foreign couniry fi
which rey contein informetion of military, politicel, ;,
or economic value,, Foreign couniry &s used herein B2
. is understood to include eny country, whether or not A |
its government is recognized by the U, S5, or the L £
British Empire, excluding O”lj the U. 8,, the British 2
Commonwealth of Netions, and the British EmﬂiLe. C &
. . . ¥
. . J b -
3
&
5%
5
£2
- : &
— . &
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(=} Such exchange will te unrestricted on all ; !
uncéertaiken excest whan sp2cifically exclude ¥
the agreexent &t uest of =ither parir ' ]
by cinEr 3 iz tI2 o -
T zuinemizzotiza mo
cxsrciazs o re:::ic:Zo:a .
mu Lu&l;] ayrecd upon, / .
L, Extent rthod nnd Technliques :
_ (&) Tre partics.agree to the-exchange of in-

forantion zu;u roing methcds and technliques involved §
in the operations ouulinkd in parsgraph ;(a) e . B
(vb) soSuen cxch&nﬁe w111 be unrestrictod on ull &
WODK u,de taken,” cxcept that upon notification of . %
the other party information may be withne;q by either ¢
- parvy wnpn it3 2peciszl interzzis so reguir Such ;?
: ' notificauioJ will include 2 dezeription of the ia- B
~ formaticn oe-1¢ withield, suff:cieqt in the opinfon ?
:) of tn wltnholding pariy, to convey its significence, 5
It is the interntlon of eech party to 1limit such ex- §
ceptiona to the absolute min’nouz. :%
5., Third Partiss to the Agureement :ﬁ
3

Both pertles will regerd tnig egreement es pre-

X

ciuding action with third perties on any subject . K LB
aprertalining to Communicaetion Intelligence except in . '4
accordance with the following understending: . Y ¥
- - b ¢

5

T

f)

i aed

11""r.roug‘nout this agreement third rarties are :
undersiood to =meen ell individuals or euthorities
othel™then those of the Unitéd Stetes, the British .
Empire, and the British Dominions.
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(a) It will be cont .

T2rY Lo this asyreement to i .
reveal 1ts existence to eny third party whnotever, | ¢ !

(b) Each party will scek tho Agreencnt of the
other to any action with third parties, nnd will

]

|

I

take no such ectlion until its advisability 1a ayreed - {

T upon, A o :

(¢} The agreemznt of the other heving been R
obteined, 1t will be left e

1O the pariy concerned to
carry out the agreed oction in the most &poropriate
vay, without obligation Lo c¢iscloae nDreclisely the
chennels thirough which action is taken, o

(d) Eech pesty will ensure that the rosulta

of any such action are mndn avallnolo to thn othor, |
— 6. The Dorminions . IR i
A A i
~ " () While the Dominions zre not parties to :
:) this azgregement, they will not be rTegardicd as third :
rarties, :

(b) The London SIGINT Loard w111, however, A |

keep the U, S, informad of any Lrrangenenty or pro- T &

posed .arrengements with any Dominlon nzcncles . = L F

. i 5

(¢) STANCIZ will make no arrangements with “ny LB

Dominion agency other than Cznadian sxcept through, z s

or with the prior &porovel of, the London SIGInT to R

Board. Y

(d) As regards Cenada, $TANCIS will completo 1

no érrange2ments with eny agency therein without firse 1

obteining the views of the London SIGINT Boerd. N

Lq . - - i §

(e) It will be conditionsl oxn eny Dominion g

agencles with whoz collaborat;on'takbs plece vhat . P F

e

2

i

.

1
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they abids by the terms of par&graphs 5, 8, and g }
of thls agrezment and to the arrangemenis laid }
down in paragrann 7. \
mmetmee e 7. Channels 3ztwesn U, S. ana 3ritish Zmnire Azencies ?
P
(a) S~xhCIL will mek2 no arren: gements in the 3
Spnere of Communicatlion Intnlliée“_e With any 2ritish ! 3
Empire egency except throuvzn, on %¥1ith the prior ap- ';
proval of, thc London SIGIHT Boarc
. (v)  The London SIGINT 3ocerd will rmake no ar- ) .
rangements in th2 sphers of uo*jun_ca“ﬁon Intelligences :
with any U. s, &gency excapt through, or with the '
prilor app“o«al of, STaNCIs, : . R
€. Disssmination and S=2zurity ;
Communicetlion Intelligence end Secret or above | :
tzchnical matters comnzcced thErevith will Te éilg- g
. sexinated in accordance with Identical 3zcurivy
- reygulations to be drzwn U2 &nd kept under review
:) by STANCIZ and the2 London SIGINT Board in coliaho-
= retlon., Within the terms of these'regulatlons £
-disseminetion by eliths r party will be mede to U, s, . P B
reciplents only as approvad oy SRAUC o British - i B
Emslre reciplents ancd to Dozminlor “ec¢ﬁ159t3 othzr v L H
than Canndien oniy es apnroved ,J the London 3ICIN® : Y
BOQ-M; to Canadlen recisients only ega zo poroved by L %
eilther UTAKCI3 or the London SIGILT Board; end to . e
thilrd party reo cizients only as ‘o-uv-, &pproved by P %
STANCIZ eni tns London GIGILT Ziacs. 4
=1
o]
-— = . . - s b ] :{:'d
. Dizsomincylion and Leoonte- - LunmsTeial . S
kS STARCI3 &nd the London LICINT Bosrd will ercurs : %
N thet without prior notificetion end conssnt of the X
? other party in each instenze no disszmination -of in- . P
sformetion derived from Communicotion Intelligence ¥
sources 1s made to eny individuz) or ags gency, govérn- .;3
‘mentnl or otherwise, that will explo;p it for com- . K
migrg ial purvogc" . L
.~
. : '\-,";
B
,~.‘=
. bx
M J‘___“_ g:":s'n
. HO <3 &
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This .
ments petw :
Conmunlcat i
1
11, fonendnent end Yermirstion of Arresrerny
This apgrecs et mLy e £uGed or Lerminatud ;
completely or jna &t any time by wmutual sgrac- .
ment, It naey be ILLEC CCmHL&LC;’ &t any vine h
on notice by eiiln ,3, shouid either consider ?
ils interests be $ Ty such &civion, .
¢
13
12. Activezion end_Zmnicneniction of ’
mim? r SO S b -~ oo - g L.) i
This &greemnant beccenes effective ¢
¢l cduly authorized regentatives of :
SIGLINT Roard and STANUIZ, Thersafter, T
menteticn will te arranged between tre CuxmunLcaLan i
- Intelligence suthiorities concerned, subjecty Lo the S
- —_ - - ) et H
. approval of the London SIGILT Zocard and STANCIZ, !
G . ;
i
i
K
For end in behalf ol the For and 1n oehelil of the, ‘
_ondon Signel Intelli State-Army-ihevy Communi- ‘
sence Boexd: cetion Inleliigence Soord: v
Lt i
) . .y U AT
. Lo : ) - . -
Sl NS Ul Ul b
' TLLricek Merr-jonnson Hoytt 8. Verden E
Colonsl, British Army Lieuvtenant Generel, CGIC
General Stell Senlor Member e "

L
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TO THE UKUSA AGREEMENT {53
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APPENDIX A
ATYENDIX B

ATPERDIX G

AYFENDIX H
AFPEIDIN I

ATPTNDRIX J

ATPERDIX H

ADPERDIX ©

APPEIDIX P

APPENTTX Q

s

UKIJSA AGRERX I

iy

—

ATELIDNING TS MAY BE AMENDED
Y

i’ {b) (1)

) (b) (3)-18 USC 798
rava - v (b) (3)-50 USCT 3024(1)
TERMS TO RE USED (b) (3)-P.L. 86-36

PRINCIPLES OF SECURITY AND DISSEMINATION -

EXJFALCE OF COLIATERAL, MATTRTAL AND COMTIT MATERTAL -
OBTATIED

COMMUHICATIONS
LIAISON AND METHODS OF EXCHANGE

PRINCIPLES OF UMJSA COLIABORATION WITH COMONVEALTH
COUNZRIES OTHER THAN TIE U.K.

ARPANGEMENTS FOR EMERGENCY RE-LOCATION OF COMINT UNITS

CCUIPLFMETTARY ARRANCEMENTS FOR COOPERATION RETIEEN

SPECIFIED U.C. AND U.K. COMIMT UNTES

COMINT RETATYNNS LVITH THIRD PARTIES AFFECTING UKUSA
RETATIONSHIES

OPGANIZATION O G5, -BRININH OML NI DTLLLIOTN,

COLTABORATICH T3l WAR o

AYPENDICES VHICH THEE DIRECICRS, NSA AND CCHO, MAY

- CEANGE OR LNIERPREY EY [L77UAL AGKEEVGENT

DESIGRATION OF INTERCEPT TARGETS

CO~CPDTIATION

[FRASELNEX Y

0 TRAFFIC AUALYSIS AND EXCHAIGE OF TRATFIN
AT TN

. T LK e TTAT
FREATZSIS PATERIAL

CRORDIIATIC OF, AID FXCAANGE OF LFermaTIon oy,
CRYPTAIALYSTIS ALD ASSOCIATED TECEITNES

EXCHANGE OF COMMUNICATICHN INTLILIGENCE AND CO-ORDINATION
I TRANSTATION

COLTATORATINY I TY¥E FIJSSIAN DTERNAL I'MATI T8¢T FIELD
FAGHRLELE O TIFOTMATION ON DINTERCEIT EQUIDNMENT , FACTLITIES,

PROTYCTION, PELEARCH AND DEVEIODEIR

FECIMWE OF PAW MATFRTAL AND STANDARDIZATION OF RAY
MATERIAL IORAT
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LOITRODUCTION TO TEE AFPENDICES

A listing of arrongements which govern the collaboration between
the U.S. and U.K. COMINT Agencies, including statements of exchange,
liaison, starndardization, sllocation of resources, telecommunication,
courier, review of Appendices.

TENDI{ A « TERMS TC BE USED

A definitive listing of terms placed in the context of the

Agreement.
1

APPENDIX B - PRINCIPLES OF SECURITY AND DISSIMIVATION

Defines a number of terms peculiar to the SIGINT agreements; specifies
* the considerations for assigning CCMINT to categories; establishes basic
security principles governing collection, access, dissemination and
transmission under all conditions of world climate.

APPENDIX B AITEXURE Bl - THE ASSIGIMENT OF COMIUT TO CATEGORIES AID
SUB-CATEGORIES

This earnexare delineates the basis for (a) the establishment of
sub-categories, (b) the assignment of COMINT to categories and sub-
categories (ci the classificaticn of COMIIT assigned to catsgories and

LS

sub-categ orles, ard (d) the application of cciewords to categories and
sub-categories., It does not accomplish the detailed categorization of

all COMINT, but elong with the criteria described in Appendix B, it

governs the preparation and maintenance of current mutuelly egreed lists

to indicate the precise assignment of all COMINT categories and sub-
ategories.

PRIICTIPIES GOVERUING TH= CCILUCT OF

This section defines exposed areas, risky situations, dangercus
gitvaticns, and hazardcus activities. It sets vp safeguards for con-
trolling the aszignment of personnel to hazardous activities and
provides safeguards for the conduet of COMINI operations In exvcsed
arcas or In risky or dangerous situations.

APPEMDIX B AINIEXIRE B3 - CL SSI“IF‘[\‘T‘I(‘?I AlD HANDLTHG OF TFORMATICH

FETATED 00 CCMIvE OR CCUILET ACTIVITIES

This annexure esteblishes minimum standards with respect to the
herdling end classification of informeticn which 1s neither COMIT nor
that contained in technical material or documeats that reveal actuel or

prognosti:shed suvcesz or efiort concerning the production of COMIIT,

NSA FOIA Case 100386 Page 00404
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yoh recsaels directly or by implication the existence or nature of COMIHT
or of CCMINT a.tlv:_twes

APPENDIX B ANNEXURE B AMNEX A - TYPES OF IMNFORMATION TO BE GIVEN THE
SAME PROTECIION AS COMIST

Lists the information whizk is neither COMINT nor “tecanical
material” and wHich must be accorded the seme protection of the classifi-
cetion and codeword of the highest category of COMINT to which it relates.

APZENDTA B ANIEXURE B3 AMNEX B ~ TYPES OF TFORMATION TO BE HANDLED VIA
COMIN. CIANIELS QULY

This Anrex prescribes the classification end hendling procedures
for information that does not reguire codeword protection, tut which
relates to COMINT or COMINT activities.

APPENDIX B ANYEXURE B3 AINEX C - TYPES OF TiMFORMATION WHICH MAY BE
BANDIED T ACCORDANCE Wiid HOPRAL SECURITY Rr_JU..ATICNS

Discusses the types of information pertaining to COMINT which
requires neither codewnrd protection nor the caveat "EANDIE VIA COMINT
CHANETIS OHIY" and 7111 te 2lassifield and khapdled in accordance with
U.8. or U.XK. govermental security regulatiops in effect for information
uncornected with COHITD or COMIMT activities,

APPENDIX C - DESIGNATION OF INTERCEPT TARGETS

Cutlines the ITA case mumbering system for describing intercept
targets in all fie=lds cther than Internationzl Commerzial, for which
a scparate systen is noted.

_ D - CO-ORDIVATION OF TRAFRTS AVALYSTS AUD EXCYANZE OF TRATZIL
TR AL

Provides guldelines for the exchange of T/A materials and for
ccordination of intercept e¢nmtrvld to minimize duplication,

APPEEIDIY D AITEECIRE DL - WOPKITH; ARPANCEMINTTS REACIZED AT THD 1653
COURLRENCE FOR THE LRPLOLNTANICH OF A2PLDIX D

MY
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A stetement or the principles governing coordination of, ard
ex tenange of information on, cryptanalysis and associated techniques
irzluding standardication of sysitem nomen cla“wre, status of tasks,
allecation of tasks me thod., sechniques and tecanical products, crypto

intelligerce and transfer of devices and apraratus. .
A?_g VAR TRE 1 - WORKTH; ARPANGEMENTS FFAGEED AT THE 1948
ONr'E 95"

MELEENTAT IO OF APPEnDIA B

o

Corgists ol arrangements for informel allocetion of eryptenzlytic
tasks, short reference titling or system nomenclature, how to propose
a t1tle and preparation of System Identificeticn Sheets, preparation
of the Master File and preparation of the Quaphenly Status Report.

APPENDIX P - FXCHANGE OF COMMINICATION INTELLICENCE AND COORDINATION

-~

22 TRANSLATION

v -

- Provides guidance as to standardization on format and content of
translations ard for ediicrial comment on COMINT which is exchanged.

.A‘PJ"FH“'TX G~ EACHANGE OF COLYTATFRAT, MATFRIAL AND COMTI MATEZRIAL

TER(EIE r;!‘mr-ruﬂr DRI

L OMERATIONG

[t

Provides additional gnuidence beyond that in paregrapks 2 and &
of the Agreement on the handling or exchange of collatersl meterials
ard COMINT materials obis 2ined clandestine or covert sources.

ATPEXDIN B - COMIMINATICNS

Yoo ‘st general guidance as to telecommunications required,
i1 ,:‘x:“_lau"_:’, m2inisnance and cparasion of termirals, provisicn of
audipment, crypiogra ph:.c-. ails, courier or tag rouiss, microfilm and

C wn'mztions li=zison

\CHED AT THE 1953

Diseusces toe requirsmenis for:

1. U.S. Stetlims and Uniis lncated or relasated in the ULK.

2. Corxmunicaticn errasgsments for stations and units located or
relocated in the U.X,

2. U.S. Stations abread relocaed o B 1+
snd Britien Stationg abrosd relocated 45 U.S. ¢

izk controlled tarritory
:ontrolled territory.

27
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L, Tranc.atlendl: Fasiliiles

5. Trans-rPacific Facilities

6. " Other combined cozmunication Nets end@ Links (Existing and
Planned)

APPENDIX T ~ LIATSON AND METHODS OF EXCHANCE

'
Provides for liaison persommel, channcls for requests on exchange
of materials, end assistance to liaison personnel by the host country.

APPENDIX J - PRTICTIPIES OF UXIJSA COLIAEORATION WITH CCMMONVEALTH
COUNIRIES OIHER THAH THE U.K.

This appendix records the general principles governing UKUSA COMDT
collaboration with Commonwealth countries other than the U.X,

APPESTDIX J ATNEXURE J1 - UKUSA ARRANGEMENTS AFFECTING AUSTRALTA AND:
1EW UBW ZEATAID

Self-explaratory. :E} Eﬁi-m usc 798

(b) (3)-50 USC 3024(i)

(b) (3)-P.L. 86-36
APPENDIX K - COTIATOPATION W7 /IR PIAD TFYm RITID """ P
Provides for guideliras on inbercept priority, - t‘_i‘_‘ic e;c:.a:{’:e,

product exckhange end forecast of output tzsed - d |plain text ag

ATPENDIX K AMVEXURE KL - VORKTIG ARRANGFMENTS REACHED AT THE 1948
CONFEREICE FOR UHE LOIRMEIIST ION OF APIFIDIX K

Consivts of exhihits o tha ayrerdix showing 2 spaciran priority
list, a speciman interecept record, a forecast of plain text reports, and
other 701.:‘.1‘:,5 vervirent to Aprendix K.

APPENDTY L « EXCHAUGE OF LFORMATION Ol TITERCEPT EQUIPMENT, FACILITIES,

SN

IO ’.i': FhobARGE A0 D

Provides for a corprehensive Armual Technical Report concerning
(2) all intere srt facilities installed and available for use &} intercsps
and D/F stations whether or not such facilities are in use end (v) details
of mmbers and types and descriptions of intercept equipment under contrecs
an:l/or' in production, together with probvadble delivery dates.

BANDEE-VEA-COMDR-camEIs oy — 20
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tion sets up objectives and general principles of operation in
in the northern eros (2oith of the 55%th parellcl),

-.Ix-.'II II - EI "IT_ B 08 PAW MATCEI T, AYD STANDARDIZATION OF RAW.

Sets up procedures and a standard fomat for use in the exchange of
rav material.

APPENDTX M ATEXIRE M) - WORXING ARRANOIMVENTS RFACHED AT THE 1948

REH(D FUR TER DMPTIMECTATTION OF APPLIMIX M

Conslats of exhibits to the Appendix, showing formats or layout for
various kinds of raw traffic.

ATPENDIX N - AREANITFMEITS FOR FMERGENCY RELOCATION OF COMIDNWE UNITS

This section describes conditions and situations under which exergency
el 0“ either or both U.S. 2nd UJ.X, COMINT vnits is desireble and
an reeponsibilitias of the several parties if such an eveni

!\T”’”’?" TX W ATFYMIRE JIL - RELCATION OF U,.S. AlD U.K, COUTT RIS -

PRGVISTG OF BQUIprend

Discusses responsibility for providing necessary eauipment to the
various wnits which might have to be relccated on an emergency basis.

IV'
AT

304

nr’._-.( UR ALEZALY SC

£ listing of the varicus .S, ard UK. CQMIMT Upits located on
territory controlled by the other party.

TES TOR CAOTPERATION EETWEN SPECTRTTD

- - [V SERl

Self~explanatory.

29
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S FOR COOPERATION BETWEEN GCHO; ATR

AJ VoS Luli BADIO SEUADPOL MO3TLD

Py

Provides for liaison and cxcharge of personncl, coordination of
intercenticn and o\\.bai\;o 01 intersepted traffic between the 18th RSH

and Checadlo and the 19 FSM and GOIN.

4
a4

APTITEL D - OOV RFTATIS WITH THIRD PARTIES AFFECTING UKUSA
Q

Basis prirciples gevsrning COMINT arrangements ty the U.K, and U.S.
with Third Partiez.

APPYNDIX P AIRFIURE PL - DEFINITICNS

Definitions of terms used in Appendix P.

APPEIDIX P AMENIRE P2 - TTRRMATIONAT, COMINT ARRANGELMENTS FOR ALLIED
COEHAND EUROPE .

A statement of principles governing the irternationel, as
digtinzuished from the ourely UFJ2A, CoaTm suzport €5 e provided to
“‘l.c: AL.:L :d Commend Burene (A:)E) in bc*h peace and war.

APPEMDIX P AITTEXURS P3 - TUSTRMATIONAL COMTIT ARRANGEMENTS FOR ALLTED
COILATD AbiANTiC

A statoment of principles governing the international , as distinmiiched

from the purely CAIUIGIS, COMIT support 4o be provided to Allied Command
Adantic (AUTANT) in 'ooth vease and war.

N Voo i
P SA TR I TS

nTon I’ S, - }_"‘g""‘v“"“.’ r_j",""r‘r‘rr‘f_'rrf‘r THTALLT

15 1o govern COMIT collabaration between the

= OOICADORATION BETWEEN U.S. AT UK, MATIONAL

This amnsxure sets forth agreed arranzerents for hikugs )R emanﬁa ion «f
the prirciples of ecallat tlnn dn e wartisme sitvation and the forme=tion
of the Cutined C:nter Eurepe (GI2).
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ATTVIRTY O MSENCIRE Q2 - PRIECIDIES GF VARTIME COILﬁﬁOPATIOEI AMONG coMIT
CELEARS O 2 *L,8., T, 40D TR BRITIST QAL TVEALLH COULITRIES

Describes steps to be taken in the event of hostilities involving
U.S., U.K., Canada, Austrelia, and New 2Zealend to ensure the greatest
possible contribution to prosecuting the war ronsistent with security
ineluding planned overseas Natioral CCHMINT Centers., ’

-
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ANNEX C

(o) (1)
(b) (3)-B.L. 86-36

DETAILS OF UKUSA
DIVISION OF EFFORT -5

32
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(b} (1)
{b) (3)-18 USC 798
- {b) {3)-50 USC 3024 (%)
ANNEX C {b) (3)-P.L. 86-35%
DETAILS OF .UKUSA DIVISION OF EFFORT (U)
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35 (b) (3)-13 TSC 798

(b) (3)-59 USC 3024 (i)
(o) (3)-P.L. 86-36

. |

L ’ R ‘ T g m_ ™ 77 (7RI TNy "'ﬂ\' TEIUrTTA mo¥ s
> _-ﬁ_@iiw b ia ot L A e B k&:N"% LEO) L0 00386 Page 00414

dv



"T"“'\"”"’S SPTTy TTTYe f’l:y"rv'\""f‘""l"‘""' hzd “J“\(?'J"‘W
Doc ID: 6636095 H Ry & i) oo v Adaan i G A U Hoad

(b) (1)
36 (b) (3)-18 USC 798

(b) (3)-50 USC 3024 (1)
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(b) (3)~-P.L. 86-36
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(b) (1)

{b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)
(b) {3)-P.L. B6-35
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(b) (1)

(b) {3}-18 USC 7¢8

(b) {(3)-50 USC 3024 (i}
(bj {3)-P.L. 85-36

R R T NSA FOIA Case 100386 Page 00420
) 20 S v x4



Doc ID: 6636095

PRINCIPAL UK CRYPTOLOGIC INSTALLATIONS H5)

N

w2

A FOIA Case 100386 Page 00421




PRRTER)

77500 938d 98£001 35¢D VIOA VSN

: . o ‘ .
——XING-STIIVHILHINOS WA FIRH ‘

R

- .

. . +

9€-98 "1 d-(£) (@) . , Ihuw..mm.wmml
(TYpzoe 2osa 05-(€) (| -

86L 2sn 81-(g) (Q}

(T) (qQ}

- . . ‘ ; $609£99
- ' ‘ ﬂ .



U.X. SIGINT DEPLOYMENT

- The U.K. SIGINT deployment has major concentrati=s of resources and
personnel at the following locations: -
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{b) (1)

(o) (3)-18 USC 79¢

{p) (3)-30 USC 3024 (i)
(b) (3)-P.L. 86-36

y
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ANNEX E

U.5. CRYPTOLOGIC SITES IN THE UK —5—
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