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| Agenda &

O.I AWS - Basic knowledge and how it works. 04 The problem - A real problem.



ME: | JUST NEED TO STORE {"Temp":30.2}
ON THE CLOUD.

AWS: NO PROBLEM. HAVE YOU
CHECK ALL OF OUR COOL NAMED
PRODUCTS YOU'LL NEVER
UNDERSTAND?

AWS.

Basic knowledge and how it works.



| Aws | Main services @

S3 Buckets EC2 instance Lambda Function
S3 buckets can be used a Amazon EC2 instance is a A Lambda function executes
container to store objects multi purpose virtual server some code after an event is
(files, logs, apps data, etc.) e impersonates an AWS triggered.
e encryption role e impersonates an AWS
e access logs e can scale up/down role
e tiering e admin can login using e execution time is short
e access policies SSM e totally managed by AWS

e different OSes




| AWS | Identity and Access Management

IAM

Identity and Access Management is a fundamental and critical
cybersecurity capability, especially on cloud environments where
cloud users rely on services, like
AWS ldentity and Access
Management (IAM), to secure and £l

Mmanage access across the variety
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of services and resources. ijlMl}HE H‘MIWE,_‘Il SOLEE l;A!I_nE STE[[[-’;%__:




| 1AM Structure | Group Membership @

Users’ group membership:
e Jonisanew hire and it is assigned to the ReadOnlyUsers group

User ARN "Arn": “arn:aws:iam::111111111111:user/Jon"
"CreateDate" 20 p9-18T11:15:41Z"
"path™: "/
U "UserId": "AIDAWFK LPEWT3YLPD"
ser name siyserName”: "Jon"
"PasswordLastUsed": "2¢ 9-10T14:03:20Z"
"PermissionsBoundary"
"Tags": null
"PasswordEnabled"
MEMBER_OF G "PasswordLastChanged"
roups - ”MFAStatUS“ ”fal,v?”
membership Groups"
ﬂArn” "arn:aws:iam::111111111111:group/ReadOnlyUsers"
GFOUDARN CreateDate -18T11:15:33Z

"GroupId": "AGPAWFKZ7XCLL53Q5FOMR"
"GroupName": "ReadO sers"
“Path“ H‘v’,“u

Group name




| 1AM Structure | Group Membership @
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| 1AM Structure | Group Membership @

Users’ group membership:
e Jonisanew hire and it is assigned to the ReadOnlyUsers group

User ARN "Arn": “arn:aws:iam::111111111111:user/Jon"
"CreateDate" 20 p9-18T11:15:41Z"
"path™: "/
U "UserId": "AIDAWFK LPEWT3YLPD"
ser name siyserName”: "Jon"
"PasswordLastUsed": "2¢ 9-10T14:03:20Z"
"PermissionsBoundary"
"Tags": null
"PasswordEnabled"
MEMBER_OF G "PasswordLastChanged"
roups - ”MFAStatUS“ ”fal,v?”
membership Groups"
ﬂArn” "arn:aws:iam::111111111111:group/ReadOnlyUsers"
Group ARN CreateDate -18T11:15:33Z

"GroupId": "AGPAWFKZ7XCLL53Q5FOMR"
"GroupName": "ReadO sers"
“Path“ H‘v’,“u

Group name




| IAM Structure | Policy and Action

Jon can then be enabled to execute some actions using a policy directly or using the Group
membership

®
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| 1AM Structure | Policy and Action

Instead of being uniquely associated with one “Arn": "arn:aws:iam::111111111111:rc
person, a role is intended to be assumable by bkl el
anyonho needs it. Role ARN "RoleId": "AROAWFK

"RoleName": "demol-c
"MaxSessionDuration"

"PermissionsBoundary"
"RoleLastUsed": null
Role name "Tags": null
"Description": ""
"InlinePolicies"

List of assigned crolicyNage s “holelfollcy
polkjes Version 2012-10-17

"Statement"

Policy name "Effect™
"Action"

List of allowed
permissions

Hagn

"Resource"




| 1AM Structure | Policy and Action

A policy defines what a role, group or user can or “Arn": "arn

' "CreateDate
can't perform. e

Role ARN "RoleId": "AROAWFK
""RoleName": "demol
"MaxSessionDuration"

"PermissionsBoundary"
"RoleLastUsed": null
Role name "Tags": null
"Description"
“"InlinePolicies"

List of assigned “FolicyName

- "Version'": "2
policies "Statement"

Policy name "Effect”

List of allowed
permissions




| 1AM Structure | Statement @

Action = ServiceName + "' + Operation

Effect of the
statement "Statement"

IlEffeCtll IIA‘.—‘.—O&"’“
"Action"
“Jam:DeleteRole

Target Service

‘ “iam:ListRoles
ALLOWS i Target "iam:AddUserToGroup"
permission "s3:PutObject"
"s3:ListBuckets"

ec2:x"

"

Target objects

11§11

“"Resource"
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| 1AM Structure | Actions

Action = ServiceName + "' + Operation
The iam:DeleteRole action, for example, must also be logically connected to the roles in

AWS

Effect of the
statement "Statement"

YEffect": "Allow"
"Action"
"Jam:DeleteRole

“Fam:ListRoles"

Target Service

Target
permission

iam:AddUserToGroup"

Target objects = R
Resource' *1

®
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| 1AM Structure | Actions

With “lam:” actions you can target any |IAM object

Effect of the
statement "Statement"

"Effect™: "Allow"

. "Action"
0 Target Service A =
= “iam:
“lam:
ALLOWS Target
ON . .
oN permission
=z
(o]

Target objects

11§11

“"Resource"




| 1AM Structure | Actions

s3 actions targets only the S3 service

Effect of the
statement

Target Service

Target
permission

Service

Target objects
{S3]

"Statement"

YEffect": "Allow"
"Action"
"iam:DeleteRole"

"jam:ListRoles'

"iam:AddUserToGroup'
] P, |
- I
:)'

" .
- ]

"ec2:

“"Resource"
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| 1AM Structure | Actions

If “*" is specified all objects in the S3 service can be targeted

Effect of the
statement

Target Service

Q,
e Target
permission
Service .
Target objects
{S3]

"Statement"

YEffect": "Allow"
"Action"
"iam:DeleteRole"

"jam:ListRoles'

"iam:AddUserToGroup'
] P, |
- I
:)'

" .
- ]

"ec2:

“"Resource"
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Attack Methodology.

Same but different.
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| Attack Methodology - Initial Access @

e Publicly exposed cloud services, like web services, aren't different
to classical targets that attackers use to gain initial access on a
company using common or known vulnerabilities

: EXEC xp_cmdshell ‘whoami’; ---

19



| Attack Methodology @

Misconfigurations, vulnerabilities or insider threats highly increase
the risk that unauthorised access is performed on data, users’ accounts
and other AWS services.

The tactics remain the same whether is a cloud environment or an AD
network; what changes are the specific techniques.

The overall attack methodology is the same:
a. harvest credentials/information
b. lateral movements and privileges escalation
C. repeat
d ..
e. profit?

20



| Attack Methodology - IAM Misconfigurations @

Most the attacks on cloud environments are due to
misconfigurations generated by:

lack of awareness of cloud security and policies
lack of adequate controls and oversight

too many APIs and interfaces to adequately govern
negligent insider behavior

O O O O

A&
User Group

-

IAM Operation
—> 3

o

- @
./

@0®
W Role 1

) IAM Operation Py
-, Assume Role @ :

Role 2

Attacker
Admin Privilege

Attacker

Group
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| Abusing IAM permissions | AWS Shadow Admins Actions @

iam:CreatePolicy
O the attackers creates a new policy that permits all AWS actions to himself

iam:PassRole and ec2:Runinstances

o the attackers creates an EC2 instance, pass a role to the instance with
permissions that the user does not have currently

iam:PassRole, lambda:CreateFunction, and lambda:InvokeFunction

o the attackers pass an existing IAM role to a new Lambda function that
includes code to import the relevant AWS library to perform actions of its
choice

22



| Abusing IAM permissions | AWS Shadow Admins Actions @

e /am:CreatePolicyVersion
o the attackersc

nat permits all AWS actions

It looks like you have
o iamPassRole an encountered the action
- - . “lam:PassRole” for the first time.
o) the attackers cif -
o Would you like some help with
permissions thy (s
e Get help on “iam:PassRole”

. e Do you think you have a .
e jam:PassRole, lal Chofcg Y I lambda:InvokeFunction

o the attackersp v Lambda function that

includes code tWrelevant AWS library to perform actions of its
choice

le to the instance with
tly




| Abusing IAM permissions | iam:PassRole @

e /am:PassRole is a permission granted to IAM Principals and
resources that permits them to use an IAM Role on specific services

to perform actions on the Role behalf.
LowPrivPolicy

HAS POLICY HAS POLICY
|am PassRoIe

=== ——cc2:Runinstances <—ATTACHED— @

EC2 Instance

IT guy

24



| Abusing IAM permissions | iam:PassRole

e /am:PassRole is a permission abused by attackers to permits them
to use an IAM Role on specific services to perform actions on the

Role behallf.
LowPrivPolicy

HAS POLICY HAS POLICY
|am PassRoIe

—ec2:Runlinstances

<«—ATTACHED— 4@

AdminRole

Attacker EC2 Instance

®
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Demos. [#

Privilege Escalations in practice.
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| demoi | Scenario @

Ultima is slowly shifting to the cloud, porting most its Java on-premise
services to AWS, using a web portal where logged and authorized users
are able to upload and deploy CloudFormation stacks (laC).

For each deployment file, extensive security checks are performed to
avoid deploying misconfigurations or allowing malicious activities.

You, the attacker, were able to find an SSRF vulnerability that allowed
you to perform exploration of the local network.

ultima

27



| demol | Scenario - Initial Access - SSRF

SSRF - Internal file system http:/<ip>:3333/?url=file:///etc/oasswd
SSRF - Internal network http://<ip>3333/?url=http://localhost:3333

& C ) A Notsecure | http://54.171.233.95

Hello!

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin

daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin

sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100:games:/usr/games:/sbin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin

nobody:x:99:99:Nobody: /:/sbin/nologin

systemd-network:x:192:192:systemd Network Management:/:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/nologin

rpc:x:32:32:Rpcbind Daemon:/var/lib/rpcbind:/sbin/nologin
libstoragemgmt:x:999:997:daemon account for libstoragemgmt:/var/run/lsm:/sbi
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x:65534:65534:Anonymous NFS User:/var/lib/nfs:/sbin/nologin
rngd:x:998:996:Random Number Generator Daemon:/var/lib/rngd:/sbin/nologin
ec2-instance-connect:x:997:995: : /home/ec2-instance-connect:/sbin/nologin
postfix:x:89:89::/var/spool/postfix:/sbin/nologin

chrony:x:996:994:: /var/lib/chrony:/sbin/nologin
tcpdump:x:72:72::/:/sbin/nologin

ec2-user:x:1000:1000:EC2 Default User:/home/ec2-user:/bin/bash

tcodump:x:72:72::/:/sbin/nologin
ec2-user x:1000:1000:EC2 Default User:
tss:x:59:59:Account used by the trouse

28



| demol | Scenario - Initial Access - IMDSV1 @

e EC2instances have a metadata endpoint (IMDS) that is used to
interact with the machine.

e /MDSvI, if not upgraded to use the version 2, can be used with
SSRFs to dump the credentials of the role associated to the EC2.

o http://169.254.169.254/latest/meta-data/iam/security-credentials/
<roleName>

o the endpointisin Directory Listing mode

e https://github.com/SummitRoute/imdsv2_wall_of_shame

29
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| demol | Final Privilege Escalation Path

o

EC2 access from SSRF
cloudformation-deployer
credentials dump
CloudFormation stack to
create a lambda using
lambda-runner role

passing the service-deployer
role

enumeration of Lambdas
discovery of a new role:
temp-backend-api-role-runner
CloudFormation stack to
create a lambda using this
new role with Admin privs

i-01e2d49b...

AN s ———» temp-backe...
‘demol-priv... P 4

Rl

P
3
RS
‘o
O(/
o

€
EC2-Cloud...

5,
“Ouy

»
k WAS pOLCY
_ on——»Senvice-depli

Ultima-Cust...
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| demol | OPSEC Pitfalls

e GuardDuty will notify the administrators of an authorized access with the
following sighatures:

O UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.OutsideAWS

O UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.InsideAWS

You have a severity 8 GuardDuty finding_type UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.InsideAWS in the eu-west-1 region."
"Finding Description:"”

"Credentials created exclusively for an EC2 instance using instance role demol-role have been used from a remote AWS account 111111111111.. "
"For more details open the GuardDuty console at https://console.aws.amazon.com/guardduty/home?region=eu-west-1#/findings?search=1d%3001111111111111111deadbeef11111"

(SIREN/BLARING)

e  https://notdodo.medium.com/aws-guardduty-exfiltration-bypass-4720f6ed16a4
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| demo2 | Scenario @

e Ultima learned a lot from the last incident and started creating
ad-hoc Deny policies to prevent privilege escalations.

e The company started also to use all AWS services, even the ones to
perform data analytics and science to keep pace with the other
modern companies.

e Java was abandoned

You, the attaeker disgruntled Ultima data scientist, want to delete all
the work created in this years of hard work.

33



| demo2
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| demo2 | Considerations

e Privilege escalation are not only meant to reach Administrator
permissions

e Defenders needs to protect the company crown jewels

e Backup all the things (BCP and DR)

35



The Problem.

A real problem.
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| The Problem (1/3)

®

In general, defending against these attacks is (in theory) relatively
simple:

O

©)

©)

apply the least privilege principle
use the permission boundaries
use the AWS Access Analyzer

do not use AWS managed policies
create specific resource policies
train the users

harden the exposed services

37



| The Problem (2/3) @

e The complication comes in when trying to defend against these
kinds of attacks on our own environment that may change quickly,
and have a variety of services, roles, resources, etc.

DON;T:HAVE'TOWORRY/ABOUT PRIV ESC

-

»

IFALLUSERS HAVE ROOTAGGESS
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| The Problem (3/3)

e |nlarge and complex cloud ecosystems
reviewing all permissions can be quite difficult

e 84% of organisations* have no automation

e lack of knowledge and expertise** was
consistently identified as:

primary barrier to cloud security (59%)
primary cause of misconfigurations (62%)
a barrier to proactively preventing or fixing
misconfigurations (59%)

the primary barrier to implementing
auto-remediation (56%)

* report: Technology and Cloud Security Maturity, 2022 | Cloud Security Alliance

** The State of Cloud Security Risk, Compliance, and Misconfigurations, 2022 | Cloud Security Alliance
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| The Problem - Graphs

e In general, we need to have a global overview of the ecosystem.
When attacking or defending an environment the knowledge of
all aspects is a key point for a successful operation

e Attackersthinkin graphs

®
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| The Problem - Graphs @

e In general, we need to have a global overview of the ecosystem.
When attacking or defending an environment the knowledge of
all aspects is a key point for a successful operation

e Attackersthinkin graphs
Why not the defenders t00?

e \on NA

BLOODHOUND

4]



nuvola.

Helping to solve the problem.

42



| nuvola (1/3) @

nuvola is an open source tool, by Prima Assicurazioni, to perform
automatic and manual security analysis on AWS environments
configurations and services using predefined, extensible and custom
rules created using a simple Yaml syntax.

The general idea behind this project is to create an abstracted digital
twin of a cloud platform using graphs.

github.com/primait/nuvola

I\ nuvola
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| nuvola | DB Schema

e The modelling of AWS resources and services can be simplified using nodes and

edges.

LINKED

\

2
m
<
-3
o
b}
=

®
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| nuvola (3/3)
. . . Dump Assess Enumerate
e nuvolais created with three major
subset of features: @ a 123

a(
‘ I:I
o Dump ‘ |:|

o Assess l

JSON/ZIP

\,.ne%

o Enumerate (TBD)

®
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| nuvola | Misconfiguration Queries @

name: ec2-IMDS
enabled: true
description: "Finds all EC2 with IMDSv1 enabled”
services:

- ec2
properties:

- MetadataOptions:

- HttpTokens: "optional”

return:

- Instanceld

- Tag

- TIamInstanceProfile

Description: Finds all EC2 with IMDSv1l enabled

Tags_Value_1: demol

Tags_Key_0: Name

Tags_Value_0@: demol-ec2

IamInstanceProfile_Arn: arn:aws:iam::573663372258:instance-profile/ec2-instance-role
Tags_Key_1: Stack

IamInstanceProfile_Id: AIPAYLEIAMPRAL56Q5IQT

Instanceld: i-01e2d49b81bb383ea




| nuvola | Privilege Escalation Queries - demol

Overview of the privilege escalation demol on nuvola

(@)

from the EC2 (in blue) to the lambda demol-priv-admin (

i-012d49b...
\

> lemp-backe::

__———— USES
o w_

demol-priv...

u‘-’?'% ;

—— ALLows —_

<
<o
=
S

X

EC2-Cloud...
Ultima-Cust...

R ¢,
/ <0y,
/ (< _ ooucY
/ \ AW\':,APO
4 _ on ——> Seivicedepisy
5 —
=
/

in pink at the center)

%

lambda-run...

o~
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| nuvola | Privilege Escalation Queries @

name: CloudFormation-privesc

enabled: true

description: "Finds all users and roles with possible privilege escalation permissions
using a CloudFormation stack"”

find:
who:
- User
- Role
with:

- iam:PassRole
- cloudformation:CreateStack
target:
- policy: AdministratorAccess
- action: CreateRole
return:
- RoleName
- UserName

Description: Finds all users a
RoleName: cloudformation-deplo
RoleName: temp-backend-api-role-runner




| nuvola | Graph Exploration (1/2)

e Using Neo4j Browser it's possible to use Cypher queries to explore the graph or
manually expanding the nodes and relationships

nuvoladb$ p=(:Lambda)-[:USES]->(:Role)-[]->(:Policy)

Overview

Node labels

Relationship types
(0| (UsEs(@ | wAS poucY ()

Displaying 8 nodes, 8 relationships.




| nuvola | Graph Exploration (1/2) @

e Using Neo4j Browser it's possible to use Cypher queries to explore the nodes
properties

nuvoladb$ (1:Lambda) properties(1l).FunctionName FunctionName, properties(1l).Runtime Runtime

FunctionName Runtime

"demol-privesc-admin-DemolLambdaFun-YWAxuG1Hghxh" "python3.9"

"backend-api-temp" "python3.9"

"demol-privesc-DemolLambdaFun-kgdEpSRv2QxG" "python3.9"

"backend-lambda-api*

50



Conclusions.
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| conclusions

e High level overview of the infrastructure

e Thinking in graphs

e Community Call For Actions: improving and expanding the features of nuvola
o Pull requests
o Issues
o Tests

o Reviews
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YOU GET A THANK YOU!

. SRR | [

AND YOU GET A THANK ™

You!

AND YOU GET A THANK
' YOUu!

EVERYONE GETS A THANK YOU!

Thank you.

Thanks to:

RomHack incredible staff
Prima Assicurazioni

My colleagues

Fabio

Santa

Pietro

Lisa

My parents

You

53



Prima

https://porima.jobs

Q&A.

nuvola

github.com/primait/nuvola

Contacts

) notdodo
¥ _notdodo_
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