Belarus

The Belarus government has moved

to second- and third-generation con-

trols to manage its national informa-

tion space. Control over the Internet

is centralized with the government-

owned Beltelecom managing the

country’s Internet gateway. Regula-

tion is heavy with strong state

involvement in the telecommunica-

tions and media market. Most users

who post online media practice a degree of self-censorship prompted by fears of
regulatory prosecution. The political climate is repressive and opposition leaders
and independent journalists are frequently detained and prosecuted.

Background

Under President Alexander Lukashenka, the Belarusian regime has been criticized for
its repressive and increasingly authoritarian tendencies. In 2008, it was announced
that Lukashenka would most likely run for a fourth term in 2011.! During his rule a
number of independent and opposition leaders have been detained, opposition parties
banned, and public demonstrations suppressed. The economic and political system
remains highly centralized, with executive authority vested exclusively in the office of
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KEY INDICATORS

GDP per capita, PPP (constant 2005 international dollars) 10,238

Life expectancy at birth (years) 70

Literacy rate (percent of people age 15+) 100

Human development index (out of 179) 67

Rule of law (out of 211) 184

Voice and accountability (out of 209) 182

Democracy index (out of 167) 132 (Authoritarian regime)
Digital opportunity index (out of 181) 78

Internet users (percent of population) 29

Source by indicator: World Bank 2009a, World Bank 2009a, World Bank 2009a, UNDP 2008, World
Bank 2009b, World Bank 2009b, Economist Intelligence Unit 2008, ITU 2007, Miniwatts Marketing
Group 2009.

the president. Charges of election fraud have also been widespread. Human rights
organizations have been extremely critical of the current regime, including its steadily
increasing control over information during the last several years. Nevertheless, Luka-
shenka remains genuinely popular with many, particularly the middle-aged and rural
populations who have benefited most from his protectionist economic policies and
the overall stability that Belarus has enjoyed? (which contrasts with political instability
in Ukraine, Georgia, and other CIS countries). Market analysts predict that economic
hardship will force the privatization of state assets, but such a move would most likely
benefit top Belarusian officials.3

Internet in Belarus

Steady economic growth in Belarus has stimulated the development of telecommu-
nications in recent years. However, because of excessive regulation and state control
of major participants in the telecommunications industry, the development of tele-
communications remains low compared to the rest of the region. The state retains a
dominant position over the telecommunications sector, with all external fixed-line
connections passing through the state-owned operator Beltelecom. Taking into ac-
count both the increase in Internet users and the potential of the Internet to spread
political ideas, the government is adopting restrictive policies, monitoring content,
and placing temporary limitations on access to politically sensitive Web sites, particu-
larly during times of public protest.

The cost of Internet access in Belarus has decreased in recent years prompting a
notable rise in Internet usage and a growing ISP market. As of 2008, Belarus had an
Internet penetration rate of approximately 29 percent.* Prices for Internet access re-
main higher than those of neighboring countries. In 2008, the cost of dial-up Internet



Belarus 163

access through Beltelecom was around USD 0.68 per hour, while an ADSL connection
(512 Kbps) cost around USD 122 per month,> placing the latter beyond the reach of
most citizens, given that the average salary was around USD 436 per month as of July
2008. Private operators are attempting to break into the market by offering lower prices.

Because Beltelecom controls the market, tariffs for residential local calls are below
cost. The government is preserving this policy in order to ensure that fixed voice ser-
vices are affordable for all.° At the same time, Beltelecom is keeping prices high for
international calls and Internet access service, a policy that allows the operator to sub-
sidize local call services and remain a revenue-generating enterprise. This policy, how-
ever, hinders the establishment of a competitive market.

In recent years, broadband Internet services have developed rapidly. Beltelecom has
announced plans to provide broadband Internet service to a large number of its sub-
scribers and to launch Wi-Fi service. In April 2008, the Ministry of Communications
estimated that 170,000 Internet users were using broadband services and forecast that
by 2010 this number would reach 500,000 users.”

The most active Internet users in Belarus belong to the 17-22 age group (38 percent),
followed by users in the 23-29 age group.® Internet access in Belarus is predominantly
urban, with 60 percent of users living in the capital Minsk. The profile of the average
Internet user is male, university educated, living in the capital, and working in a state
enterprise. The Ministry for Statistics and Analysis estimates that one in four families in
Belarus owns a computer at home.? In 2005, 58 percent of schools in Belarus had com-
puters, and 25 percent of the schools had Internet access. The popularity of Internet
cafés has fallen in recent years, as most users prefer to access the Internet from home
or work. Russian is the most widely used language by Belarusians on the Internet, fol-
lowed by Belarusian, English, and Polish.

As Internet usage has risen, related services have developed into fast-growing and
profitable businesses in Belarus. According to ministry data, 150 ISPs had licenses to
operate in the country, while only 41 were active at the beginning of 2008.1° Con-
ditional on obtaining a license, ISPs and mobile operators can apparently enter the
market without facing any serious barriers. Fixed-line operators, however, are awaiting
further liberalization of the market. There are four mobile operators, and the govern-
ment owns stakes in all of them. The country’s first deputy IT and communications
minister, Ivan Rak, has announced that the tender for 3G licenses in Belarus would be
held by September 1, 2009.1! The state-controlled operator Beltelecom holds the big-
gest market share, with 187 public Internet access points in the country. Beltelecom'’s
subsidiary Belpak is the main ISP in the country. Beltelecom holds exclusive rights over
the external channels of communications,'? and all ISPs are required to run their traffic
through its infrastructure, often at high prices.

Only the network of the National Academy of Sciences of Belarus (BasNet) has its
own independent satellite connection,!3 but it provides Internet access exclusively to
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academic institutions. In 2008, the speed of Beltelecom'’s internal Internet channel
was significantly increased to 5.2 Gbps, with prospects to increase to 8 Gbps in 2010
(from a mere 1.5 Gbps in 2006). In comparison, BasNet’s speed is 12 Mbps. Beltelecom
routes its traffic predominantly through Russian operators (70 percent) to connect to
the Internet.14

Second-tier ISPs have the right to build their own infrastructure, except for the con-
struction of external liaison channels. Providers are also required to use Beltelecom
channels to connect users (so-called last mile).

Despite the state-proclaimed ‘liberalization” of the Belarusian mobile market, the
government continues to own a significant stake in four operators.’> The main ISPs
in the country apart from the state operator are Aichyna, Belinfonet, BN, and Solo.
Because VolIP services are considered international services over which Beltelecom has
exclusive rights, the state operator is the only operator licensed to provide commercial
VolIP services in Belarus. The high prices maintained by the monopoly encourage the
emergence of illegal VoIP providers, which are criminally prosecuted. Under decree of
the Ministry of Communications and Informatization, IP telephony is permitted only
for noncommercial purposes.!® Regulation of P2P connections is currently not a prior-
ity for the government.

Beltelecom controls the main IXP and charges other ISPs for using it.1” Nonetheless,
a large number of second-tier ISPs are using the IXP because it significantly cuts down
traffic costs. Interconnection tariffs between telecommunications operators are still not
regulated.

There are more than 22,300 Belarusian Web sites, of which around 13,500 domain
names were registered with the country-code top-level domain name ‘““.by” by mid-
2008.

Legal and Regulatory Frameworks

Extensive governmental regulation, a strict licensing regime, and Beltelecom’s mo-
nopoly are major impediments to the development of competitive Internet services
in Belarus. Beltelecom is under the direct supervision of the Ministry of Communica-
tions and Informatization. This arrangement could change as a result of the WTO's
accession requirements, which demand that Beltelecom be privatized and end its mo-
nopoly on external communication channels. The ministry declared that Beltelecom’s
control over external communication channels would remain after privatization, with
licenses given only to those operators that have built their own external communi-
cation infrastructure. Belarusian legislation has established a license-based regime for
the following types of telecommunications activities: fixed local/national telephony,
mobile telephony, radio trunk transmission, and data transmission.!8
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The Ministry of Communications and Informatization is the main regulatory au-
thority of the telecommunications sector and is divided into six main departments:
statistics, telecommunications, postal communications, television and broadcasting,
certification, and technical regulation and standardization. The ministry is frequently
accused of placing unjustified limitations on commercial operators to reinforce Beltele-
com’s monopoly. The ministry is a founder of Beltelecom and regulates the activities of
the operator. This setup undermines regulatory independence, a principle essential for
the efficient functioning of the communications sector. Policy relating to ICT appears
to be created mostly on an ad hoc basis by President Lukashenka and his administra-
tion. The president frequently holds special meetings to issue directives regarding ICT
regulation and the implementation of particular policies. The Security Council, chaired
by the president, decides on a wide range of questions related to the security of the
regime, including information security. Additionally, a number of state entities have
significant power to influence and control the Internet. The Operational Analytics
Center (formerly the State Center for Information Security), under the supervision
of the president and initially a subdivision of the special security services (KGB), is a
specialized body responsible for protecting state secrets. The center has preserved its
close collaboration with the KGB. The center also manages the administration of the
country’s top-level domain (“.by”’). The State Inspection on Electronic Communica-
tions is a subunit of the Ministry of Communications and Informatization and exer-
cises wide authority with regard to the Internet. The Inspection supervises the
electronic communications sector, and in the event of a violation of the rules, it can
impose sanctions on operators or propose the revocation of a wrongdoer’s license.

Department “K”—a division of the Ministry of Internal Affairs—is responsible for
investigating cyber crime (arts. 212, 349-355 of the Penal Code). The department coor-
dinates its work with the police and other authorities. Department “K" keeps 1,500
Belarusian hackers on its records. Records show that 4,642 criminal cases related to
usage of computer technologies commenced in the period of 1998 to 2006, of which
2,826 were registered in 2005. Belarus has witnessed a rapid growth of cyber crimes,
and authorities have estimated a 30 percent increase for the first half of 2007 in com-
parison to the whole of the previous year.!” The most common cyber crimes in the
country are unauthorized appropriation of information through usage of computer
technology (72 percent) and modification of computer information (13 percent).2°

Although Belarus lacks a well-developed Internet regulatory framework, the author-
ities appear anxious to achieve control over the Internet. Conscious of the popularity
of the Internet among opposition groups and private media, authorities compel self-
censorship through frequent threats and prosecutions. In addition, in order to avoid
public debate of pending legal measures, authorities often delay publishing laws before
their final promulgation.
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A number of laws refer to the Internet, such as the Law on Informatization of 1995,21
the Law on SORM of 1999,22 and the Law on Electronic Communications of 2005.23
The Internet is within the ambit of regulation of the Law on Informatization, which
subjects Internet activities to a number of media restrictions. The Law on the Media
of June 2008 provides a similar regime for Web sites and media. The legal framework
allows for the application of restrictive measures on Web sites, such as blocking of con-
tent or the cessation of operation. This is a result of increasing intent on the part of a
number of state officials to control the Internet.

In 2006, the government approved the Program on Protection of Information. The
main objective of this program is to prevent illegal access to information by the special
services, to protect information systems, and to counteract excessive investigative mea-
sures. A new center was created in support of this program, but many activists have
questioned its independence and effectiveness.?*

E-commerce is also regulated by the state. All Internet retailers are legally obligated
to register domain names with the State Center of Information Security, as well as to
obtain a license for retail trade by e-commerce activities. International electronic
payment systems are seriously limited in Belarus. All international monetary transfers
must occur through banks that notify the tax authorities of all fund transfers from
abroad.

Surveillance

Officially, Internet filtering and monitoring of telecommunications networks are illegal
in Belarus. However, authorities conduct surveillance of Internet activities under the
pretext of protecting national security. In 2001, the president extended the concept
of “national security”” to include the Internet as a potential threat to the information
security of the country.2>

Under the Law on Operational and Investigative Activities (SORM) and the Law on
Authorities of National Security in the Republic of Belarus, the Ministry of Internal
Affairs and the KGB have the right to monitor information carried through any com-
munication channel in order to “fight criminal activity’” and ‘‘guarantee national secu-
rity.””26 Such activity may be carried out only as provided for in the law; however, the
law gives the KGB the right to obtain any data from state entities and from private or
public organizations considered to be ‘‘necessary’”’ for accomplishing the KGB'’s objec-
tives, and gives it unlimited access to the information systems and databases (includ-
ing log files and so on) of communication providers. Article 17 of SORM establishes
that all persons who are providing any type of electronic communications services
should integrate additional certified equipment and program mechanisms into their
systems, as specified by the KGB.
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Belarus does not have systems monitoring Internet traffic analogous to the Russian
SORM-II. However, it is likely that the Belarusian and Russian special services cooperate
in this sphere. More than 70 percent of Belarusian Internet traffic goes through Russia,
and part of it is processed through the Russian system SORM-2. Nonetheless, some pro-
viders confirm that the authorities have unofficially requested that all user IDs be kept
for a few months and be turned over to the security services on demand.

On November 21, 2005, the leader of one of the opposition parties (Anatoliy
Lebedko) was called to the prosecutor’s office in relation to material published on his
party’s Web site (ucpb.org).?” Lebedko was subsequently interrogated about the source
of the information posted online and the person responsible for the article’s content.
Such examples of surveillance over Internet activities are not isolated.

ONI Testing Results

In 2007 and 2008, the ONI tested seven main ISPs: Atlant, Aichyna, BASNET, Belinfo-
net, Belpak (Beltelecom), BN, and Solo. The testing confirmed blocking by almost
all ISPs. Many Web sites tested on the academic network BASNET were inaccessible
in Belarus, among which were opposition Web sites and local and global freedom-of-
expression Web sites, including a number of Web sites of international organizations,
some dedicated to Belarus. International social networking, hosting, e-mail, P2P, and
translation and multimedia Web sites were also filtered on BASNET, in addition to
Web sites containing information on drug and alcohol consumption, as well as terror-
ist activities. Anonymizer Web sites were blocked on commercial ISPs and on the aca-
demic network. Several LGBTQ Web sites have been filtered openly since the
beginning of 2005, on the basis that they contain pornographic material.?8 Interest-
ingly, these Web sites were inaccessible on some ISPs but accessible on the state-owned
Beltelecom. Some erotic Web sites were blocked as well. Access to U.S. military Web
sites appears to be restricted through reverse filtering.2°

Since April 2008, an association focused on promoting freedom of expression among
ISPs has started gaining popularity in Belarus.3 Nonetheless, most of the large opera-
tors are limiting access to the Internet when necessary to serve specific objectives. A
study carried out in the spring of 2008 compiled a list of Web sites that are currently
blocked by Belarusian companies. The results of this local survey are presented in the
following table.3!

Internet access is forbidden in military and national security agencies, as well as in
the banking sector. Beltelecom’s monopoly control over international connections
provides the state with an effective and enforceable system for regulating and restrict-
ing Internet traffic. During presidential elections, access to opposition and indepen-
dent media Web sites was temporarily blocked. During the February 2006 presidential
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Position Restriction of Access to Certain Internet Content Percentage
1 Multimedia and P2P sites 28
2 No restrictions of Internet access 22
3 Access allowed only to a limited number of Web sites 20
4 Systems allowing for an instant exchange of messages 16
5 Erotic and porn sites 12
6 Limited traffic 10
7-8 Limitations on upload of large files 8
7-8 Social networks, Internet journals 8
9 Speed of download of information affected 6
10 Complete restriction of Internet access 4

elections, ONI documented second-generation techniques, including ‘‘just-in-time”’ fil-
tering of opposition Web sites, which included DNS tampering, network disconnec-
tion, and allegations of DoS attacks.3?2 Some specialists have suggested that, during
presidential elections, Beltelecom established so-called traffic-shaping practices—that
is, deliberately slowing down access to specific IP addresses. Beltelecom allegedly
received special requests from authorities to block certain Web sites for a limited period
of time.

Self-censorship by Internet users has become a pervasive phenomenon. In 2005, the
popular Belarusian portal tut.by refused to put up banners advertising opposition Web
sites. It is unknown whether this activity was a result of pressure by the authorities or
merely an attempt to protect its own business.33

Researchers at ONI confirmed that most Internet cafés restrict access to Web sites
containing pornographic, terrorist, and proxy-related material. Internet cafés install
software that either blocks URLs in the list of forbidden Web sites or alerts the admin-
istrator if such a URL is visited. The restricted URL list includes Web sites forbidden for
distribution by the Republic Committee on Prevention of Pornography, Violence, and
Cruelty Propaganda. Administrators often require passport identification of customers.
Some Internet cafés also limit the volume of Internet traffic and decrease download
speeds when exceeded. On the request of state security services, administrators keep
logs of users’ network activity.

Conclusion
As Internet use in Belarus has risen significantly in recent years, the government is

intent on extending its firm control over the national information space. The level of
online piracy in the country is very high, but the government does not adequately
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confront such activity. Instead, it heavily regulates market participants and is taking a
sluggish approach to technological innovation. All ISPs in Belarus must connect to the
Internet through channels of the state-owned ISP Beltelecom, thus facilitating the gov-
ernment’s control over all Internet traffic. The president has established a strong and
elaborate information security policy and has declared his intention to exercise strict
control over the Internet under the pretext of national security. Based on periodic test-
ing, ONI has detected sporadic but sophisticated blocking of Internet content,
prompted by political events in the country, suggesting that the regime is inclined
toward using second- and third-generation techniques.
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