MICROCHIP AN4152

PIC32CM LS00/LS60 Ultra Low-Power Secure LoRa
Demonstration

Abstract

This document describes the implementation of the features of the PIC32CM LS00/LS60 to demonstrate an ultra-low
power and secure LoRa® Node. It also covers the following topics:

* Application requirements.
* How to build and load the application on a PIC32CM LS00/LS60 target device.
» Technical solution description and the key features of the PIC32CM LS00/LS60 used to build the demonstration.

The demonstration source codes are available for download along with this document.
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Introduction

1. Introduction

The different elements of the demonstration environment are based on a typical Internet of Things (loT) network as
shown in the following figure:

Figure 1-1. loT Network
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Each of these elements represents a specific part of an loT network:

1. The Things Network (TTN) — A service for loT networking exclusively on LoRa communications. It builds

a large network with gateways, based on LoRaWAN™ protocol, to increase the number of existing LoRa
applications and users. This protocol allows multiple features suitable for loT, low-battery usage, long range,

low bandwidth, and low-noise attenuation. Refer to The Things Network Setup for additional information about
TTN and device registration.

2. Cayenne - A front-end web site made to simplify the creating and developing of LoRa-enabled loT
solutions. It enables different features, such as Data visualization, SMS and email alerts, triggers, and remote
monitoring. The figure below shows the Cayenne dashboard of the LoRa Node on a smartphone:
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Figure 1-2. Cayenne Dashboard
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Refer to the chapter Cayenne for additional information about Cayenne configuration.

3. The Gateway — Enables the PIC32CM LS00/LS60 LoRa Node (PIC32CM LS00/LS60 + RN2483 or RN2903
wireless LoRa modules) to connect to the Cloud (The Things Network). Many gateways exist for LoRa
communication. The demonstration must work with every LoRa gateway solution made for 868 MHz or 915
MHz, which are compliant with TTN network. Refer to the following web site for additional information about
The Things Gateway (TTGateway): www.thethingsnetwork.org/docs/gateways/

4. The PIC32CM LS00/LS60 LoRa Node — The main part of the demonstration environment is based on the
Microchip PIC32CM LS00/LS60 microcontroller connected with the LoRa Click Board™ and the 1/01 Xplained
Pro extension board. The following figure shows how the system makes use of the Arm® TrustZone® for
ARMv8-M devices to store the LoRa keys and the RN2xx3 interface library into a Secure application, and
manage interactions between the Secure and Non-Secure.
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Figure 1-3. Secure and Non-Secure
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The following figure shows detailed information on the peripherals used with the PIC32CM LS00/LS60 LoRa
Node:

Figure 1-4. LoRa Node Showing Peripherals

SERCOM 3

Secure Data
Flash (LoRa keys)

RN2xx3
interface
SERCOM 2

PIC32CM LS00/LS60 Curiosity Pro

© 2022 Microchip Technology Inc. Application Note DS00004152C-page 5

and its subsidiaries



AN4152

Introduction

Data Flash is configured as a secure memory to store the LoRa keys, and the RN2xx3 interface library is stored in
the secure part of the Flash. The following keys are used for the Over-The-Air Activation (OTAA) procedure:

« The Application EUI (AppEUI), that is, the application identifier
» The Device EUI (DevEUI), that is, the end device identifier
» The AppKey used to derive keys for security, for example, encryption

The SERCOM 2 in UART mode and SERCOM 3 in UART mode are used to communicate with the RN2483 or the
RN2903 wireless LoRa module and the EDBG console.

In the Non-Secure project, the ADC is configured to measure data received from the light sensor of the 1/01 Xplained
Pro. The PIC32CM LS00/LS60 on-board LED is used as a control LED to know when the PIC32CM LS00/LS60 is

sending data.

The Non-Secure application uses the secure library provided by the Secure project to set up a secure low-power
LoRa application. The secure library allows definition of the LoRa limitations of the demonstration and to reduce
accesses to the Secure application from the Non-Secure application by providing a restricted set of APIs for the
Non-Secure application. This application uses the PIC32CM LS00/LS60 LoRa Node to send luminosity status to
the Cloud to inform the user (with text messages and emails) of the changes, allowing the user to take measures
according to the information received. If no luminosity change is measured on the ADC, the PIC32CM LS00/LS60
LoRa Node is put in low-power mode (Standby mode for the PIC32CM LS00/LS60 and Sleep mode for the RN2483

or RN2903).
Figure 1-5. PIC32CM LS00/LS60 LoRa Node Set Up
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Refer to 4. Demonstration Description for additional information about the Secure and Non-Secure applications.
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Hardware and Software Requirements

Software Requirements:

MPLAB® X IDE most up to date version

MPLAB Code Configurator (MCC) for MPLAB Harmony v3 most up to date version
— The csp package
— The csp_apps_pic32cm_le_lIs package

MPLAB Data Visualizer (standalone or MPLAB X IDE plugin version)

The PIC32CM LS00/LS60 DFP package

Tera Term: osdn.net/projects/ttssh2/releases/

Hardware requirements for the European region:

1 x Microchip PIC32CM LS00/LS60 Curiosity Pro

1 x Microchip 1/01 Xplained Pro extension (ATIO1-XPRO)

1 x MikroElektronika LoRa Click Board (includes Microchip RN2483 wireless LoRa module)
1 x 868 MHz antenna

1 x 868 MHz Gateway (compliant with TTN network)

1 x Micro USB cable (type-A/Micro-B)

Hardware requirements for the North American region:

1 x Microchip PIC32CM LS00/LS60 Curiosity Pro

1 x Microchip 1/01 Xplained Pro extension (ATIO1-XPRO)

1 x MikroElektronika LoRa click Board (includes Microchip RN2903 wireless LoRa module)
1 x 915 MHz antenna

1 x 915 MHz Gateway (compliant with TTN )

1 x Micro USB cable (type-A/Micro-B)
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21 Hardware Requirements

211 Microchip PIC32CM LS00/LS60 Curiosity Pro
The Microchip PIC32CM LS00/LS60 Curiosity Pro evaluation kit is a hardware platform to evaluate the
PIC32CM5164 LS00/LS60 100-pin microcontroller. Supported by the MPLAB X integrated development platform,
the kit provides easy access to the features of the Microchip PIC32CM5164 LS00/LS60 and explains how to integrate
the device in a custom design.

The Curiosity Pro MCU series evaluation kits include an onboard Embedded Debugger which overcome the need
of external tools to program or debug the onboard microcontroller. The Curiosity Pro extension kits offer additional
peripherals to extend the features of the board, and ease the development of custom designs. The following figure
illustrates the features of the PIC32CM LS00/LS60 Curiosity Pro board.

Figure 2-1. PIC32CM LS00/LS60 Curiosity Pro Board
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21.2 Microchip 1/01 Xplained Pro Extension Board
The Microchip 1/01 Xplained Pro extension board is a generic extension board for the Curiosity and Xplained Pro
platform. It connects to any Xplained Pro standard extension header on any Curiosity or Xplained Pro MCU board.

The extension board uses the following functions on the standard Xplained Pro extension header to enhance the
feature set of the Curiosity or Xplained Pro MCU boards.

+ SPI
— MicroSD card connector
— 2 GB microSD card included
- PWM
— LED control
— PWM — Low pass filter - ADC
+ ADC
- PWM — Low pass filter — ADC
— Light sensor
« UART
— Loopback interface via pin header
« TWI

— AT30TSE758 temperature sensor with EEPROM
Figure 2-2. 1/01 Xplained Pro Extension Board
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MikroElektronika LoRa Click Board (Includes Microchip RN2483 or RN2903)

The MikroE LoRa click board is a LoRa RF technology-based SRD transceiver, which operates at 433 MHz or 868
MHz in Europe (with embedded RN2483) or at 915 MHz in North America (with embedded RN2903). This click board
is LoRaWAN Class A compliant, and provides a long-range spread spectrum communication with high interference
immunity. The module used on this click board is a fully certified LoRa Sub GHz. The RN2483 is compliant with

the European RED directive assessed radio modem, the RN2903 is certified for both FCC and IC requirements.
These boards are combined with the advanced and simple command interface which enables an easy integration
and reduced development time.

*  UART - Communicate with RX, TX, RTS and CTS pins
Figure 2-3. RN2483 and RN2903 Boards
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2.2 Software Requirements

221 MPLAB®X Integrated Development Environment

MPLAB X Integrated Development Environment (IDE) is an expandable, highly configurable software program that
incorporates powerful tools to help you discover, configure, develop, debug, and qualify embedded designs or most
of Microchip’s microcontrollers and digital signals controllers. MPLAB X IDE works seamlessly with the MPLAB
development ecosystem of software and tools.

Figure 2-4. MPLAB X IDE

X IDE

==

Users can download MPLAB X IDE from the Microchip’s website: www.microchip.com/mplab/mplab-x-ide.
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3. Demonstration Setup

The demonstration involves the following steps.

3.1 Hardware Setup

To setup the hardware, the user needs to perform these actions: Connect the 1/01 Xplained Pro extension board and
LoRa click board to the PIC32CM LS00/LS60 Curiosity Pro board, and then set the board jumpers as shown in the
following image. The demonstration hardware is now ready for evaluation.

Figure 3-1. Hardware Setup
Measure MCU

and 1/O
consumptions

UART jumper to
be removed

mikroBUS: LoRa click
board

U |

e o e e o o o e

EXT1: 1/01 Xplained
Pro

Note: Ensure that the UART jumper on the 1/01 Xplained Pro board is removed, otherwise the PIC32CM LS00/
LS60 will not be able to communicate with the RN2483 or RN2903 module.
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Network Setup

The Things Network (TTN) Setup
Refer to 7.1 The Things Network for additional information about TTN setup and device registration if TTN is not
setup.

TTN-Compliant LoRa Gateway Setup
The following link provides a list of TTN compliant gateways and how to get started: www.thethingsnetwork.org/docs/
gateways/.

Cayenne Setup
Refer to 7.2 Cayenne for additional information about device registration on Cayenne, payload format, and Cayenne
intelligent features if Cayenne is not setup.

The network is now setup.

Software Setup
To open and load the demonstration project on the target hardware, follow these steps:
1. Open MPLAB X IDE.
2. Click Projects tab, and then expand the 1ora demo 1s00 (or lora demo_ ls60) project group tree.
Figure 3-2. MPLAB X Project Tree

Projects x| Services Files Classes [=]

= ---[ﬁﬁlnra_dem o_|s00

=lﬁ secure_|lora_demo_pic32cm|s00_cpro_MonSecure
=lﬁ secure_|lora_demo_pic32cm|s00_cpro_Secure

E] project.group

3. Double-click the secure lora demo pic32cmls00 cpro NonSecure project to open it.

4. Left-click the secure lora demo pic32cmls00 cpro NonSecure project, and then select Set as Main
Project..
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Figure 3-3. Set NonSecure as Main Project
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5. From the Solution Explorer panel, select pic32cmis00 _lora_demo_NonSecure > Properties.

© 2022 Microchip Technology Inc. Application Note
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Figure 3-4. NonSecure Project Properties
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6. Select the connected board EDBG as the debugger/programmer.
Figure 3-5. NonSecure Project Properties Window

a Project Properties - secure_lora_demo_pic32emls00_cpro_NeonSecure *
Categories: Configuration
o @ General Family: Device:
¢+ @ File Indusion/Exdusion All Families «|  |pic3acMsis4L500100 v
oo
< EDBG Connected Hardware Tool: Supported Debug Header:
@ Loading IPIC32CMLSDD Curiosity Pro-SN: MCHP3366030000... v||:| Show All None
@ Libraries
@ Building
@ XC32(Global Options) Packs:
b @ w32-as B---_ PIC32CM-L5_DFP
o w32-goc -~ 10.110
O wc32g++ . §.0.122 ]
o we3zdd B"-: CMSIS
@ wc32-ar ;
e @ Analysis

Compiler Toolchain:

[E-XC32

(C32 (v3.01) [C:\Program Files\Microchipic32\v3.01%bin]
XC32 (v3.00) [C:\Program Files\Microchipwe32\v3.00%bin]
L-XC32 (v2.50) [C:\Program Files\Microchipiwc321w2.50'bin]

Manage Configurations...

Cancel Unlock Help

7. Click Apply to save the configuration, and then click OK.

8.  From the toolbar, select Production > Build Main Project ( I:tr), or F11 to build the demonstration.
Figure 3-6. Build Solution Menu

Production Debug Team Tools Window Help

% Build Main Project F11
%  Clean and Build Main Project Shift+F11

Batch Build Main Project...

Set Project Configuration >

Set Main Project >
& Set Configuration Bits

Check File Alt+F9

Validate File Alt+Shift+F9

Repeat Build/Run Ctrl+F11

Stop Build/Run

9. Check whether any error message is displayed on the MPLAB X IDE output window.
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Figure 3-7. IDE Output Window

Output - secure_lora_demo_pic32cmis00_cpro_NonSecure (Clean, Build, ...} =

u> BUILD SUCCESSFUL (total time: 5s)
Loading code from C:\DDs_Git\lifeguard-pic3Zem le_ ls‘\lora demo_ ls00\NonSecureffir]
Program loaded with pack, PIC32CM-LS_DFP,1.0.125 Microchip
Loading completed

£

Important: Ensure that the Secure project is compiled if any error occurs during the compilation.

10. Flash the demonstration software on the hardware by clicking the [ button.

11. Open the Tera Term tool or any equivalent tool.

12. Choose the COM port number allocated to the PIC32CM LS00/LS60 Curiosity Pro, and then click OK.
Figure 3-8. Tera Term New Connection Window

Tera Term: New connection X

OTCPIP BN /1ot example.com|

History

Service: O Telnet TOP oL [
SSH SSH version: |SSH2
Other
Protocol: [UNSPEC

@ Serial Port: |COM10: EDBG Virtual COM Port (COM1! - |

Cancel Help

Note: The COM port number can be retrieved from Windows Device Manager.

The Device Manager Window will be displayed, as shown below.

© 2022 Microchip Technology Inc. Application Note DS00004152C-page 17

and its subsidiaries



AN4152

Demonstration Setup

Figure 3-9. Windows Device Manager Window

M Device Manager
File Action View Help

&= @ HmE

[ ControlVault Device
w= Disk drives
[ Display adapters
i Firmware
i) Human Interface Devices
i Jungo Connectivity
EZ' WinDriver
= Keyboards
il Memory technology devices

<

@ Mice and other pointing devices
§ Microchip Tools
[ Monitors
Ij Network adapters
& Ports (COM & LPT)
|@ EDBG Virtual COM Port (COM10)[
™ Print queues
D Processors
B9 Security devices
3 sensors
& Smart card readers
i Software devices
i Sound, video and game controllers
S;" Storage controllers
3 System devices

¥ Universal Serial Bus controllers
B 1SR Cannactnr Mananore

<

13. In the Tera Term Serial Port Setup dialogue, configure the serial interface using the parameters given below,

and then click OK.

Figure 3-10. Tera Term Serial Port Setup

Tera Term: Serial port setup

Port:
Speed:
Data:
Parity:
Stop bits:

Flow control:

Transmit delay

COMI10 v
8 bit v
none N
1 bit v
none v

OK

Help

Cancel

14. In the Tera Term Terminal Setup dialogue, choose values for Receive and Transmit, select “Local echo”, and

then click OK.
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Figure 3-11. Tera Term Terminal Setup

Tera Term: Terminal setup X
Terminal size e
= I OK I
X |31 Receive: CR v
4 Term size = win size Transmit: | cR v Cancel

Auto window resize

Help
Terminal ID:  VT100 v -1 ocal echol
Answerback: | | O Auto switch (VT<->TEK)
Coding (receive) Coding (transmit)
UTF-8 UTF-8  ~

locale: [american

15. Reset the board by pressing the RESET button.
The demonstration will start by displaying the below messages on the terminal window. The displayed
messages will depend on the different application keys have been provisioned on the device. Refer to
Demonstration Description for additional information on demonstration behavior.

Figure 3-12. Terminal Window Displaying the Message

T COM11 - Tera Term VT - a x
File Edit Setup Control Window Help

16. Open MPLAB Data Visualizer in MPLAB X IDE by clicking (the Data Visualizer icon) on the toolbar.
Figure 3-13. MPLAB Data Visualizer Icon

[E3 MPLAB X IDE v5.50
File Edit MHC View Mavigate Source Refactor Production Debug Team Tools Window Help

T B < ¥ b '%m'%mvgtﬁl I?_é'\:? @ 2 pc: 0| HowdoD?

Note: The MPLAB Data Visualizer also has a standalone version that can be used instead of its MPLAB X
IDE plugin version.
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Figure 3-14. MPLAB Data Visualizer

All Documents Web More »

Apps

Best match

=  MPLAB Data Visualizer v1.2.956

Search work and web

£ mplab da - see work and web results >

App

o -

MPLAB Data Visualizer v1.2.956

17.

In the PIC32CMLSO00 Curiosity Pro, select Channel A Current as the source of the opened time plot.

Figure 3-15. Time Plot Configuration: Channel A Current on the PIC32CMLSO00 Curiosity Pro Selection

Time Axis
Os Os »
* Mark T,
Data Axis

512 T

< - @

No Source s = é m
No Source

Debug GPIO 0 on PIC32CMLS00 Curiosity Pro
Debug GPIO 1 on PIC32CMLS00 Curiosity Pro

( Debug GPIO 2 on PIC32CMLS00 Curiosity Pro
Debug GPIO 3 on PIC32CMLS00 Curiosity Pro
Debug GPIO on PIC32CMLS00 Curiosity Pro
12C on PIC32CMLS00 Curiosity Pro

SPI on PIC32CMLSO0 Curiosity Pro

Channel A Current on PIC32CMLS00 Curiosity Pro

18. Click |T (play icon) in the Power box to display the power consumption details.
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Figure 3-16. Power DGI Endpoint Display Start

IEI PIC32CMLS00 Curiosity Pro

[ 0G| @)
n Power " ,E
A Debug GPIO ol s
PR l- »
AP al- »
A COM12 £l »
IE' Serial Ports >

19. The Data Visualizer will display the PIC32CM LS00/LS60 LoRa Node power consumption details.
Figure 3-17. Data Visualizer Showing Power Consumption

Time Plot X

7 Marker Wsowlivensta B QD Q T @ ¥
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Note: On the time plot window, if data is not appeared, click Show Live Data.
Figure 3-18. Time Plot Configuration: Show Live Data

|D:t: == chﬂ\e automatic scrolling of time axis (space key) |
24
o4
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4. Demonstration Description

4.1 Applications Overview

The user can evaluate the standard TrustZone for ARMv8-M mechanism by executing the application. This Non-
Secure application code uses the secure library provided by the Secure application code to build a smart lighting
network with low-power based on LoRaWAN protocol.

Figure 4-1. Non-Secure Application Code

COMI0 - Tera Term VT - o x
File Edit Setup Control Window Help

1 COMID - Tera Term VT — O s
File Edit Setup Control Window Help

n-Secure callable

n-Secure callable

The following color schemes are used to display messages in the terminal window

* Red: Non-Secure

* Yellow: Non-Secure Callable

* Green: Secure
When system initialization is performed, and Non-Secure application code is started, access to the Secure library
from the Non-Secure application is done through standard function calls to a predefined set of secure APIls. These

secure APIs are defined by the secure code and stored in a Non-Secure Callable region of the PIC32CM LS00/LS60
device. They constitute a set of secure gateways (veneers) that limit the access to the secure software.

Figure 4-2. Non-Secure to Secure Function Call Mechanism

Non-Secure Callable

|
|
|
|
I Veneer
|
|
|
]

The following figures show an exhaustive list of secure gateways (veneers) provided by the Secure project:
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Figure 4-3. Secure Gateway (Veneers)

FUDCtionsPEEkkEXE kL LIE L)/

1 a break co

— PARAMETERS
— RETURN

(Over—-Th

and launch an OTAA

a command to th
— PARAMETERS

— RETURN : X m Status

Y
extern uint32 t nsc_rn2xx3 transmit_with ACK(char* port ,char* payload,char* rx port,char* rx payload):
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Figure 4-4. Gateway (Veneers)

— NAME
— DESCRIPTION
— PARAMETERS

— RETURN

functions **kxkkkkkkkk */

/v\ S S e S S e ——

- NAME i y i)

— DESCRIPTION : (Secure Gateway) Put the PIC32CM Lsxxlin Standby mode (Low-power)
— PARAMETERS

- RETURN

[* **x*kkkkiiddt Sacure console NSC functions ****&idkixis */

_console_puts (char
ateway) Write a string to the co
ARAMETERS : -h string

— RETURN

extern void nsc_secure_console_puts (char *string):
AR kARG kAR ANS e el ra IPTEI2CMITSxkE Pel ayaunction skt kit Adk Ak L /

extern void nsc SYSTICK DelayMs ( uint32 t delay );
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PIC32CM LS00/LS60 LoRa Demonstration: Secure Project

The Secure project executed at product startup manages the critical aspect of the application. It is stored and runs
from the secure memories of the PIC32CM LS00/LS60, which are isolated from the Non-Secure software with the
help of the Cortex-M23 TrustZone for ARMv8-M. It is in charge of performing the following tasks in the application:

The following is the flowchart of the Secure project main routine:

Low-level system settings.

Providing the library and associated veneers (APIs) for the RN2483 or RN2903 module (SERCOM) to the
Non-Secure project.

Store the application keys from the RN2483 or RN2903, and TTN.

Loading the Non-Secure application.

Manage the serial communication with the Host computer and the LoRa click-board.

Figure 4-5. Secure Project Main Routine

SYS_Initialize ()

v

secure_dataflash_init ()

.

m2xx3_init ()

SW1 pressed

Enter LoRa keys on the
console

v

Store LoRa keys into
Data Flash

)
<

Y

Read LoRa keys from
Data Flash

v

Set LoRa keys for next
communications

v

Load Non-Secure

Application

1—|
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The above flowchart illustrates the different cases available in the Secure project. To start the key provisioning
operation, the user must press the SWO button during the Secure project start until the LoRa keys configuration
screen appears for key provisioning. The LoRa keys to be provisioned must be in line with the user’s TTN setup, and
are stored in the secure memory region of the product Data Flash. After the provisioning sequence, the keys will be
retrieved from the secure memory region of the product Data Flash during each application startup, until the product
Data Flash is cleared (Full-chip erase). These keys will be used by the application to join the TTN and send data.
These keys are accessible on the TTN after the device is registered.
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4.21 Keys Not Provisioned
This section describes how key provisioning is realized during boot configuration. If LoRa keys are stored in the Data
Flash, skip this section and proceed to Keys Provisioned.

The following figure shows the messages displayed by the console after the LoRa keys configuration is entered by
pressing the SWO button after resetting the PIC32CM LS00/LS60 LoRa Node.

Figure 4-6. Console Displaying the Key Provisioning Entry Message

T COM1T - Tera Term VT — O K

File Edit Setup Control Window Help

The user can enter DevEUI, AppEUI, and AppKey keys to be stored in Data Flash as shown in the following figure.

Figure 4-7. Console Displaying the Key Provisioning Process

al COM1T - Tera Term VT — O *
File Edit Setup Control Window Help

Keys are stored into the Data Flash and are set in the RN2483 or RN2903 module for the OTAA procedure.
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4.2.2 Keys Provisioned

The following image shows the information displayed by the console after a PIC32CM LS00/LS60 reset when the
keys are provisioned:

Figure 4-8. Console Showing Standard Boot Message

a COMTT - Tera Term VT - O x
File Edit Setup Contrel Window Help

The low-level settings are configured in the Secure project, which controls performance level, clock sources, clock
domains, wait states, and the TrustZone manager. Peripherals like SERCOM are used to communicate with the
RN2483 or RN2903, console, and Data Flash for keys storage.

The RN2483 or RN2903 module is initialized in the Secure project and the Over-The-Air Activation (OTAA) LoRa
keys are read from the Data Flash and set for joining TTN and next transmissions.
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4.3 PIC32CM LS00/LS60 LoRa Demonstration: Non-Secure Project

The Non-Secure application makes use of the secure library provided by the Secure project to set up the secure
low-power LoRa application. This application uses the PIC32CM LS00/LS60 LoRa Node to send the luminosity status
to the cloud to inform the user (using text messages or emails) of the changes. To reduce the overall application
power consumption on both the PIC32CM LS00/LS60 and the RN2483 or RN2903, the devices are placed in
low-power mode when an ambient luminosity change is not detected.

When the PIC32CM LS00/LS60 is in Standby mode, it uses SleepWalking feature to reduce the power consumption.
SleepWalking gives the capability for the PIC32CM LS00/LS60 to wake up temporarily and asynchronously a
peripheral without waking up the CPU.

The following figure illustrates the demonstration behavior and the benefits of SleepWalking on power consumption:

Figure 4-9. SleepWalking on Power Consumption

A CPU processes
data and send flag
on LoRa network.

Power Consumption

Sleep
walking

Time Base

]
RTC wakes ADC
to measure light.
ADC requests its
clock and Power
Domain.

RTC wakes ADC
to measure light.

Light Light
below threshaold: above threshold.
ADC releases clock and Power Domain.

The ADC is woke up every ten seconds by the RTC to convert the ambient luminosity level and compare the result
with a preset threshold value. Due to the SleepWalking feature, the CPU will be woken up only if the threshold is
exceeded. This allows the PIC32CM LS00/LS60 to remain in Standby mode for a long time.

The following figure shows the message displayed on the console by the Non—Secure application in successful
connection case:
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Figure 4-10. Non-Secure Application Console

Y COMITT - Tera Term VT
File Edit Setup Control

Mon—-Secure

Mon—-Secure

Mon—-Secure
Mon—-Secure

Mon—-Secure

Mon—-Secure

Mon—-Secure
Mon—-Secure

Window Help

callahle

callahle

callahle
callahle

callahle

callahle

callahle
callahle

For this example, the LoRa Node tries and succeeds to join the OTAA network. The starting ADC value is used
for the first transmission to refresh the cloud values, and then the RN2483 or RN2903 module and the PIC32CM
LS00/LS60 are placed in low-power mode:

Figure 4-11. OTAA Succeeded Message

Hon—Secure callable

Hon—Secure callable

Hon—Secure callable
Mon—Secure callabhle

Low luminosity is detected by the ADC, and the RN2483 or RN2903 module is woke up from Sleep mode to send the
status of ambient luminosity. Luminosity status is transmitted to the cloud, which transmits back an acknowledge to
the RN2483 or RN2903 module. Until high luminosity is detected, the RN module and PIC32CM LS00/LS60 are put

in Low-Power mode:
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Figure 4-12. LoRa Transaction in Active Mode Message

Mon—S5ecure callahle

Mon—S5ecure callahble

Mon—Secure callahle
Mon—Secure callahle

Note: Sometimes the luminosity status does not appear on the Cayenne dashboard, in that case, users must
refresh their browser.

The following figure illustrates the flow chart of the Non—Secure application:
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Figure 4-13. Non-Secure Application Flow Chart

Send data to refresh Cloud

Configure ADC window

Enter Low Power Mode
Connect to OTAA (PIC32CM LSxx + RN2XX3)
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&&
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g
@

:

on PIC32CM L Sxx
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RN2XX3_STATUS = OK

=]

Send luminosity state to
refresh Cloud values

Enter Sleep mode

(RN2XX3) Switch off PIC32CM LSxx
on-board LED
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Switch on-board
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Case "RN2XX3_STATUS_OK' Check for errors

Enter Low Power Mode
(PIC32CM LSxx + RN2XX3)

© 2022 Microchip Technology Inc. Application Note DS00004152C-page 33
and its subsidiaries



AN4152

Demonstration Description

Power Consumptions of the LoRa Node

When the application is running, the dynamic current consumption of the whole application can be measured with

the MPLAB Data Visualizer plugin from MPLAB X IDE (or it's standalone version). The current consumption of the
application will vary according to the ambient light intensity. This variation is due to the analog light sensor technology
implemented on the I/0O1 Xplained Pro extension board

When the last status of ambient luminosity is low, the MPLAB Data Visualizer will display the following screen:

Figure 4-14. PIC32CM LS00 loT Node Power Consumption in Standby Mode

N _ Power Analysis
Joom oem eeE o9m
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B
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s Average [Min Max
|"35~A |6.45ua J-507nA | 236pA

Total Charge  Total Eneray
[17.9nan nfa

s 5992 |
0s 19965

20004 -

EE
100pa 1

sopa |
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2605 se1s se2s s03s 045 055

Note: The measured power consumption in Standby mode is a bit less than 6.5 pA.

Note: Equivalent power consumption are expected and measured on the PIC32CM LS60 LoRa loT Node. To
reduce the power consumption, some modifications are made on the RN2483 or RN2903 module and the I/O1

Xplained Pro extension board. Refer to the Hardware Modifications section for additional information about these
modifications.
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System Resources and Software Project Configuration

The demonstration application is built on MPLAB Harmony v3. After opening the demonstration project under MPLAB
X IDE, the configuration used to generate the project under the MPLAB Code Configurator for Harmony v3 can be
viewed by clicking the MCC icon, which is available in the MPLAB X IDE toolbar.

MPLAB Code Configurator (MCC) for MPLAB Harmony v3 View

MCC Project Setup
The Secure and Non-Secure projects are built on top of the following drivers and middleware:

Figure 5-1. MCC Project Graph and Active Components

Projec..| G- || 1 || | @/|@|[X | T WERE | |pugns: -

¥ Libraries

¥ Harmeny

¥ Packs

CMSIS Pack

Device Family Pack (DFP)

¥ Peripherals
» ADC
b EVSYS
» NVMCTRL
M SERCOM3
» SERCOM UART UART
» SUPC
» Tocls

¥ System

ipheral Libras
) System RTC P
Peripheral Library et ey
TMR e

NVMCTRL
Paripheral Library
MEMORY

ADC

EVSYS Baripheral Library
ADC

+ SERCOMS3 (with Secure STDIO): Used for displaying application output information on the terminal.

« SERCOM2: Interface for the RN2483 or RN2903 USART. This is used to send and receive commands and data
to and from the RN2483 or RN2903 module.

» ADC: Used to measure environmental light from the 1/01 Xplained Pro that embeds a light sensor.
* RTC: Used to generate an event 10s after the start of the timer count.

* NVMCTRL: Used to generate an event 10s after the start of the timer count.

» EVSYS: Used to generate an event 10s after the start of the timer count.

Note: The Secure SYSTICK is also enabled to generate delays for synchronization in some commands. For
additional information, go through the ‘System’ in the Project Graph (or Active Components) window.

The Project Graph and Active Components views show all the peripherals used in the 10T node application, including
Secure and Non-Secure applications. The memory configuration and the security attribution for peripherals are
assigned through the Arm® TrustZone® for Armv8-M tool, which is available in the MCC toolbar: select Plugins >
Arm® TrustZone® Armv8-M.
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Figure 5-2. MCC TrustZone® for Armv8-M Tool

Project Graph xl Arm ® TrustZone® for Armwva-M x] Fin Diagram = | Fir

X CRERE¢|

Plugins: e

NVMCTRL Clock Confi gurat.mn
MVIC Configuration
Pin Configuration

DMA Configuration

Peripheral Library
MEMORY

The Arm® TrustZone® for Armv8-M manager sets the memory configuration of the PIC32CM LS00/LS60 device and
the configuration of the peripherals.
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51.1.1  Arm® TrustZone® for Armv8-M Manager: Memory Configuration
The memory configuration of the device is set as follows for the PIC32CM LS00/LS60 loT Node demonstration:

Figure 5-3. Arm® TrustZone® for Armv8-M Manager: Memory Configurator

TRUSTZONE
FLASH (524,288 Bytes)———————————— DATA FLASH (16,384 Bytes)— SRAM (65,536 Bytes)
— 18)(0] J— UL _ LI
=
Memory Configuration

Peripheral Configuration

AS
RS

0x380C ”
0x40001 2| [ = 0x8000

APPLICATION
vV

ANS
RNS.

0x4000 0x1000

0x8000

7

The memory configuration is also available by following these steps: In the Project Graph Window, click and expand
System > Device & Project Configuration > Memory Configurator.

Figure 5-4. MCC System Block: Memory Configurator

= System
L‘i}-Device 2 Project Configuration
[%--PICSZCMSIIS‘PLSDDlDD Device Configuration
%----Note: Set Device Configuration Bits via Programming Tool
--Fuse Sethings
--Arm@ TrustZone® for ArmwE-M
E--Memury Configuration

i’----.&pplication Non-Secure Callable size

Boot Mon-Secure Callable size 0 Bytes w
pplication Secure size 262,144 Bytes ~
Data Secure size 16,334 Bytes ~
~~Boot Protection size 0 Bytes v
RAM Secure size 32,768 Bytes

51.1.2 Arm® TrustZone® for Armv8-M Manager: Peripheral Configuration

The peripherals configuration of the device is set as follows for the PIC32CM LS00/LS60 LoRa IoT Node
demonstration:
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Figure 5-5. Arm® TrustZone® for Armv8-M Manager: Peripheral Configuration
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Memory Configuration
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Note: Click on peripherals to change from Secure (green color) to Non-Secure (red color) vice versa.
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5.1.2

MCC Project Clock Configuration

The clock configuration is available in the toolbar:

Figure 5-6. MCC Project Clock Configuration
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» The OSC16M is configured to run at 4 MHz and feeds the Generic Clock Generator 0 (GCLKO0) and GCLK2.

GCLKO runs at 4 MHz and GCLK2 runs at 1 MHz.
» The OSCULP32K is configured to provide a 32 kHz source clock to the GCLK1.
» The GCLK is used to route oscillators to the peripherals. The GCLKO provides a 4 MHz source clock to the

CPU, EVSYS, and active SERCOMs. The GCLK1 provides a 32 kHz clock to SERCOMSs’ slow clocks and
GCLK2 clocks the ADC peripheral.

Note: For additional information on peripherals source clocks, select Peripheral Clock Configuration block, as
highlighted in the figure above.
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5.1.3 MCC Project Pin Configuration
The pin configuration is accessible in the MCC toolbar. The following pins are set for the LoRa lIoT Node application:

Figure 5-7. Pin Settings

(J Pin Settings
Order: [Pins v/ | Table View | [v/]Easy View
Elll:mber Pin ID Custom Name Function Mode Direction Latch Pull Up  Pull Down Drive Strength Security Mode
7 PAO2 ADC_ATNG ADC_ATNO v| Analog | Highimpedance n/a NORMAL ~| NON-SECLRE
9 PBO4 RM2483_RST GPIO ~| Digital cut v Low MORMAL | SECURE v
59 PC19 LEDO GPIO ~| Digital | out ~ Low NORMAL | NONSECURE
&0 PC20 SWO_button GPIO v Digital In v High ) NORMAL | SECURE v
68 PBE20 SERCOM3_PADO SERCOM3_PADD | Digital | High Inpedance n/a NORMAL | SECURE v
&5 PB21 SERCOM3_PAD1 SERCOM3 PADL | Digital | High Impedance n/a ] ] NORMAL ~ | SECURE v
72 PA2Z SERCOMZ_PADD sercoMz PAD0 | Digital High Impedance n/a : : MORMAL | SECURE v
73 PA23 SERCOMZ_PAD1 SERCOMZ_PADL ~| Digital | High Inpedance n/a L L NORMAL ~ | SECURE v

* The PA02 and PC19 pins are set as Non-Secure pins, and they drive the ADC AINO Input and the LEDO.
* The others are set as secure pins:
— The PBO04 pin is set as a GPIO Output Low to drive the RN2483 (or RN2903) reset pin.
— The PC20 pin drives the on-board switch button SWO.
— The PB20 and PB21 pins drive the Rx and Tx SERCOMBS pins to display information (and receive
characters) to/from a terminal.
— The PB22 and PB23 pins drive the SERCOM2 Rx and Tx pins to establish the communication channel
between the RN2483 (or RN2903) board and the PIC32CM LS00/LS60 microcontroller.
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5.2 Generated Projects Source Code
The Secure and Non-Secure project source codes are generated by the MCC using the previous configuration:

Figure 5-8. Secure Project Architecture

Application Layer
Middleware
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Interface for RN2xx3 (Hardware Abstraction layer: HAL)

- Secure Console:
Display messages on a terminal

= Secure Data Flash:
Manage data for key provisioning
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(source)

5 Secure Low power:
Manage power settings and the low power entries

© 2022 Microchip Technology Inc. Application Note DS00004152C-page 41
and its subsidiaries



AN4152

System Resources and Software Project Conf...

Figure 5-9. Non-Secure Project Architecture
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5.21 Creating the Application
To create an application, follow these steps:

1. Before configuring the gateway, users must create the application and register the devices.
2. Create a user account on the TTN. The TTN can be downloaded from the following location:
www.thethingsnetwork.org/. The TTN main window is shown below:

Figure 5-10. The Things Network Main Page

ol

THE THINGS
NETWORK

CREATE AN ACCOUNT

Create an account for The Things Network and start exploring the world of Internet of Things
with us.

USERNAME
EMAIL ADDRESS

PASSWORD

3. Enter the Username, Email Address, Password, and then Click Create account.
4. After creating the TTN account, follow the steps to create an application.
5.  The TTN window will display the newly created account.
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Figure 5-11. TTN Showing a Newly Created Account

=\
‘ Communities Learn Support Forum Devices Conference Enterprise g

THE THINGS
NETWORK

My Profile

Console

Building a global open LoRaWAN?® netwo Log Out

6. Click Console.
7. Select the application cluster (Europe1 cluster is used for this example).

Figure 5-12. TTN Cluster Selection

= THE THINGS
NETWORK

The Things Network Cluster Picker ®

Select a cluster to start adding devices and
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eul
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naml
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aul

8. The TTN user console will be displayed as shown below. Click Go to applications.
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Figure 5-13. TTN Console Window

@ EU1 Community

P D TNOSEIACK B3 Overview [ Applications  ab Gatewsys &% Organizations
e oS
Werwouk
Welcome back, Q)
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D)
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9. Click add application. The Add Applications window will be displayed.

Figure 5-14. Add Applications Area

Applications {1}

D % lame %

mchp-lora-demo-app

10. Enter user-specific information for Application ID, Application name, and Description.
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Figure 5-15. Add Applications Window

Add application
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Application ID*

my-new-application

Application name

My new application
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11. Click Create application to add the TTN application.
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Appendix

The Things Network Setup

The Things Network is a service for loT networking, that is, building a large network with gateways for LoRa
communication, based on the LoRaWAN protocol, to increase the number of existing LoRa applications and users.
This protocol allows multiple features that are perfect for loT, such as low-battery usage, long range, low bandwidth,
and low-noise attenuation.

Device Registration
After the application is created, the device can be registered in the new application using these steps:

1. From the TTN console, click Go to applications.
Figure 6-1. TTN Console: Go To Applications

= . - EU1 Community
WP DENRUASY B Overview O Applications o Gatewsys &% Organizations ® "

nnnnnnn

Welcome back, Q)
Walk right through to your applications and/or gateways.

Need help? Have a look at our JiC 5 or Get

D)

Go to applications Go to gateways

2. Click on the application to have an overview, and then click Add end device.
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Figure 6-2. TTN Application: Add End Device
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General information * Live data See —
Al on 1D mchp-lora-demo-apo & © 15:05:35 mchp-lora-.. Create application
Created Jun 24,2021 15:05:35
ast upd Jun 24,2021 15:05:35
End devices (0) Q, Search by ID

3. Inthe Register end device dialogue, click the Manually tab, and select the Over The Air Activation (OTAA) and
the firmware version of the connected RN2483/RN2903 LoRaWAN device (MAC v1.0.3 for this example), and

then click Start.
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Figure 6-3. Register end Device: Preparation

Register end device
From The LoRaWAN Device Repository

Preparation

Activation mode @ *

® Qver the air activation (OTAA]I

Activation by personalization (ABP)
Multicast

Do not configure activation

LoRaWAN version @™

Manually

MACV1.0.3

Network Server address

eul.cloud.thethings.network

Application Server address

eul.cloud.thethings.network

External Join Server @

Enabled

Join Server address

eul.cloud.thethings.network

4. Enter information for the End Device ID, AppEUI, and DevEUI, and then click Network layer settings.
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Figure 6-4. Register End Device: Basic Settings

Register end device

From The LoRaWAN Device Repository Manually

o Basic settings

End device ID's, Name and

Description

End device ID® *
Im,-'e-..-ce'-.-'lc—: I
AppEUI®*

|.. ]

DevEUI(®) *

End device name @

End device description @

Description for my new end device

s

Optional end device description; can also be used to save notes about the end device

Network layer settings >

Note: The DevEUI and AppEUI must be defined by the user. Fill the blank boxes below the AppEUI and

DevEUI with key values.
5. Set the application’s Frequency plan, and then click Join settings.
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Figure 6-5. Register End Device: Network Layer Settings
Basic settings o Network layer settings Join settings
End device ID's, Name and Frequency plan, regional Root keys, NetID and kek
Description parameters, end device

Frequency plan® ™

class and session keys.

Europe 863-870 MHz (SF12 for RX2)

LoRaWAN version @ *

Regional Parameters version @ ™

LoRaWAN class capabilities @

Supports class B

[ ] SupportsclassC

IAdvanced settings vI

labels.

Note: The advanced settings drop-down menu can be used for the network layer configuration.
6. Enter information for the AppKey, and then click Add end device.
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Figure 6-6. Register End Device: Join Settings
From The LoRaWAN Device Repository Manually
° Basic settings ————— 0 Network layer settings Join settings
End device ID's, Name and Frequency plan, regional Root keys, MetlD and kek

Description parameters, end d

class and session keys.

Root keys

AppKey @~

Advanced settings

labels.

Add end device

Q
Note: The AppKey can be generated either by TTN or set by the user. Click on the # j icon to switch

between choices.

6.1.2 Cayenne Integration

The user must create a link between the TTN application and the Cayenne dashboard. After creating the link, the
device must be registered with Cayenne. Follow these steps to register the device with Cayenne.

1. Fromthe TTN console, click Go to applications.

2. Select the application end device to have an overview, and then click Payload Formatters.

Figure 6-7. Payload Formatters

g mchp-lora-iot-node

ID: mchp-lora-iot-node

Last seen info unavailable Mnfa nfa

Overview Live data Messaging Location Payload formatters

Claiming General settings

3. Inthe Payload Formatters Setup dialogue box, from the Formatter type drop-down menu, select Cayenne

LPP.
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Figure 6-8. Payload Formatters: Setup
Setup
Formatter type ™
Use application payload formatter v
W o -, NL] | MY "SI Y NS |- [P N D |- P
Javascript
GRPC service
I CayennelLPP I
Repository
4. Under Integrations drop-down menu, select Webhooks.
Figure 6-9. Integrations: Webhooks
J. Integrations ~

% MQTT

b

Webhooks

*
»
b

Storage Integration

AWS loT

LoRa Cloud

5. Inthe Webhooks, click Add webhook.
Figure 6-10. Integrations: Add Webhook

Webhooks (0)

D

Base URL

No items found

Template D

+ Add webhook

Format

6. In the Add custom webhook dialogue, select a Webhook ID for the Cayenne integration, and then click Create
Cayenne Webhook.
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Figure 6-11. Integrations: Create Cayenne Webhook

Add custom webhook

Template information

Cayenne
Drag-and-Drop loT Project Builder

About Cayenne & | Documentation &

Template settings

Webhook ID™

|m},.-- new-cayenne-webhook

Client ID

Optional Cayenne Client ID
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6.2 Cayenne

Cayenne is a front end web site that simplify the action of creating and developing of LoRa-enabled loT solutions. It
allows features such as, Data visualization, §MS, email alerts, triggers, and remote monitoring. Cayenne is available
on multiple platforms, such as 10S, Android , and Windows®.

Cayenne is available for download form the following location: https://mydevices.com/. The Cayenne main page is
shown below:

Figure 6-12. Cayenne Main Page

Start Building Today

agree to the

The user must create a free account on Cayenne. After creating the account, users must follow these steps to setup
Cayenne for the demonstration.

6.2.1 Registering Device
To register the devices on Cayenne, follow these steps:

1. Log on using the newly created Cayenne account, and then click LoRa.
Figure 6-13. Cayenne Main Page

2. Scroll down to the LoRa section, and then click The Things Network.
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3.
4.

Figure 6-14. LoRa Section

Acklio
Actility
Everynet
Kerlink
Loriot
Objenious
OrbiWise
Pixel Networks
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Semtech
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SenRa
Spark
Stream

Swisscom

The Things Network

Scroll down and click Cayenne LPP.

Enter DevEUI of the device registered in the TTN application, change the device name if required, and then

click Add device.
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Figure 6-15. Cayenne Settings

Enter Settings
c Cayenne Cayenne LPP
Cayenne Low Power Payload
LPP

This device uses

Name_example

DevEUI

Already Registered -

Tracking

This device moves -

5. The device is registered in Cayenne.

6.2.2 Configure Triggers

The Trigger feature enables automation of the LoRa application using ‘If or Then’ statements, which are based on
real-time data and actions. Follow these steps to build the automation of the LoRa:

1. To configure the widgets that are displayed on the Cayenne dashboard, click (wheel icon) on the widget.
block.

Figure 6-16. Widget Block

I2R Overview aﬂuta

H

Digital Input (2) SNR RSSI

M-.) 419 00 alll 5500
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Note: The widget appears only after the first connection of the node on the network.
2. Configure Digital Input (2) with different parameters as shown in the following figure.
Figure 6-17. Widget Configuration Window
Luminosity Status x
General
Luminosity Status
2
2 state v
lcon v
Luminosity v
Digital (0/1) hd

3. Click Save.
4. After widgets are configured, under Add new, click Trigger.
Figure 6-18. Add New Trigger section

Lumire<ity Slatius SKA

=3 L
LU

5. Drag and drop the device into the if box, and then click setup notification in the then box.
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Figure 6-19. IF and Then Section

if then

6. When if and then boxes are filled, reproduce the following triggers.
Figure 6-20. Reproducing the Triggers

mchp_lora_demo_trigger_on_off

if e Mchp_lora_demo then noftify...

Add custom recipient

Luminesity Status ~
I email.example@gmail.com
on (1)
O Off (0) I +33123456789

Select All

Send Text Message

(requires mobile phone number)

Send Email

mchp_lora_demo_trigger_off_on

if e Mchp_lora_demo then notify...

Luminosity Status v Add custom recipient

I email.example@gmail.com

O 0on(1)

Off (0) I +33123456789

Select All

Send Text Message

(requires mobile phone number)

Send Email

Note: Notifications through text message or emails can be chosen by selecting Select All, Send Text
Message or Send Email options, or under ‘Add Custom Recipient’ enter mobile number and email address.

7. Click Save to save the triggers.
8. The triggers are now configured in Cayenne. The board can be reset to have the demonstration running.
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6.3 Hardware Modifications

To reduce the consumption of the global demonstration, some modifications are applied to the MikroElektronika LoRa
click board and the 1/01 Xplained Pro extension board.

6.3.1 MikroElektronika LoRa Click Board

The embedded voltage regulator and power LED populated on the Mikroelektronika LoRa click board are not used
by our application, and it can be removed to reduce the overall application power consumption. This embedded
voltage regulator can be removed and bypassed using a wire connected from the MikroBus 3.3V pin to the regulator
output soldering pad. All modifications made on the RN2483 or RN2903 module are shown in the image below. The
embedded regulator output voltage pin is connected to the 3.3 voltage pin.

Figure 6-21. RN2483A Showing Modificaitons

P4
35

2
3 i
N

B

0

n

I

)

m‘.

A0

:

cncIne

-

LA

"LoRa click

GNC !

© 2022 Microchip Technology Inc. Application Note DSOOOO41520-page 60
and its subsidiaries



AN4152
Appendix

6.3.2 1/01 Xplained Pro Extension Board

The power consumption of the overall application can be reduced by isolating the light sensor on the 1/01 Xplained
Pro board, that is removing all components on the board except light sensor and the associated resistor.

The following figure illustrates the 1/01 Xplained Pro board.
Figure 6-22. 1/01 Xplained Pro Board

Lll_'.HT LUOWPASS 3 microSD card
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Revision C - 04/2022

Removed all “Confidential NDA” verbiage from the document for this release.

Revision B - 01/2022
The following updates were made throughout this document.

» References to the MHC were updated to MCC
» Updated figure 5-2 with a new image and reworded the title

Revision A - 08/2021
This is the initial release of this document.
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

» Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

» Microchip products meet the specifications contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is secure when used in the intended manner and under normal
conditions.

* There are dishonest and possibly illegal methods being used in attempts to breach the code protection features
of the Microchip devices. We believe that these methods require using the Microchip products in a manner
outside the operating specifications contained in Microchip’s Data Sheets. Attempts to breach these code
protection features, most likely, cannot be accomplished without violating Microchip’s intellectual property rights.

» Microchip is willing to work with any customer who is concerned about the integrity of its code.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable.” Code protection is constantly
evolving. We at Microchip are committed to continuously improving the code protection features of our products.
Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act.
If such acts allow unauthorized access to your software or other copyrighted work, you may have a right to sue
for relief under that Act.
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Information contained in this publication is provided for the sole purpose of designing with and using Microchip
products. Information regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR
CONSEQUENTIAL LOSS, DAMAGE, COST OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION. Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,
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expenses resulting from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.
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For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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