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Director, Radiocommunication Bureau

FURTHER SUBMISSION BY THE ADMINISTRATION OF THE ISLAMIC
REPUBLIC OF IRAN IN RESPONSE TO THE SUBMISSIONS FROM THE
ADMINISTRATIONS OF NORWAY AND THE UNITED STATES REGARDING
THE PROVISION OF STARLINK SATELLITE SERVICES IN THE TERRITORY
OF THE ISLAMIC REPUBLIC OF IRAN

The attached delayed submission from the Administration of the Islamic Republic of Iran, in response
to the submissions from the Administrations of Norway and the United States as contained in
Documents RRB24-1/11 and RRB24-1/13 respectively, regarding the provision of STARLINK
satellite services in the territory of the Islamic Republic of Iran, is for the consideration of the Radio
Regulations Board.
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Attachment

ISLAMIC REPUBLIC OF IRAN
MINISTRY OF INFORMATION AND COMMUNICATIONS TECHNOLOGY
COMMUNICATIONS REGULATORY AUTHORITY

P.O. Box: 15875-4415 Tel:  +98 21 89662201
Tehran 15598 Fax: +98 21 89662213
Islamic Republic of IRAN +08 21 88411666

+98 21 88468999
e-mail: irnadm@cra.ir

Ref:100/76565

Date: 24 February 2024 Pages: 6

To: Mr. Maniewicz,
Director, Radiocommunication Bureau
International Telecommunication Union (ITU)
Fax: +41 22 730 5785

Reference: a) Document RRB24-1/10-E dated 12 February 2024
b) Document RRB24-1/11-E dated 12 February 2024
¢) Document RRB24-1/13-E dated 13 February 2024

Subject: Provision of unauthorized Starlink satellite services in the territory of the Islamic Republic of Iran

Dear Mr. Maniewicz,

Pursuant to the submissions of Administrations of Norway and United States referenced above and the document
submitted by I.R. of Iran to RRB-95, this Administration feels necessary to provide brief comments to the above-
mentioned letters as contained in the Attachment for the consideration by distinguished members of RRB in the
upcoming meeting.

Yours Sincerely,

A

Amir Mohammadzadeh Lajevardi

President of Communications Regulatory Authority

WwWw.cra.ir
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Attachment

Further to the documents submitted by Administrations of Norway and United States, this Administration would like
to provide brief comments in response to the above-mentioned messages for consideration by the distinguished
RRB Members as follows:

Under Question No.1, the Administration of Norway stated the following:
Quote

... Our understanding is that the STARLINK system operating under FSS in frequency bands above 3 GHz is
out of scope of this resolution..."

Unguote

Response from the Administration of the |. R. of. Iran:

Even though Recommendations-R M.1343 and ITU-R M.1480 may make reference to operation of GMPCS in the
range of 1-3 GHz, however neither the title of Resolution 25 (Rev.WRC-23). "Operation of global satellite systems
for personal communications" nor the resolves part of Resolution 25 (Rev.WRC-23), “Administrations licensing
global satellite systems and stations intended to provide public personal communications by means of fixed, mobile
or transportable terminals shall ensure, when licensing these systems and stations, that they can be operated only
from the terrifory or territories of administrations having authorized such service and stations in compliance with
Articles 17 and 18, in particular No. 18.1” do not limit the scope of this Resolution to specific frequency band but
merely referred to fixed, mobile or transportable terminals. Consequently, it is clear that the Starlink system is
within the scope of Resolution 25 {Rev.WRC-23).

The Administration of Norway in response to Question No.1 in the last part of paragraph 2 on page 3 of its
document stated that:

Quote

"...STARLINK also has in place significant operational limitations that prevent individuals within the territory
of the Islamic Republic of lran from ardering STARLINK terminals as well as obfaining the network
service..."

Ungquote

Response from the Administration of the |. R. of. Iran:

This statement is NOT factual due to the fact that despite of such claim smuggled terminals continued to
cemmunicate with Starlink at the time of sending this contribution / comment to RRB.

Similarly, the Administration of United States in response to Question No.1 in the second sentence of paragraph 1
on page 3 of its document stated that:

Quote:

"...when a prospective user attempts to place an order for starlink, starlink report its internal system
check the location of address entered by the user and if an address is located in the territory in which the
use of starlink fs not offered, these systems prevent that order being completed. Starlink also has
pracesses in place to ensure that the earth stations are nat shipped to the locations where the service has
not been authorized..."

Unquote

In addition to the contractual prohibitions, the above paragraphs refers to limitations by Starlink for ordering Starlink
service and shipment of earth stations, if the address entered by user is in a territory where the service has not
been authorized. But no other measures or operational solution has been referred to ensure that earth stations
including the smuggled terminals can be operated only from the territory or territories of administrations having
authorized such service and stations.
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As a result, providing contractual limitation and other referred measures are not an operational restriction or
solution for such a global satellite system and will not function to remedy or prohibit the illegal /unauthorized usage
of the satellite terminals in a very large area of the territories of those administrations from which no authorization
has been obtained.

The Administration of United States in response to Question No. 1 in the second paragraph on page 3 of its
document stated that:

Quote

"

..... Beyond these polictes, it is neither possible nor practicable fo determine the intention of the user to import or
operate a Starlink terminal into a territory in which the service has not been authorized. ...

....once a terminal has been purchased and the service initiated with the space station operator in a country where
such services are authorized it is not practicable for the space station operator fo check every single user terminal
that communicates with ifs space station worldwide to see whether there are instances fn which such user
terminals have been brought into ancther country™

Unguote

Response from the Administration of the |. R. of. Iran:

This statement is also NOT factual due to the fact that despite of such claim smugly imported terminals continued
to communicate with Starlink at the time of sending this contribution / comment to RRB.

Consequently, in spite of the United States claims, this Administration reiterates that (as mentioned in document
No. RRB23-3/8-E to RRB-94 and reproduced in Annex 1) once a terminal turns on/ start to operate in a location
within the |.R. of Iran territory, a message will be appeared for the user in English and Persian languages giving
caution to the users that "Starlink will not provide information about you or your Statlink usage to law enforcement
or governments, however the websites, apps and services you access and any entities monitoring those services
might be able fo see you are using Starlink " This clearly proves that the Starlink system would be /is aware of the
location of the smuggled/ illegally imperted terminals in the L.R. of Iran and has the ability to disable them/ deny
access. Moreover, the founder of the SpaceX tweets in 2022 (as mentioned in document No. RRB23-1/7-E to RRB-
92 and reproduced in Annex 2) officially and publicly stated that some Starlink terminals are active in [.LR. of Iran
which is a clear evidence that the Starlink is aware of the location of smuggled/ illegally imported terminals.

In addition to the above clear evidences, there are possibilities for Starlink management center to determine the
location of its terminals and cease / deny the access of the terminals to Starlink system when operate in a country
from which authorization has NOT been obtained. For instance, one solution could be that upon turns on/setup
process or within a specified time interval, Starlink terminals transmit a message to the network which includes
terminal ID as well as its location which results in a determination as it is located in territories of administrations
having authorized such service.

The Administration of United States in response to Question No. 2 stated that:
Quote

"....space station operator made a determination fo delete the associated user account from its list of
authorized accounts and permanently disabled the identified earth stations....we understand that this
pracedure has been followed for all terminals identified by the reporting administration. "

Unquote

The Administration of Norway in response to Question No.3 stated that:

Quote
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"... We want to be clear on that the transmission of the starlink terminals identified and reported by the
Islamic republic of Iran have not been authorized the Administration of Norway. STARLINK as network
operator confirm that these transmissions have not been authorized by them eijther...."

Unquote

Response from the Administration of the |. R. of. Iran:

As mentioned by this Administration in the documents to the previous RRB meetings, the unauthorized terminals
deployed by this Administration for the measurement purpose in order to provide evidences for the distinguished
RRB members that such service is illegally available/ rendered in territory of the Islamic Republic of Iran. From the
response of the Administration of United States, it seems that only the earth stations / terminals used for the
measurements by the Administration of |.R. of Iran were disabled, while many other terminals which smuggled to /
illegally imported in the Islamic Republic of Iran are still illegally cperating.

The responsible Administrations of the Starlink system are kindly requested to provide evidence that how other
smuggled terminals are disabled/ denied access or will be disabled/ denied access.

Administrations licensing global satellite systems shall ensure that their terminals can be operated only from the
territory of administrations having authorized such service, as it is not possible and practicable for other
administrations to identify the smuggled terminals to Starlink in order to disable them.

In the light of the foregoing, Starlink continues providing service in the territory of the I.R. of Iran after mere than a
year, despite the obligations under Article 18 and Resolutions 22 and 25 and decisions of RRB to disable / deny
access.

Thus, the Administration of |.R. of Iran requests the distinguished members of the RRB to have a concrete decision
regarding this consecutive infringement of Constitution and Radio Regulations of ITU and cblige the relevant
Administrations to cease immediately the service availability in I.R. of Iran.
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Annex 1- Caution message

172300 4 9.6KB/s @ .ull & G

USE STARLINK WITH CAUTION

Use caution in regions that may be hostile to Starlink
usage. Starlink will not provide information about you or
your Starlink ge to law enforcement or governments,
however the websites, apps, and services you access and
any entities monitoring those services might be able to see
you are using Starlink. This may include but is not limited to:

Services run by the government or entities that may be
compelled to report to the government.

Services run within the geographic region controlled
by a government, or otherwise in a position to monitor
internet traffic. Precautions you may want to take
include but are not limited to:

Don't use websites, apps, or services that could be
monitored by these entities, including previously
installed apps and services running in the background
of your devices.

Use a VPN service to help hide the fact that you're using
Starlink. Ensure the VPN is always active when using
sensitive services, including apps and services running
in the background of your devices.
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Annex 2- The founder of the SpaceX’S tweet

Spidey_ElonFan @spideycyp_155 - 3h
Replying to @elonmusk @FedorovMykhailo and @SpaceX
Thanks for this info. @elonmusk any stats for starlink users in Iran??

o | 11 25 © 290 i

Elon Musk &
@elonmusk
Replying to @spideycyp_155 @FedorovMykhailo and @SpaceX

There are some active terminals

8:02 PM - Oct 13, 2022 - Twitter for iPhone

Elon Musk @
@elonmusk

Replying to @WallStreetSilv

Approaching 100 Starlinks active in
Iran

21:28 - 26 Dec 22 - Twitter for iPhone




