W-ClearPass Policy Manager Tech Note
Installing or Upgrading W-ClearPass 6.5 on a Virtual Machine

This document describes the procedures for installing and upgrading W-ClearPass Policy Manager 6.5 on a
Virtual Machine. Information is provided for both ESX/ESXi and Hyper-V installations.

This Tech Note includes the following sections:
e "ESX/ESXiInstallations" on page 1

e "Hyper-V Installations" on page 13

e "Caveats, Hyper-V" on page 22

This section describes how to install or upgrade W-ClearPass on a VMware ESX/ESXi virtual machine, including:
e "ESX/ESXiInstallation Process Overview" on page 1

e "Recommended ESX/ESXi Server Specifications" on page 1
e '"Installing W-ClearPass Policy Manager on an ESX/ESXi Virtual Machine" on page 3
e "Upgrading W-ClearPass Policy Manager on an ESX/ESXi Virtual Machine" on page 10

ESX/ESXi Installation Process Overview

The process of installing W-ClearPass on a VMware ESX/ESXi virtual machine is done in four stages:

1. W-ClearPass 6.5 VMware software packages are distributed as Zip files. Download the software image from
the Download Software > ClearPass > Policy Manager > Current Release > ESXi folder on the
Support site (http://download.dell-pcw.com) and unzip it to a folder on your server to extract the files.

2. Follow the steps in the OVF wizard to deploy the OVF files, but do not power on yet.

3. Add a new hard disk, based on the requirements for your type of VM. See "Recommended ESX/ESXi Server
Specifications" on page 1 for more information.

4. Power on and configure the VM.

Instructions for these procedures are provided in "Installing W-ClearPass Policy Manager on an ESX/ESXi Virtual
Machine" on page 3.

Review the release notes for the current release before you upgrade W-ClearPass Policy Manager.

HOTE

Recommended ESX/ESXi Server Specifications

Please carefully review all VA requirements, including functional IOP ratings, and verify that your system meets
these requirements. These recommendations supersede earlier requirements that were published for
W-ClearPass Policy Manager 6.x installations.

Virtual appliance recommendations are adjusted to align with the requirements for W-ClearPass hardware
appliances. If you do not have the VA resources to support a full workload, then you should consider ordering
the W-ClearPass Policy Manager hardware appliance.

Be sure that your system meets the recommended specifications required for the Policy Manager Virtual
Appliance. The W-ClearPass VMware ships with a 20 GB hard disk volume. This must be supplemented with
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additional storage/hard disk through VMware settings by adding a new hard disk. The additional space
required depends on the W-ClearPass virtual appliance version.

To ensure scalability, dedicate or reserve the processing and memory to the W-ClearPass VM instance. You
must also ensure that the disk subsystem can maintain the IOP's throughput as detailed below. Most
virtualized environments use a shared disk subsystem assuming that each application will have bursts of I/0
without a sustained high 170 throughput. W-ClearPass Policy Manager requires a continuous sustained high
data I/O rate.

If you do not add a new hard disk to the VM before it is powered on, it will continue to restart with kernel panics.

Supported ESX/ESXi Versions
The following VMware versions are supported. VMware Player is not supported.

o VMware ESX 4.0 (Recommended minimum version of software for CP-VA-500 and CP-VA-5K. It does not
support greater than 8 virtual CPUs required for the CP-VA-25K.)

o VMware ESXi5.0
o VMware ESXi 5.1
o VMware ESXi5.5

CP-VA-500 (500 Virtual Appliance OVF)
e 2 Virtual CPUs

e 500 GB disk space

e 4 GBRAM

2 Gigabit virtual switched ports

Functional IOP rating for a 40-60 read/write profile for 4k random read/write = 75

CP-VA-5K (5K Virtual Appliance OVF)

e 8 Virtual CPUs

o Disk space:
= 500 GB disk space required for existing deployments (upgrading from 6.2.6, 6.3.6, or 6.4.x)
= 1000 GB disk space recommended for new deployments

e 8 GBRAM

e 2 Gigabit virtual switched ports

e Functional IOP rating for a 40-60 read/write profile for 4k random read/write = 105

CP-VA-25K (25K Virtual Appliance OVF)

e 24 Virtual CPUs

o Disk space:
= 1000 GB disk space required for existing deployments (upgrading from 6.2.6, 6.3.6, or 6.4.x)
= 1800 GB disk space recommended for new deployments

e 64 GBRAM

e 2 Gigabit virtual switched ports

e Functional IOP rating for a 40-60 read/write profile for 4k random read/write = 350
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CP-SW-EVAL (Evaluation OVF)

2 Virtual CPUs

80 GB disk space

4 GB RAM

2 Gigabit virtual switched ports

An evaluation version can be upgraded to a later evaluation version in a manner similar to a production
upgrade.

An ESX/ESXi evaluation version can be morphed to a production VM by using the morph-vm command. For
more information, see the Command Line Interface > System Commands section in the W-ClearPass
Policy Manager User Guide.

Installing W-ClearPass Policy Manager on an ESX/ESXi Virtual Machine

After you download and unzip the W-ClearPass 6.5 VMware ESX/ESXi software package Zip files, follow the
instructions in this section to deploy the W-ClearPass files, add a new hard disk, and power on and configure
the VM:

"Deploy W-ClearPass Policy Manager Image on a VMware ESX/ESXi Server" on page 3
"Add a Hard Disk to the Virtual Machine" on page 5
"Power On and Configure the VM" on page 9

Deploy W-ClearPass Policy Manager Image on a VMware ESX/ESXi Server

1.
2.
3.

Start the VMware vSphere console and connect to your ESX/ESXi server.
Select File > Deploy OVF template.

Select the .ovf file from the folder where the W-ClearPass Policy Manager Zip file was extracted. The Deploy
OVF wizard opens with the OVF Template Details page displayed. (OVF, or Open Virtualization Format, is a
standard for distributing virtual appliances or software to virtual machines)

(%) Deploy QVF Template = | B |

=

OVF Template Details
Verify OVF template details.

Source

OVF Template Details _ _ _ _ ;

End User License Agreement Product: Aruba ClearPass Policy Manager Appliance
Hfame and Location Version: 5.5.0.71095

Disk Format

Netwark Mapping Vendor: Aruba Metworks

Ready to Complete

Download size: 2.5GB

Size on disk: 4,6 GB (thin provisioned)
20,0 GB (thick provisioned)

Description:

%

Help | < Back | Mext = I Cancel |

A

4. Click Next.
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5. Onthe End User License Agreement page, click Accept, and then click Next.

6. Onthe Name and Location page, the Name is set by default to Aruba ClearPass Policy Manager
Appliance. You can change it as you wish, and then click Next.

@ Deploy OVF Template

Name and Location
Specify a name and location for the deployed template

Source Name:
OVF Template Details

End User License Agreement
Name and Location The name can contain up to 80 characters and it must be unigue within the inventory folder,

Aruba ClearPass Policy Manager Appliance

Disk Format
Metwork Mapping
Ready to Complete

Help | < Back | Next = I Cancel |

i)

. r

7. Onthe Disk Format page, leave the default option of Thick Provision Lazy Zeroed, and then click Next.

(&) Deploy OVF Template Elﬂlﬂ

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idaiﬁstorel
OVF Template Details

End User License Agreement
Mame and Location

Disk Format

MNetwork Mapping

Ready to Complete

Available space (GB): 10779.7

' Thick Provision Lazy Zeroed
" Thick Provizsion Eager Zeroed
" Thin Provision

I Help | < Back Mext = | Cancel I

A
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8.

Finish.
(&) Deploy OVF Template Elﬂlg
Ready to Complete

Are these the options you want to use?

Source
OVF Template Details When you dick Finish, the deployment task will be started.

End User License Agreement Deployment settings:

Mame and Location OVFfile: C:\Users\rachnareddy\Downloads\G5_pgrade\0VFCPRM...
Disk Format _ Download size: 2.5GB
%H‘E Size ondisk: 20.0 GB

Mame: Aruba ClearPass Policy Manager Appliance

Host/Cluster: localhost.works pacedemo.com

Datastore: datastaorel

Disk provisioning: Thick Provision Lazy Zeroed

MNetwork Mapping: "WM Network"to "50"

™ Power on after deployment

| Help | < Back | Finish | Cancel |

7|

You will need to reconfigure the VM settings by adding a hard disk before you power on.

Add a Hard Disk to the Virtual Machine

On the Ready to Complete page, do not select the Power on after deployment check box. Just click

For disk size requirements for the different W-ClearPass models, see "Recommended ESX/ESXi Server

Specifications" on page 1.

1. OnthevSphere console, navigate to the deployed virtual machine, right-click on it, and select Edit Settings.

r
(&) 192.168.2.106 - vSphere

File Edit View Inventory Administration Plug-ins Help

‘g Home b g8 Inventory b [l Inventory |
B @& i@

mnp B

B & pe

B [F 192.168.2.106 DiskSizeTestCPEval-1
) Airwave 7.7.6
) Aruba ClearPass Policy Mar :h Summary - ResourceAllocation ' Performance | Events ' Console ' Permissions
{y Aruba ClearPass Palicy Mar close tab [X] =l
5 [D CPEval-1 ARt e ) Firim inas
= chine?
() Skips Power »
& wind Guest » |software computer that, like a Virtual Machines
Snapshot , [Is an operating system and
= ing system installed on a virtual
l t 20 talled rual
DpenConsole est operating system.
I 5 Edit Setings... | machine is an isolated computing
Add Permission... Ctrl+P use virtual machines as deskiop or -
~ H
5 o Ents, as testing environments, or o o8
eport Performance... plications.
R n hosts. The same host can run s
QOpen in New Window... Ctrl+Alt+N 3 - P
Remove from Inventory ~

Delete from Disk

Basic Tasks vSphere Client

Shut down the virtual machine

i Suspend the virtual machine | |

& Edit virtual machine settings
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2. Click Add to add another hard disk.
(2 DiskSizeTestCPEval-1 - Virtual Machine %p;Es. ESREER ™)

Hardware IOptions | Resources | Virtual Machine Version: 7
— Disk File
I” show All Devices Add. .. | FREOTEE | [ datastore 1] DisksizeTestCPEVal-1/DiskSizeTestCPEvVal-1ym
Hardware | Summary |
BB Memory 2096 MB —_|[E|5k Provisioning . -
@ ceus 5 ype: Thin Provision
[ video card Video card Provisioned Size: I n-H IGB =
&= VMCIdevice Restricted Maximum Size (GB): 415.99
@ SCSI controller 0 L5I LogicParallel
© Harddisk1 Virtual Disk | —virtual Device Node
BB Metwork adapter 1 VM Network -
BB Metwork adapter2 VM Network ISCSI (0:0) Hard disk 1 LI
—Mode

[ Independent
Independent disks are not affected by snapshots.
" Persistent

Changes are immediately and permanently written to
the disk.

= Nonpersistent

Changes to this disk are discarded when you power
off or revert to the snapshot.

Help | oK | Cancel |

L A

3. Onthe Device Type page of the Add Hardware wizard, select Hard Disk, and then click Next.

-
@ Add Hardware . N T——
Device Type
i What sort of device do you wish to add to your virtual machine?
Device Type Choose the type of device you wish to add.
Select a Disk
Gl s ek (D) Serial Port ~ Information
Advanced Options -
Ready to Complete — Farallel Port This device can be added to this Virtual Machine. i
— Floppy Drive

o CD/DVD Drive
e USE Controller

LISE Device (unavailable)
PCI Device (unavailable)

Ethernet Adapter

3 S5CSI Device

Help | % Badk | Mext = I Cancel
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4. Onthe Select a Disk page, select Create a new virtual disk, and then click Next.

" (3 Add Hardware - l X

Select a Disk
MLE_ A virtual disk is composed of one or more files on the host file system. Together these
Select a Disk files appear as a single hard disk to the guest operating system.
Create a Disk
! Advanced Options Select the type of disk to use.

| Ready to Complete  Disk

% Create a new virtual disk

™ Use an existing virtual disk
Reuse a previously configured virtual disk.
" RawD

Give your virtual machine direct access to SAN. This option allows you to
use existing SAN commands to manage the storage and continue to
access it using a datastore,

Help | < Back I MNext = I Cancel |

A

[ 4

5. Onthe Create a Disk page, set the Disk Size to the correct requirements for your virtual appliance
version. See "Recommended ESX/ESXi Server Specifications" on page 1.

r@ Add Hardware - l T - =5

Create a Disk

Il Spedfy the virtual disk size and provisioning policy
Device Type — Capacity
Select a Disk <
R Disk Size: I 500 3. GB
Create a Disk s =
1 Advanced Options - D
Ready to Complete — Disk Provisioning

% Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
™ Thin Provision

—Location
% store with the virtual machine

" Specify a datastore or datastore duster:

Help | < Back I Mext > Cancel
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6. Leave the default settings on the Advanced Options page (the Virtual Device Node should be SCSI(0:1)),

and then click Next.

Ready to Complete

o
¢~ |mDE(@:0) -]

—Maode
[ Independent
Independent disks are not affected by snapshots.
" Persistent
Changes are immediately and permanenty written to the disk.

= Moy nt
Changes to this disk are discarded when you power off or revert to the
snapshot.

Help |

< Back | Mext > I Cancel |

F —— hl
| i - ] e — =
Advanced Options
i These advanced options do not usually need to be changed.
Device Type Spedify the advanced options for this virtual disk. These options do not normally need
Select a Disk to be changed.
Create & Disk
Advanced Options Virtual Device Mode

4

]

7. The Ready to Complete page displays the disk details for verification. If the disk size matches the
requirements described in "Recommended ESX/ESXi Server Specifications" on page 1 and the disk
provisioning setting is Thick Provision Lazy Zeroed, click Finish.

r — ————
Add Hardware - I 5
@ N —
Ready to Complete
[ Review the selected options and dick Finish to add the hardware.
Device Type Options:
Select a Disk
Create a Disk Hardware type: Hard Disk
Ml Advanced Options Create disk: New virtual disk
ety e Chinnlate Disk capacity: 500 GB
I dv P Disk provisioning: Thick Provision Lazy Zeroed
Datastore: datastorel
Virtual Device Mode: SCSI (0:1)
Disk mode: Persistent
Help | < Back | Finish I Cancel
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Power On and Configure the VM

1. Power on the virtual machine. You should see the following in the console:

@ Aruba ClearPass Policy Manager Appliance-5K on localhost.us.avendasys.com

File View VM

E W p =

sd
sd
sd
sd
sd
sd 2:
WARN

G:

%

[sdal Assuming
[sdb]l Assuming
[sdal Assuming
[sdb] Assuming
[sdb] Assuming
[sdal]l Assuming

drive
drive
drive
drive
drive
drive

cache:
cache:
cache:
cache:
cache:
:@: cache:
All data on the second disk

write
urite
write
write
write
write

[SC3SI (|:

through
through
through
through
through
through
1)1 will be erased and that

disk will be setup as the primary boot image. Please ensure that disk has
the recommended capacity for the appliance version.

Enter

]

il

Y

or 'Y’ to proceed:

To release cursor, press CTRL + ALT

2. Pressy. The ClearPass 6.5.0 setup and installation begins. You should see the following in the console, and
ClearPass will reboot at least once:

@ Aruba ClearPass Policy Manager Appliance-5K on localhost.us.avendasys.com

File View VM

mW(p @

Enter
y

E 3

: All
disk will be setup as the primary boot image.
the recommended capacity for the appliance version.

'y

or

[sdal Assuming
[sdb] Assuming
[sdal Assuming
[sdb] Assuming
[sdb] Assuming
[sdal Assuming

drive
drive
drive
drive
drive
drive

'Y’ to proceed:

»x% [nitializing disk...

[sdb] Assuming
[sdb] Assuming
[sdb] Assuming
[sdb] Assuming

To release cursor, press CTRL +ALT

drive
drive
drive
drive

cache:
cache:
cache:
cache:
cache:
cache:
data on the second disk [SCSI (8:

cache:
cache:
cache:
cache:

write
write
write
write
write
write

write
write
write
write

through
through
through
through
through
through

1)1 will be erased and that
Please ensure that disk has

through
through
through
through
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@Aruba ClearPass Policy Manager Appliance 6.4 500 on vmware33.testlab.avendatest.com

File View VM

I &3 @ 3 o

sd 2:8:1:8: Assuming drive cache: write through
sdb:

sd 2:8:1:8: Cache data unawvailable

sd 2:8:1:8: fissuming drive cache: write through
sdb:

sd 2:8:1:8: Cache data unavailable

sd 2:8:1:8: Azsuming drive cache: write through
sd 2:8:1:8: Cache data unavailable

sd 2:8:1:8: Azsuming drive cache: write through

E o x .3

==xx Copying file system contents. This may take a while...
b

ExXT4-fs (sdbl): mounted filesystem with ordered data mode. Opts:
Setting up boot targets...

-

=u#x First boot setup DONE. Ready to reboot.

=%x% Forcibly killing init. Next boot will use the new disk setup.
b

=%x% finy error messages that appear below can be ignored.
W

After that reboot the W-ClearPass VM is configured, and will power on and boot up within a couple of
minutes. The whole process from Deploying the OVF image to the final startup screen should take between
30 and 40 minutes.

3. After the W-ClearPass VM launches correctly, you should see the following banner on the VM console;

4. When you see the banner on the virtual machine console, you can log in by following the instructions in the
W-ClearPass Policy Manager Quick Start Guide.

Upgrading W-ClearPass Policy Manager on an ESX/ESXi Virtual Machine

An evaluation version can be upgraded to a later evaluation version in a manner similar to a production
upgrade. After upgrading to 6.5, an ESX/ESXi evaluation version can be morphed to a production VM by using
the morph-vm command. For more information, see the Command Line Interface > System Commands
section in the W-ClearPass Policy Manager User Guide.
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For detailed instructions for upgrading or updating, refer to the Upgrade and Update Information chapter
of the most recent W-ClearPass 6.5.x Release Notes.

Caveats, Upgrading on ESX/ESXi

You can upgrade to W-ClearPass 6.5 from W-ClearPass 6.2.6, 6.3.6, or 6.4.x. Before you proceed with the
upgrade, we recommend that you apply the latest available patch updates to your current release.

For 6.4.x upgrades through the Software Updates portal in the Policy Manager user interface, or through
the Web service, upgrade is supported for any 6.4.x version.

For 6.4.x upgrades through the CLI, there are two options:
If you are on 6.4.2 or later, you can upgrade directly to 6.5 through the CLI.

If you areon 6.4.0 or 6.4.1, you must first download and install the 6.4.0 CLI updates patch from
http://download.dell-pcw.com. After you have installed the patch, update to 6.4.2 or higher. You can
then upgrade to 6.5 through the CLI.

For 6.3.x, upgrade is only supported from the latest cumulative patch. You must update to 6.3.6 before
upgrading to 6.5.

For 6.2.%, upgrade is only supported from the latest cumulative patch. You must update to 6.2.6 before
upgrading to 6.5.

For 6.1.x, direct upgrades are not supported. Customers on 6.1.x must intermediately upgrade to 6.2.6,
6.3.6, or 6.4.x first before upgrading to 6.5.

Upgrade images are available within W-ClearPass Policy Manager from the Software Updates portal at
Administration > Agents and Software Updates > Software Updates.

If you are upgrading from 6.4.0, the Software Updates portal incorrectly shows a warning during upgrade

g asking for two hard drives. This message can be ignored. (#27736)

Upgrading to 6.5

Perform the following steps when upgrading from 6.3 or older versions of W-ClearPass to a newer version:
1. Power off the W-ClearPass VMware instance.

2. InVMware, open the W-ClearPass virtual machine properties.

3. If you are upgrading from W-ClearPass 6.1 or 6.2, add a new hard disk to the virtual machine. The Virtual
Device Node should be SCSI(0:2).

Review the VMware disk requirements first. These are described in "Recommended ESX/ESXi Server
Specifications" on page 1.

This procedure is not required if you are upgrading from W-ClearPass 6.3.

/\ Never remove SCSI 0:0

CAUTION
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(%! Aruba ClearPass Policy Manager Appliance -SK-46054 - Virtual Machine Properties

Hardware | Optiors | Resources | Virtual Machine Versicn: 7
Memory Configuration
™ show All Devices Remove
e Y s 8 3: Ge j' Events ' Permissions
Hardware | Summary | e
B Maximum recommended for this
Ml Memory 8192 MB | 4 ot
@ crus s caro b
[ videocard (= Add Hardware [ ]
& VMCIdevice Advanced Options
e SCSI controller 0 These advanced options do not usually need to be changed.
& Harddisk1
& Harddisk2
D Network adapter 1 m Specify the advanced options for this virtual disk. These options do not normally need
P Network adapter2 Select a Disk to be changed.
Create a Disk _
Advanced Options Virtual Device Node
Ready to Complete & Jscsio:2) = |
r  |mEE0) =l
5
Mode
™ Independent

Independent disks are not affected by snapshots.
€ Persistent
Changes are immediately and permanently written to the disk.

€ Nonpersistent
Changes to this disk are discarded when you power off or revert to the
snapshot.

Hardware |opﬁon5 | Resources | Virtual Machine Version: 7
—Disk File
™ Show Al Devices Add... | Remove | I
Hardware | Summary |
il Memory 8192 MB 7_?*‘?”“"“"'9 :
@ crus 8 ype: Thick Provision Lazy Zeroed
Video card Video card Provisioned Size: I 250 = IGE j
& VMCI device Restricted Maximum Size (GB): N/A
e SCSI controller 0 LSI Logic Parallel
& Hard disk1l Virtual Disk
& Hard disk2 Virtual Disk
B Network adapter1 VM Network ISCSI (0:2)
| B8 Network adapter2 VM Network
r = MNew Hard Disk (adding) Virtual Disk | _lee t
Independent disks are not affected by snapshots.
" Persistent
Q Changes are immediately and permanently written to
the disk.
" Nonpersistent
Changes to this disk are discarded when you power
off or revert to the snapshot.

4|

4. Power on the W-ClearPass Policy Manager instance.

5. Loginto W-ClearPass Policy Manager and navigate to Administration > Agents and Software Updates
> Software Updates.

A valid Subscription ID is required to download the latest W-ClearPass Policy Manager updates.

6. Inthe Firmware & Patch Updates section, click Download next to the upgrade image name.

12 |
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7. After the upgrade image has downloaded, click Install next to the upgrade image name.

8. Click Yes in the Confirm Installation dialog box. The Install Update dialog box opens and shows the
progress of the update.

Install Update !

Installing CPPM-x86_64-6.4.0.66263-upgrade_bin

INFO - Backing up current config... -
INFO - Starting backup. This may take some time...

INFO - Backup databases for AppPlatform

INFO - Backup databases for PolicyManager il
INFO - Backup databases for Insight

INFO - Backup complete

INFO - Setting up upgrade area. This could take a while...

INFO - Installing file system image...

INFO - Key setup done

INFO - Adding boot entry for ClearPass Platform 6.4.0.66263 [Active]
INFO - Upgrade completed successfully.

INFO - Restart to boot into the upgrade image.

Clear & Close |

9. When theinstallation is complete, click Reboot.

m

1

The updated version of W-ClearPass Policy Manager starts after the reboot and the configuration from the
previous version is migrated to the new version.

This section describes how to install W-ClearPass on a Microsoft Hyper-V virtual machine, including:

e "Hyper-V Installation Process Overview" on page 13

e "Recommended Hyper-V Server Specifications" on page 14

e "Installing W-ClearPass Policy Manager on a Hyper-V Virtual Machine" on page 15
e "Morphing a Hyper-V Evaluation Version" on page 21

e "Caveats, Hyper-V" on page 22

Hyper-V Installation Process Overview

The process of installing W-ClearPass on a Microsoft Hyper-V virtual machine is done in four stages:

1. W-ClearPass 6.5 Hyper-V software packages are distributed as Zip files. Download the software image from
the Download Software > ClearPass > Policy Manager > Current Release > Hyper-V folder on the
Support site (http://download.dell-pcw.com) and unzip it to a folder on your server to extract the files.

2. Import the virtual machine and choose the import type.
3. Add the hard disk and configure the format, type, and size, based on the requirement for your VM.
4. Power on and configure the VM.

Instructions for these procedures are provided in "Installing W-ClearPass Policy Manager on a Hyper-V Virtual
Machine" on page 15.
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Recommended Hyper-V Server Specifications

Please carefully review all VA requirements, including functional IOP ratings, and verify that your system meets
these requirements.

Virtual appliance recommendations are adjusted to align with the requirements for W-ClearPass hardware
appliances. If you do not have the VA resources to support a full workload, then you should consider ordering
the W-ClearPass Policy Manager hardware appliance.

Be sure that your system meets the recommended specifications required for the Policy Manager Virtual
Appliance. The W-ClearPass VM ships with a 20 GB hard disk volume. This must be supplemented with
additional storage/hard disk through Hyper-V settings by adding a new hard disk. The additional space
required depends on the W-ClearPass virtual appliance version.

To ensure scalability, dedicate or reserve the processing and memory to the W-ClearPass VM instance. You
must also ensure that the disk subsystem can maintain the IOP’s throughput as detailed below. Most
virtualized environments use a shared disk subsystem assuming that each application will have bursts of I/0
without a sustained high 1/0 throughput. W-ClearPass Policy Manager requires a continuous sustained high
data I/O rate.

If you do not add a new hard disk to the VM before it is powered on, it will continue to restart with kernel panics.

NOTE

Supported Hyper-V Versions

The following Microsoft Hyper-V versions are supported:
Microsoft Hyper-V Server 2012 R2
Microsoft Windows Server 2012 R2 Hyper-V Enterprise

CP-VA-500 (500 Virtual Appliance VHDX)
2 Virtual CPUs
500 GB disk space
4 GB RAM
2 Gigabit virtual switched ports

Functional I0OP rating for a 40-60 read/write profile for 4k random read/write = 75

CP-VA-5K (5K Virtual Appliance VHDX)
8 Virtual CPUs
1000 GB disk space required
8 GB RAM
2 Gigabit virtual switched ports

Functional I0OP rating for a 40-60 read/write profile for 4k random read/write = 105

CP-VA-25K (25K Virtual Appliance VHDX)
24 Virtual CPUs
1800 GB disk space required
64 GB RAM
2 Gigabit virtual switched ports
Functional IOP rating for a 40-60 read/write profile for 4k random read/write = 350
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CP-SW-EVAL (Evaluation VHDX)
e 2 Virtual CPUs

e 80 GB disk space

e 4 GBRAM

e 2 Gigabit virtual switched ports

An evaluation version can be upgraded to a later evaluation version in a manner similar to a production
upgrade.

To morph a Hyper-V evaluation version to a production VM by using the morph-vm command, see "Morphing
a Hyper-V Evaluation Version" on page 21.

Installing W-ClearPass Policy Manager on a Hyper-V Virtual Machine

After you download and unzip the W-ClearPass 6.5 ESXi software package Zip files, follow the instructions in
this section to deploy the W-ClearPass files, add a new hard disk, and power on and configure the VM:

e "Import the Virtual Machine" on page 15
e "Add aHard Disk to the Hyper-V Virtual Machine" on page 16
e "Power On and Configure the VM" on page 20

Import the Virtual Machine

1. Download and unzip the appropriate Hyper-V package for your application (EVAL, 500, 5K, or 25K) from the
Download Software > ClearPass > Policy Manager > Current Release > Hyper-V folder on the
Support site (http://download.dell-pcw.com) .

2. From Hyper-V Manager, right-click to select the Hyper-V server and select the Import Virtual Machine
option. The Import Virtual Machine window opens.

3. Inthe Locate Folder step, select the folder you unzipped in step 1.

Import Virtual Machine -
ﬁ Locate Folder
Before You Begin Spedify the folder containing the virtual machine to import.
Folder: || sromse...

Select Virtual Machine
Choose Import Type

Summary

< Previous | | Next >
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4. Inthe Choose Import Type step, select Copy the virtual machine.

Choose Import Type

Choose the type of import to perform:
O Register the virtual machine in-place (use the existing unique ID)
O Restore the virtual machine {use the existing unique ID)

Choose Import Type (®) Copy the virtual machine (create a new unique ID)

| <previous | | mext> | oo | canesl |

5. Afteritisimported, select the VM, right click, and choose properties. The Settings configuration window
opens, where you will add the hard disk.

Add a Hard Disk to the Hyper-V Virtual Machine
1. Select the IDE Controller 0 option.

| HYPERV-CP-VA-500 v 4 b G

ﬂ Add Hardware IDE Controller
& BIOS
Boot from CD
W Memory
4056 MB
+ R Processor DYD Drive
2 Virtual processors
® a Hard Drive
HYPERV-CP-VA-500.vhdx

= I IDE Controller 1

% DVD Drive You can configure a hard drive to use a virtual hard disk or a physical hard disk after
None you attach the drive to the controller.
! 5CSI Controller

You can add hard drives and CD/DVD drives to your IDE controller.
Select the type of drive you want to attach to the controller and then dick Add.

| | Cancel | | Apply
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2. Add a hard drive and verify the following values:

o Controller = IDE Controller 0

o Location=1 (in use)

| HYPERV-CP-VA-500

v 4 G

A TTOTOTOTC

'{ﬂ Add Hardware
& BIOS
Boot from CD
i Memory
4056 MB
3 w Processor
2 Virtual processors
=] IDE Controller 0
® = Hard Drive
HYPERV-CP-VA-500.vhdx
! & Hard Drive
=<file>
=] IDE Controller 1
&% DVD Drive
None
=¥ SCSI Controller
Network Adapter
SwitchManagement
Network Adapter
SwitchData

3. Click New below the Virtual Hard Disk option. The New Virtual Hard Disk wizard opens.

¥

Q—-ﬁ Before You Begin

s Hard Drive

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller: Location:

| DE Controller 0 v|[1nuse)

Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodiated file. Specify the full path to the file.

(® virtual hard disk:

| New || Edit || Inspect || Browse... |

O Physical hard disk:

o If the physical hard disk you want to use is not listed, make sure that the
disk is offiine. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not

delete the assodated file.

| [ Ay

Before You Begin This wizard helps you create a new virtual hard disk. Virtual hard disks provide storage for virtual
machines and are stored on physical media as .vhd or .vhdx files.

["] Do not show this page again

< Previous || Next > || Finish || Cancel
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4. Select the following options while creating the disk:
o Disk Format: VHDX

-

Qﬁ Choose Disk Format

Before You Begin What format do you want to use for the virtual hard disk?

Choose Disk Format ) VHD

Supports virtual hard disks up to 2,040 GB in size.

(®) VHDX

This format supports virtual disks up to 64 TB and is resilient to consistency issues that might occur
from power failures, This format is not supported in operating systems earlier than Windows
Server 2012,

e Disk Type: Fixed

e
@ Choose Disk Type

Before You Begin What type of virtual hard disk do you want to create?
Choose Disk Format ®) Fixed size

Choose Disk Type This type of disk provides better performance and is recommended for servers running applications
with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
virtual hard disk and does not change when data is deleted or added.

Dynamically expanding

This type of disk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

Differencing

This type of disk is assocdated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, so that you can revert the changes easily. All children must have the same virtual hard disk
format as the parent (VHD or VHDX).

o Disk Size:
= EVAL=80GB
= 500=500 GB
= 5K=1000 GB
= 25K=1800 GB
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Using a CP-VA-500 VHDX as an example, the following images show the name and location, disk
configuration, and summary steps. For more information about the correct requirements for your virtual
appliance version, see "Recommended Hyper-V Server Specifications" on page 14.

vl
@ Specify Name and Location

Before You Begin Specdify the name and location of the virtual hard disk file.

Erois b SRl Neme:  [CP-vA-500_Jvhdx
Choose Disk Type

Location: |C:\JsersPlMcDoc1mer1tsWyper—\l"\\Frhml Hard Disks\,

Spedfy Name and Location

wl
@ Configure Disk

Before You Begin You can create a blank virtual hard disk or copy the contents of an existing physical disk.
Choose Disk Format @® Create a new blank virtual hard disk
Choose Disk Type Size: GB (Maximum; 64 TB)
Specify Name and Location
() Copy the contents of the specified physical disk:

Physical Hard Disk
\\ \PHYSICALDRIVED

Configure Disk

() Copy the contents of the specified virtual hard disk
Path: | | | Browse... |

<Previous | | Next>
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—_ 2 Completing the New Virtual Hard Disk Wizard
.\m// p g

Before You Begin You have successfully completed the New Virtual Hard Disk Wizard. You are about to create the

Choose Disk Format following virtual hard disk.

Choose Disk Type DEEIE
Specify Name and Location Format:  VHDX
Configure Disk Type: fixed size
Name: CP-VA-500_.vhdx
Location: C:\Users\Public\Documents\Hyper-v\Virtual Hard Disks

Size: 500 GB

To create the virtual hard disk and dose this wizard. dick Finish.

- New Virtual Hard Disk Wizard -

5. Click Apply in the main window, and then click OK.

Power On and Configure the VM

1. Power on the virtual machine. You should see the following in the console:

ot HYPERV-CP-VA-500 on WINHYPERY-2 - Virtual Machine Connection = I:'-
File Action Media Clipboard View Help

f O@O@O N b |G
=d Z2:8:8:8: [sdal Attached SCSI disk
(sdaZ): INFO: recovery required on readonly filesystem
(sda2): write access will be enabled during recovery
(sda2): orphan cleanup on readonly fs
{sda2l): 33 orphan inodes deleted
(sda2): recovery complete
(sdaZ): mounted filesystem with ordered data mode. Opts:
! Mounted root filesystem ~dev-sda2
BELinux: Disabled at runtime.
ype=1484 audit(1429131772.976:2): selinux=8 auid=4294967295 ses=4294967295
racut: ssbinsload_policy: Can’t load policy: Unknown error 18446744873789543425
CH PREVIEMW: ecryptfs may wnot be fully supported.
Please review provided documentation for limitations.
lg: Mo test for _ gcm-aes-aesni (__driver-gcm-aes-aesni)
adlock: UIA PadLock not detected.
ecryptfs_parse_options: eCryptfs: unrecognized option [passphrase_passwd fd=4]
ecryptfs_parse_options: eCryptfs: unrecognized option [passphrase_passwd_fd=41]
ecryptf=s_parse_options: eCryptfs: unrecognized option [passphrase_passwd_fd=41]
racut: Switching root
ARNING: All data on the second disk [SCS5I (B:1)] will be erased and that
isk will be setup as the primary boot image. Please ensure that disk has
he recommended capacity for the appliance version.

Enter 'y’ or 'Y to proceed:

Status: Running
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2. Pressy. The W-ClearPass Policy Manager 6.5.0 setup and installation begins. You should see the following in
the console:

o HYPERV-CP-VA-500 on WINHYPERV-2 - Virtual Machine Connection == -
File Action Media Clipboard View Help
&3 @O0 k| ks

Initializing disk...

Betting up partitions on ~dewssdb. ..

sdb:
sdb: sdbl
sdb: sdbl =db2

Copying file system contents. This may take a while...

EXT4-fs (sdbl): mounted filesystem with ordered data mode. Opts:
betting up boot targets...

First boot setup DOME. Ready to reboot.
Forcibly killing init. Next boot will use the new disk setup.

Any error messages that appear below can be ignored.

Status: Running — ﬂ;

After that reboot the W-ClearPass VM is configured, and will power on and boot up within a couple of
minutes. The whole process from Deploying the OVF image to the final startup screen should take between
30 and 40 minutes.

3. After the W-ClearPass VM launches correctly, you should see the following banner on the VM console:

o HYPERV-CP-SW-EVAL on WINHYPERV-2 - Virtual Machine Connection == -
File Action Media Clipboard View Help

S O@@O| NI b

Dell W-ClearPass PolicyManager 6.5.8.71895
Management IP Address : <not conf igured>

*
Policy Manager is rumming with factory default configuration. Refer to =
Quick Start Guide for configuration instructions. *

*

Policy Manager software version : 6.5.0.71895
Policy Manager model number : CP-SW-EUAL
Management IP Address : <not conf igured>

localhost login: _

w

< n >

4. When you see the banner on the virtual machine console, you can log in by following the instructions in the
W-ClearPass Policy Manager Quick Start Guide.

Morphing a Hyper-V Evaluation Version

A Hyper-V evaluation version can be morphed to a production VM by using the morph-vm command as
follows:

1. Power off the VM.

2. Open Settings and make the following modifications:
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a. Modify the CPU and RAM to match the production VM.
b. Add an additional disk with the recommended disk size for the production VM:
(1) Select IDE1 Controller.

(2) Select the Hard Drive option and then click Add.

(3) In the next screen, specify the following values:
Controller = IDE Controller 1
Location=1

(4) In the Media section, click New.
(5) Add a new VHDX hard disk of Fixed size, and size equivalent to the production VM disk size.
3. After adding the hard disk, power on the evaluation VM and, using SSH, log in to it as appadmin.

4. Runthecommand ‘system morph-vm <CP-VA-500/CP-VA-5K/CP-VA-25K> and follow the prompts.

This section describes caveats to be aware of with Hyper-V.

Low Network Performance on Hyper-V Due to NIC Cards

In lab conditions, we noticed that the network latency increases and throughput decreases due to certain

features in the NIC not working as expected. This affects network throughput to any OS installed on a Hyper-V
server.

In W-ClearPass, we have noticed the following symptoms when the server is handling authentications:
Drastic increase in network latency to external servers
Increase in RADIUS timeout packets
Increase in RADIUS end-to-end processing of authentication requests

If you notice these symptoms with your W-ClearPass server running on Hyper-V, please consult with the NIC
vendor about compatibility issues with the Microsoft Hyper-V platform, or update to the latest driver version
which might resolve network throughput problems.
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