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Abstract

This document provides the PQCRYPTO project’s initial recommendations for post-quantum
cryptographic algorithms for symmetric encryption, symmetric authentication, public-key
encryption, and public-key signatures. These recommendations are chosen for confidence in
their long-term security, rather than for efficiency (speed, bandwidth, etc.). Research in the
following years should lead to confidence in the security of some systems (either preexisting
or developed in the project) that provide better efficiency and usability.
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1 Introduction

The EU and governments around the world are investing heavily in building quantum com-
puters. Society needs to be prepared for the consequences, including cryptanalytic attacks
accelerated by these computers. In particular, Shor’s algorithm [16] shatters the foundations
for deployed public-key cryptography: RSA and the discrete-logarithm problem in finite fields
and elliptic curves. Long-term confidential documents such as patient health-care records and
state secrets have to guarantee security for many years, but information encrypted today us-
ing RSA or elliptic curves and stored until quantum computers are available will then be as
easy to decipher as Enigma-encrypted messages are today.

The PQCRYPTO project’s mission is to allow users to switch to post-quantum cryptog-
raphy: cryptographic systems that are not merely secure for today but that will also remain
secure long-term against attacks by quantum computers. During the project, PQCRYPTO
will design a portfolio of high-security post-quantum public-key systems, and will improve the
speed of these systems, adapting to the different performance challenges of mobile devices,
the cloud, and the Internet of Things.

This document provides PQCRYPTO’s initial recommendations of long-term secure post-
quantum systems. These systems were selected for confidence in their security against crypt-
analytic attacks, including quantum cryptanalysis: Shor’s algorithm, Grover’s algorithm [9],
quantum walks [1, 12], etc.

Beyond these recommendations, this document also lists some further examples of systems
that are currently under evaluation, but this document does not mention any new systems
under construction inside or outside PQCRYPTO. This document focuses on cryptographic
primitives to be used inside higher-level cryptographic protocols and security protocols; it
does not give specific recommendations for those protocols.

2 Symmetric encryption

Symmetric systems are usually not affected by Shor’s algorithm, but they are affected by
Grover’s algorithm. Under Grover’s attack, the best security a key of length n can offer is
2n/2, so AES-128 offers only 264 post-quantum security. PQCRYPTO recommends thoroughly
analyzed ciphers with 256-bit keys to achieve 2128 post-quantum security:

• AES-256 [8].

• Salsa20 [3] with a 256-bit key.

Example of another choice under evaluation: Serpent-256 [6].

3 Symmetric authentication

Some message-authentication codes provide “information-theoretic security”, guaranteeing
that they are as secure as the underlying cipher (within a negligible mathematically guaran-
teed forgery probability), even against an adversary with unlimited computing power. These
authentication mechanisms are not affected by quantum computing. PQCRYPTO recom-
mends the following mechanisms:

• GCM [13] using a 96-bit nonce and a 128-bit authenticator.
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• Poly1305 [2].

4 Public-key encryption

For public-key encryption the currently used algorithms based on RSA and ECC are easily
broken by quantum computers. Code-based cryptography has been studied since 1978 and
has withstood attacks very well, including attacks using quantum computers. PQCRYPTO
recommends the following parameters as included in McBits [4] to achieve 2128 post-quantum
security:

• McEliece with binary Goppa codes using length n = 6960, dimension k = 5413 and
adding t = 119 errors.

Examples of other choices under evaluation: (1) Quasi-cyclic MDPC codes [14] for McEliece
with parameters at least n = 216 + 6, k = 215 + 3, d = 274 and adding t = 264 errors. (2) The
Stehlé–Steinfeld version [17] of the NTRU [10] lattice-based cryptosystem.

5 Public-key signatures

Similar to encryption, currently used signatures are based on problems that become easy
to solve with a quantum computer. Signatures use cryptographic hash functions in order
to hash the message and then sign the hash. Hash-based signatures use nothing but such
a hash function and thus assume the minimum requirement necessary to build signatures.
PQCRYPTO recommends the following two hash-based systems to achieve 2128 post-quantum
security:

• XMSS [7] with any of the parameters specified in [11]. XMSS requires maintaining a
state.

• SPHINCS-256 [5]. SPHINCS is stateless.

Example of another choice under evaluation: the HFEv- [15] multivariate-quadratic signature
system.
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