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Abstract

Incredible improvements in the field of nano-technologies have enabled nano-scale machines that promise new solutions
for several applications in biomedical, industry and military fields. Some of these applications require or might exploit the
potential advantages of communication and hence cooperative behavior of these nano-scale machines to achieve a common
and challenging objective that exceeds the capabilities of a single device. Extensions to known wireless communication
mechanisms as well as completely novel approaches have been investigated. Examples include RF radio communication
in the terahertz band or molecular communication based on transmitter molecules. Yet, one question has not been
considered so far and that is nano-communication security, i.e., how we can protect such systems from manipulation
by malicious parties? Our objective in this paper is to provide some first insights into this new field and to highlight
some of the open research challenges. We start from a discussion of classical security objectives and their relevance in
nano-networking. Looking at the well-understood field of sensor networks, we derive requirements and investigate if and
how available solutions can be applied to nano-communication. Our main observation is that, especially for molecular
communication, existing security and cryptographic solutions might not be applicable. In this context, we coin the new
term biochemical cryptography that might open a completely new research direction and lead to significant improvements
in the field of molecular communication. We point out similarities with typical network architectures where they exist
but also highlight completely new challenges where existing solutions do not apply.
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1. Introduction Akyildiz et al. [1, 2] essentially established the domain
of nano-networks by categorizing application and commu-
nication requirements. In general, the nano-networks will
be used to disseminate information among nano-devices

with similar strategies like in sensor networks. As such,

Nano-technology has made significant developments and
progresses well into what has very recently believed being
science fiction. The research field of nano-technology is

becoming a key area in science based on multi-disciplinary
collaborations among medicine, engineering, physics, biol-
ogy, computer science, and others. It turned out that many
of the envisioned applications for nano-technology require
or might exploit the potential advantages of communica-
tion and hence cooperative behavior of these nano-scale
machines to achieve a common objective that exceeds the
capabilities of a single device.

At this point, the term nano-networks is defined as a
set of nano-scale devices, i.e., nano-machines, communicat-
ing with each other and sharing information to realize a
common objective. Nano-networks allow nano-machines to
communicate and share any kind of information required
by wide range of applications including biomedical engi-
neering, biological and chemical defense technologies, and
environmental monitoring.
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nano-networks can be thought of as next generation sensor
networks [3], however, with incredibly reduced commu-
nication and computation capabilities. Considering the
huge number of nano-devices making up nano-networks
where all the individual nodes and devices constitute a
massively distributed system, self-organization will become
the dominant control mechanism [4].

Despite the similarity between communication and net-
work functional requirements of traditional and nano-scale
networks, nano-networks bring a set of unique challenges.

In general, nano-machines can be categorized into two
types: one type mimics the existing electro-mechanical
machines and the other type mimics nature-made nano-
machines, e.g., molecular motors and receptors [1, 3]. In
both types, the dimensions of nano-machines render conven-
tional communication technologies such as electromagnetic
waves inapplicable at these scales due to antenna size and
channel limitations. In addition, the available memory
and processing capabilities are extremely limited, which
makes the use of complex communication algorithms and
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protocols impractical in the nano-regime.
Based on the used transmission medium, the following
communication mechanisms can be distinguished [1]:

e Electromagnetic waves, e.g., using classical wire-
less radio transmission but now using nano-scale an-
tennas and frequencies in the terahertz band,

e acoustic communication, e.g., ultrasonic commu-
nication that is based on what is currently successfully
used for imaging methods,

e nano-mechanical communication that is based
on physical contact between sender and receiver, and

e molecular communication that can further be cat-
egorized into short-range communication using cal-
cium signaling, medium-range communication using
molecular motors, and long-range communication
using pheromones. Other options include, e.g., infor-
mation transport using flagellated bacteria.

The motivation behind nano-machines and nano-scale
communications and networks has also originated from and
been inspired by biological systems and processes [1, 3]. In
fact, nano-networks are significant and novel artifacts of bio-
inspiration in terms of both their architectural elements,
e.g., nano-machines, and their principle communication
mechanism, i.e., molecular communication [5]. Indeed,
many biological entities in organisms behave like nano-
machines as they have similar structures, i.e., cells, and
similar interaction mechanism and vital processes, e.g., cel-
lular signaling [6]. Within cells of living organisms, molecu-
lar motors such as dynein or myosin [7] realize intracellular
communication through chemical energy transformation.
Similarly, cells often communicate with each other through
exchange of biochemical transmitters over the surface or the
diffusion of soluble molecules that bind to specific receptor
molecules on other cells [6, 8, 9].

Depending on the application, a multitude of different
nano-devices will be used. Thus, more than one communica-
tion channel needs to be considered for efficient information
dissemination. Applications described by Akyildiz et al. [1]
range from biomedical (e.g., drug delivery and glucose level
monitoring) to industrial (e.g., food and water control) and
environmental (e.g., air pollution control) services.

Assuming wide-spread use of nano-devices and commu-
nication, it is only logical to assume malicious actors trying
to negatively affect nano-communication in the same way
as it happens today in the Internet. Given the critical-
ity of the envisioned application domains and the close
embedding of nano-machines into our environment, food,
or even our body, manipulation of such processes could
have disastrous consequences, far beyond what an Internet
attack would be able to achieve.

Examples of such attacks may include

e Disruption of medical applications, e.g. drug deliv-
ery, in order to harm or kill persons using specific
substances or radio communication;

e Jamming communication in a denial-of-service at-
tack to prevent alarms in industrial applications, e.g.,
when water is intoxicated;

e Modifying operation of nano-machines in environ-
mental applications.

Security and robustness are therefore extremely relevant
in this field. With this article, which extends earlier work
presented in [10], we aim to draw attention to security
as a major challenge for nano-communication in a new
era of Cyber Physical Systems (CPS). We will therefore
evaluate the typical security objectives and solutions for
applicability in nano-communication. The objective is not
only to establish nano-communication security as a field
of research but also to highlight some of the completely
novel challenges. As a key paradigm, we coin the term bio-
chemical cryptography as a primitive that may be used for
efficiently securing biologically based information channels.

The key contributions of this paper can therefore be
summarized as follows:

e We introduce nano-communication security as a new
research field within the nano-domain (Section 3).

e We analyze attacker models and compare challenges
that are known from sensor network security with
those in nano-communication (Section 4). This in-
cludes a discussion of related problems from key man-
agement, cryptographic primitives, to access control
and intrusion detection.

e We give some directions for future research towards
security in nano-communication (Section 5).

2. Nano-communication Concepts

In this section, we briefly introduce the different com-
munication concepts that may be used on the nano-scale.
Essentially, we follow the classification by Akyildiz [1].
Most of the previous work in this field has been focusing on
processing and communication capabilities. For example,
nano-processors and nano-storage [11] have been proposed
but also work was done on nano-batteries [12]. Our key
focus is, of course, on nano-communication concepts.

We can divide communication mechanisms into two
general classes. First, digital communication similar to
what we know from sensor networks, however, partially
relying on completely different transmitters and media,
can be used. Secondly, novel communication paradigms
based on biological systems for encoding information have
been considered. In this case, complex proteins are used
as information carrier and a transformation into digital
symbols is not necessarily required. Instead, molecular
communication based on released anorganic chemicals (e.g.,
calcium signaling) or on complex molecules (e.g., proteins)
is used.

Looking at the different concepts, RF radio commu-
nication operating on the terahertz band is one of the
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proposed technical realizations of digital nano-communica-
tion [13]. Basically, miniature radios are used based on
carbon nano-tubes as antenna technology. Larger devices
on the micro scale may even use acoustic communication.
The first systems based on ultra sonic communication, i.e.,
modulating digital information on ultra-sonic signals, have
recently been proposed [14]. Digital communication may
also be implemented with bio-signaling based, e.g., on the
calcium level in cellular environments[1]. Figure 1 outlines
the communication principles.

Studying the second category of molecular communica-
tion, we see proposals relying on similar biological signaling
mechanisms [15, 16], but also more exotic forms like nano-
motors and even flagellated bacteria [17]. In all cases,
information is encoded in form of complex bio molecules
such as proteins that intrinsically support an extremely
high information density. Figure 2 outlines the commu-
nication process. A fluid medium may, e.g., be used to
transfer molecules to a target destination. Alternatively,
nano-motors or flagellated bacteria were proposed to di-
rectly move the molecules from sender to recipients. For
the signaling mechanism, a diffusion process is described
that might still be targeted depending on the structure of
the transmitted molecules and the binding receptors at the
target nano-machine [18].

Using these transmission schemes, all common com-
munication patterns known from ordinary communication
networks are supported, from simple undirected broad-
cast communication, e.g., radio broadcast or undirected
diffusion in fluids, to explicitly targeted unicast commu-
nication relying on biological means of node addressing.
Even geocasting, i.e., geographically addressing could be
supported.

3. Security in Nano-Communication

We believe that it is very important to start our dis-
cussion with using a classical security and risk analysis,
even though security in nano-communication is a newly
emerging challenge in a very new domain of communication
systems. In this section, we take the following approach:
first, we discuss the meaning of the classical CIA (confiden-
tiality, integrity, availability) security goals in the light of
nano-communication. Next, we investigate possible threats
and vulnerabilities of nano-communication and exemplify
them with some attacks leading to the definition of spe-
cific attacker models. Finally, we discuss implications of
different communication media in nano-communication on
possible security challenges and solutions.

8.1. Security Goals

The classical CIA security goals will not change when
going from classical communication security to nano-comm-
unication security. Facing an attacker that has a certain
access to the nano-communication system, we want to
ensure:

e Confidentiality: an attacker should not be able to
learn the content of a message exchanged between a
sender and a receiver.

e Integrity: an attacker should not be able to modify
the content of a message exchanged between a sender
and a receiver.

e Availability: an attacker should not be able to
disrupt or negatively affect communication.

Confidentiality and integrity imply authenticity. That
means that the sender or receiver of a message should
be able to verify the identity of the receiver or sender
respectively to prevent message spoofing. A further security
goal that can be derived, e.g., from sensor or vehicular
networks is data consistency, i.e., data transmitted should
report true situations, measurements, or findings. Insider
attackers should not be able to report arbitrary information.

8.2. Threats, Vulnerabilities, and Attacks
IETF RFC 4949 [19] provides the following classification
of threat consequences:

e Disclosure: “A circumstance or event whereby an
entity gains access to data for which the entity is not
authorized.”

e Deception: “A circumstance or event that may re-
sult in an authorized entity receiving false data and
believing it to be true.”

e Disruption: “A circumstance or event that inter-
rupts or prevents the correct operation of system
services and functions.”

e Usurpation: “A circumstance or event that results
in control of system services or functions by an unau-
thorized entity.”



3.2.1. Disclosure

Let us discuss the meaning of these terms in the light of
nano-communication, starting with disclosure. Assuming
that in a nano-communication system, communicated in-
formation is considered confidential, disclosure of this data
to attackers must be prevented. The nano-scale nature of
systems may already make it non-trivial for an attacker
to access such information. For example in the case of
mechanical or molecular communication with molecular
motors, an attacker would have to directly infiltrate the
system (e.g., with other nano-devices) to be able to access
exchanged information as the region where information
spreads is strictly limited. In contrast, electromagnetic or
acoustic information exchange would open opportunities for
more remote attacks, as the covered area is larger and may
extend beyond the boundaries of the nano-communication
system itself.

In general, we remark that physical location, access,
and capabilities of the attacker will play an important role
when discussing nano-scale security. This is discussed later
in this section.

3.2.2. Deception

Deception covers a broad range of possible attacks such
as falsification or masquerading attacks. Considering that
nano-scale communication systems will in most cases be
cyber physical systems that closely interact with their
environment through sensors and actuators, being able to
inject false information into the system may actually be one
of the most common and powerful attacks to undermine
system reliability. If, for example, certain molecules will
be used to trigger specific actions by nano-machines, an
attacker might simply have to release a certain quantity of
such molecules to mount a successful attack. Preventing
such attacks may be challenging and may require, e.g.,
destruction or filtering of such molecules at system borders
or approaches that will prevent easy replication of these
molecules by an attacker.

3.2.3. Disruption

Given that nano-scale systems may react in a fragile
manner to changes in temperature, pH level, or other pa-
rameters of their environment, attackers may choose to
disrupt systems by modifying those parameters. Again, it
will be of high importance as to what physical control and
access an attacker has over the nano-system to evaluate
the risk of attacks that disrupt system service.

3.2.4. Usurpation

Usurpation, i.e., the control of system services or func-
tions by an unauthorized entity, is a threat consequence
that may result from an attacker having physical control
over the nano-system, e.g., modifying its behavior beyond
just disruption by the release of molecules that trigger a
specific system behavior. As nano-systems will have to
be highly sensitive, a capable attacker that releases high

concentrations of such molecules might be able to control
a system over large distances.

8.8. Attack Example

Let us discuss a specific nano-communication system
and a related attack. We envision a system of medical
nano-robots like, e.g., those being proposed in [20]. Nano-
robots would move freely within the circulatory system
of a patient and, e.g., provide repair to damaged blood
vessels. One use of communication would be for one nano-
robot to communicate the position where repair is needed
to other nano-robots or to communicate instructions to
each other. Communication would happen within the
circulatory system, e.g., by means of acoustic or molecular
communication.

It can be envisioned that these nano-robots remain in
the body for an extended amount of time to do continuous
repairs. Assuming such a scenario, a potential attacker
goal could be to damage the health of a patient under
treatment. This could be achieved, e.g., by manipulating
nano-robot behavior (e.g., making them all aggregate at
one position), by making them damage the blood vessels
instead of repairing them, or by a Denial-of-Service (DoS)
attack that would prevent them from doing the potentially
life-saving repairs.

Attack vectors and success probabilities depend heav-
ily on the type of communication and the access that an
attacker has. We discuss molecular communication first.
If we assume that molecular concentrations have to be
significant in order to alter the behavior of the robot, we
have to assume that an attacker can physically access the
patient in order apply molecules directly in its circulatory
system. This assumes that molecules could not be trans-
mitted, e.g., via air-spray or food. A proper security and
risk analysis would only be possible based on a specific
system model and would require interdisciplinary cooper-
ation of security experts, communication engineers, and
biochemists. This is an important observation to make:
securing nano-communication will likely require such a
cross-domain collaboration.

Similar reasoning holds true for acoustic and, if pos-
sible, terahertz communication. At the same time, such
communication may allow also more remote attacks where
physical contact with the person is not necessary. Consid-
ering that signal energy from transmitting nano-devices
will likely be very low and that receivers have to be highly
sensitive, a capable attacker might emit ultra-sonic or radio
waves of sufficient strength to influence nano-robot behav-
ior. Given the limited spread of both types of signals, this
will likely require a physical presence in the near vicinity
of the patient.

The attacker may also seek a denial-of-service attack
based on modifications to the environment in which the
nano-system operates. If nano-communication systems
are not built in a very reliable and fault-tolerant way,
modifications like changes to the pH number of the blood
may render certain forms of communication ineffective.



At the same time, such parameters are also important
for many vital human functions and are therefore being
closely monitored and controlled by the body. So any such
changes that the human body cannot control may have
much more adverse effects than just a malfunctioning of
the nano-robots.

Another approach for an attacker may be to re-program
such nano-robots to alter their behavior in a negative way,
e.g., make them damage blood vessels. Up to now it is
unknown what level of flexibility such nano-systems will
have and to what extent their behavior is hard-wired or can
be freely programmed. This will determine the likelihood
of such attacks.

Overall, this discussion shows that a detailed security
analysis depends highly on the specific implementation
of a nano-system. Therefore, security experts should be
involved whenever such systems are designed and built to
provide specific advise. Security mechanisms should also
be designed and built based on the analysis of specific
instances of systems and communication mechanisms. Nev-
ertheless, we can already determine a number of important
key characteristics of attackers that lead to a classification.

3.4. Attacker Classification

One very important characteristic is the level of system
access that an attacker has. Like in traditional IT systems,
one can distinguish between internal attackers, i.e., attack-
ers that are part of the communication system and have
access to any credentials or other information, required
to communicate with other system entities, and external
attackers that do not have such access.

Given the specifics of nano-communication systems,
external attackers should be further distinguished into local
attackers and remote attackers. Local attackers control
agents that are within or at least in nano-scale vicinity
of the attacked nano-system. This facilitates attacks like
message spoofing or eavesdropping that may become very
hard in case of remote attacks. The latter may require a
substantial effort by the attacker to first become a local
attacker before launching actual attacks. In the case of
the medical nano-robots discussed in the previous section,
being able to access the patient’s body and, e.g., administer
drugs into the circulatory system distinguishes a local from
a remote attacker.

Attackers may also be categorized by the parameters
of a nano-scale system’s environment that they are able to
control. This includes chemical parameters like pH value
or generic environmental parameters like the temperature
of the system. These may have an important influence on
the availability of the system in question and may facilitate
easy DoS.

As with the previous section, more specific attacker
models can be set up once more details of the systems
are known. Like with general IT security, considering the
right attacker models will be of paramount importance
when trying to secure nano-communication. Based on

attacker models, the right set up security mechanisms can
be selected or designed. The next section provides some
general considerations with respect to what type of security
mechanisms may be available to us.

8.5. Approaches for Security Mechanisms

In classical networks, confidentiality, integrity, and au-
thenticity are typically implemented based upon crypto-
graphic primitives and protocols. This leads to the most
fundamental question with respect to nano-communication
security: Can we assume that cryptography will be available
in nano-communication and that the necessary algorithms
can be transferred to nano-machines? And if so, is it rea-
sonable and efficient to deploy cryptographic primitives to
nano-networks?

In more detail, this question refers to security mecha-
nisms like authentication, encryption, or integrity protec-
tion and cryptographic mechanisms like symmetric and
asymmetric ciphers or cryptographic hash functions. If the
answers to this question is yes, we can basically transfer
existing security solutions and protocols to nano-machines
and nano-communication where messages may be digitally
signed or encrypted. If not, we have to consider completely
different approaches to reaching the security goals.

Whether a transfer of crypto mechanisms is possible
might depend to a large extent on the type of nano-ma-
chines and the communication form. If we assume nano-
machines to be miniaturized digital computers and com-
munication to exchange modulated digital information, the
chances are good that selected lightweight security mecha-
nisms can be used. If nano-machines are performing more
bio-inspired analogue information processing and if com-
munication is implemented by the exchange of molecules,
it is hard to imagine how, e.g., an RSA signature could be
implemented there.

Let us look at the different communication media in
more detail:

e Electromagnetic waves: If a classical transceiver
that encodes and decodes binary messages is used, it
is likely that necessary processing capabilities for at
least very lightweight cryptographic processing are
available and that a cryptographic payload like a mes-
sage authentication code can be attached to messages
or that data can be transformed, e.g., be encrypted.
However, severe resource constraints might prevent
the use of established mechanisms, necessitating more
research on lightweight security mechanisms.

e Acoustic communication: This type of communi-
cation will expose similar characteristics as commu-
nication using electromagnetic waves. Therefore, the
same rationale applies.

e Nano-mechanical communication: Here, it is
still unclear how data would be encoded and ma-
nipulated. Most probably, quite complex molecules
will be used similar to molecular communication.



e Molecular communication: Such communication
differs significantly from the other communication
schemes. Molecules serve as information carriers.
Likewise, information encoding is very different as
information can be encoded in a molecule‘s presence,
concentration, configuration, or in the sequence of
macro-molecules. Here, existing cryptography will
likely not be applicable directly. However, the spe-
cific domain might also open new opportunities. For
example, if molecular motors are used for informa-
tion transport, the information molecules might be
embedded in vesicles [1]. Those vesicles could be
designed in a way to release the contained informa-
tion molecule only to a specifically matching recipient
molecule. Thus, it implements a key-lock mechanism
similar to enzymes. We can also think of using sep-
arate vesicles for every communication pair. Then,
the vesicle’s configuration would correspond to the
key in classical symmetric crypto systems. Like there,
an attacker should only be able to retrieve the key
with unreasonably high effort and the security of the
scheme should only rely on knowledge of the key.
Whether such a scheme is feasible has not been ana-
lyzed yet and requires an inter-disciplinary research
effort. Furthermore, there will be a clear trade-off be-
tween security complexity and the cost for molecular
communication.

4. Comparison to Challenges in Wireless Sensor
Networks

In order to better understand the challenges involved
in nano-communication, it might be useful to first look
at insights gained from classical wireless sensor networks.
An overview over the challenges apparent in the sensor
networking domain is given in [21]. We will now study the
list of security issues presented therein, taking a look at
the novel problems, limitations, and opportunities in the
nano-networking domain.

The following security challenges have to especially be
considered in sensor networks:

1. Key management — This is still one of the most chal-
lenging issues in sensor networks and will become
even more challenging in the nano-domain. The ques-
tion is how to establish shared keys and how they
can be revoked if necessary.

2. Performance and scalability — Focusing on ultra-low
resource nano-networks, the performance of secure
communication protocols and cryptographic algori-
thms needs to be reconsidered for developing practical
applications.

3. Access control and authentication — One cannot ex-
pect to have access to complex security architectures,
thus, distributed mechanisms working in quite het-
erogeneous low-resource environments have to be
developed.

4. Secure localization — Localization techniques for loca-
tion-depended applications such as drug delivery will
have to rely on some basic nano-communication ca-
pabilities.

5. Intrusion detection and data consistency — The less
one can rely on classical cryptography for keeping
attackers out, the more important it is to detect and
react to attacks. Thus, targeted attacks on nano-
devices might become a very critical issue as well as
denial of service attacks. Seen in a broader scope,
data consistency checking as discussed, e.g., in ve-
hicular networks can also be considered an intrusion
detection mechanism.

All these approaches already assume a very classical
form of cryptography that might not be available or reason-
able to apply in nano-communication as discussed earlier.
We will now discuss some of these challenges in the light
of nano-networks.

4.1. Key Management

Key distribution is the basis of almost all key man-
agement schemes [22]. It can be solved either by key
pre-distribution prior to deployment or pro-active in a sen-
sor network prior to any data communication. Revocation
techniques might be needed. Whenever a key has been
compromised, it is essential to revoke this key. This may
involve a complete new key distribution in case of a group
key. Usually, only the according key rings need to be dis-
carded and re-built. Revocation procedures rely on an
agreement that defines which keys need to be discarded.
In addition, re-keying becomes necessary if the lifetime of
(particular) keys needs to be limited.

The most practical option for key distribution in sensor
networks is to rely on key pre-distribution [22]. Keys would
have to be installed at each node to accommodate secure
connectivity between nodes. However, traditional key pre-
distribution offers two inadequate solutions: either a single
mission key or a set of separate n — 1 keys, each being pair-
wise privately shared with another node, must be installed
in every node. Many recent solutions rely on probabilistic
schemes [23] or on deployment information [24].

Less feasible, especially in the nano-domain, is pro-
active key distribution, i.e., the key exchange after the node
deployment but before any data communication. Such solu-
tions often have to rely on central base stations that provide
the necessary key material. Furthermore, probabilistic so-
lutions have been proposed that reduce the necessary keys
to a minimum but still cover secure communication paths
between all nodes [25]. Some of the pro-active key distribu-
tion mechanisms also require some pre-deployment actions
such as the computation and selection of key rings to be
stored in all nodes [22].

On-demand key exchange mechanisms address the needs
of typical applications not to focus on previously exchanged
key material but to setup security relations on demand [26].
Public key solutions can be seen to be on-demand solutions



as the verification step takes place after the communication
was initiated [27]. In nano-communication networks, the
use of public key cryptography is not very realistic due to
the very high resource limitations.

In the case of biochemical cryptography, key manage-
ment might involve very different keys, like chemical re-
actions or molecule configurations. It is to be assumed
that such mechanisms provide the necessary computational
asymmetry, i.e., new molecules can be designed with a
reasonable overhead but the identification of the needed
biochemical environment to process these molecules is very
hard.

4.2. Performance and scalability

Nano-communication security will create huge perfor-
mance and scalability challenges. Severe resource limi-
tations in single nano-machines on the one hand and an
uncountable number of those machines on the other hand
makes nano-communication incomparable to any existing
communication system. The performance of cryptographic
algorithms has been evaluated in the sensor networking
domain (cf. [28]), but these results cannot be directly trans-
ferred to nano-devices because of the different form of
information processing. Examples include indirect tech-
niques using specific RNA sequences (communication using
shelves of flagellated bacteria) [17].

Energy consumption is another critical aspect. Some
communication schemes like nano-tube based radios have
a rather high energy consumption [29, 13] and extending
communication due to cryptographic payload or security
protocols might be prohibitive. A specific encoding infor-
mation in DNA/RNA and molecular processing based on
specific enzymes might be faster and more energy efficient
but prevent the usage of existing security schemes. Using
classical cryptography might also be very ineflicient if only
limited information is transmitted (like sending a small
specific molecule to transmit one bit of information). Then
adding a digital signature or long cryptographic message
authentication code is not appropriate.

Another interesting aspect is whether authentication
can be scaled to such a large number of entities. For
example, those systems can be individually named and
addressed, which would be a requirement for most classical
authentication schemes.

Finally, one needs to note that there will be a huge
asymmetry between the computational performance of a
single nano-machine compared to a regular desktop com-
puter. This might affect the achievable security level, as one
might have to work with short key lengths due to resource
constraints, which would allow attackers to easily perform
brute-force attacks using high-performance computing, e.g.,
available through graphic cards.

4.8. Access Control and Authentication

Authentication is classically implemented using classical
symmetric or asymmetric cryptography in digital systems.

As stated above, this might involve too much overhead,
especially in the case of molecular communication. We
believe that the new and still unexplored field of biochemi-
cal cryptography, i.e., the use of biological molecules like
DNA/RNA information or the structure of proteins not
only to encode information but also to protect the confiden-
tiality or integrity, opens many new application domains.
For example, vesicles could be used as a secure container
for certain information as explained earlier. Basically, this
can be used for node authentication as well as for message
authentication.

If RF based electrical or US based acoustic communi-
cation is to be used, classical means of cryptography can
be used. As an open question, we have to analyze the com-
putational overhead of cryptographic primitives and the
overhead in communication (e.g., for unicast and broadcast
messages).

Considering the wide heterogeneity of the different
communication forms, it seems reasonable to study es-
pecially the molecular communication mechanisms individ-
ually from RS and US. Authentication in calcium signaling
seems to come with almost no options beyond the encoding
of digital information. However, the exchange of complex
molecules allows the use of biochemical cryptography. This
holds for flagellated bacteria as well as for the diffusion
process of pheromones in fluids.

Biochemical cryptography comes with completely new
challenges from a communication perspective. Complex
molecules can spontaneously react within the system lead-
ing to modifications out of control of the nano-machinery. It
is therefore very important to gain a better understanding
of the biochemical processes involved.

4.4. Secure localization

Some applications using nano-communication will re-
quire the localization of nano-machines to fulfill their tasks.
Requirements might be very different from classical sensor
networks, using other coordinate systems (e.g., position
inside the body) and having nano-scale accuracy require-
ments. Absolute positioning with nano-scale resolution
might be difficult to achieve, but relative positioning might
be more relevant anyway. This links directly to security
where physical proximity might be used as part of au-
thentication, e.g., allowing only close-by nano-machines
to communicate, preventing more distant attackers from
interfering.

Approaches similar to existing secure distance bound-
ing protocols that ensure that communicating entities are
close-by could be investigated. Distance bounding pro-
tocols can thus be developed as an additional mean of
authentication [30]. However, as many existing schemes
are based on time-of-flight measurements, these are not
directly applicable as they would require sub-nanosecond
clock accuracy.



4.5. Intrusion Detection

Finally, some attacks classically cannot be addressed
by cryptographic means anyway. Denial-of-service attacks
that try to affect the availability of a system might be hard
to prevent in nano-communication, as attackers might, e.g.,
have sufficient energy to jam radio transmission or flood the
communication channel with large amounts of molecules
that destroy regular communication molecules.

One strategy to address this would be to at least detect
such an attack by means of an intrusion detection system
that should make the system go into a fail-safe mode. Also
other forms of malicious attacks could be addressed by an
intrusion detection system for nano-communication. This
would include (insider) attackers that inject incorrect data
into the system. As argued in [31] for the case of VANETS,
addressing such attacks requires a different approach to
security. Instead of entity-centric security where all trust
is based on links to specific entities in the network, data-
centric trust puts the focus on the data and its plausibility.
This plausibility can be checked either against known rules
(e.g., rules of physics or knowledge of system specification)
or against redundant information that you receive from
multiple sources.

In that way, data consistency checking to detect outliers
or messages that would lead to an unsafe system state could
be used to set the system to a fail-safe state that, e.g., would
not harm the patient who is treated by means of nano-
machines. Alternative means of reaction can be foreseen,
e.g., in the form of an artificial immune system that attacks
intruding nano-machines.

However, while doing this, one needs to keep in mind
that this all happens in the body of patients in the case
of nano-applications in the health domain. Introducing
artificial molecules of any sort might trigger the real human
immune system to react, attack, and disable the nano-
systems.

5. Directions for Securing Nano-Communications

In this section, we summarize selected challenges and
formulate resulting research directions. Our aim is to
increase awareness of the need for integrated security mech-
anisms in the context of nano-communication, especially
in health care or military application domains. Safety for
the human being should be our most important objective.

In the following we discuss selected research directions
by topic. Of course, they slightly overlap in topic and
applicability:

e Resilience and self-organization: As a general
strategy, all nano-communication systems should be
built in a highly reliable and resilient way and encom-
pass self-repair and self-securing properties. Due to
their scale in both size and number of devices, such
systems are in general beyond the direct control of
humans and should therefore ensure and organize

themselves in a self-organized way as much as possi-
ble [4]. This, of course, also applies to their security.
Furthermore, as macroscopic effects like changes in
temperate or pressure might affect such systems as
well as direct attacks will do, high resilience to ad-
verse external influence should be a general design
paradigm serving both safety and security.

e Integration of security into the protocol de-
sign phase: Given the leading-edge character of
research in nano-communication, it is obvious that
security mechanisms are not yet inherently integrated
in presented solutions. Still, looking at the lessons
learned in the field of protocol design on the Internet
and later in the era of sensor networks, it is very
important to understand that the introduction of se-
curity solution at a later stage is extremely complex.
So, an early question to be answered is about the
applicability of known security solutions for the devel-
oped nano-communication techniques. In some cases,
well-known algorithms might be applied, whereas
other nano-networking solutions demand for com-
pletely new concepts.

e Message authentication as security basis: Given
the application of nano-devices and cooperative nano-
devices in drug delivery and other critical health care
applications, message authentication and integrity
seem to become the predominant requirements. As-
suming an attacker who might be able to interfere
with the communication channel, disruption might
be harmful but modification of the message is to
be considered disastrous. Thus, message authen-
tication schemes are needed in all types of nano-
communication.

e Data-centric security: Assuming that cryptogra-
phic security will only be available to a certain extent
and that local attackers might have access to the
environment of a nano-system, considering the data
communicated in such systems and checking whether
it is consistent and trustworthy becomes of ever higher
importance. As a consequence, security can no longer
be treated as a separate layer but must be deeply
embedded with applications and data processing.

The following items provide more details on the require-
ments on the cryptographic functionality.

e Novel cryptographic algorithms: We assume
that classical cryptography is no longer applicable,
when it comes to very new communication techniques
such as molecular communication or other cellular
signaling techniques. Instead, novel approaches will
be needed. Following the new concept of biochemical
cryptography as described in this paper, the neces-
sary asymmetry for cryptographic solutions can be



achieved by artificially designing proteins or other sig-
naling molecules in such a way, that, without knowl-
edge about the very specific binding characteristics
and maybe even very complex signaling pathways,
the correct activation of receptors will not be possible.
It remains to be seen what such molecules might look
like and to what extend the complex reactions can
be predicted.

e Energy-aware and light-weight of cryptogra-
phy: Similar to the use of classical cryptography
in sensor networks, highly energy aware and light-
weight algorithms and implementations are needed
at the nano-level. Assuming nano-processors as de-
scribed in [1], only very simple operations will be
executable. Thus, either novel concepts for realizing
known crypto algorithms or completely new crypto
designs are needed on the nano-level.

e Novel concepts for key management and key
storage: Besides the actual security enhancing mod-
ules, which are mostly based on some cryptographic
primitives that might be quite different from our
known algorithms, concepts for storing key material
are needed. Using classical cryptographic solutions,
this requires trusted computing platforms on a nano-
scale. For novel biochemical solutions, however, other
means are needed. We foresee purely biochemical
ways for not only encrypting data but also for storing
key-like material in the form of single molecules or
other chemicals that, only after becoming activated,
form the key to decipher the received information.

6. Conclusions

With this paper, we are directing attention to the se-
curity issues involved in the recent research trend towards
nano-communication. All the benefits of enabling nano-
machine communication can only be leveraged if this com-
munication can be protected from malicious parties by
ensuring confidentially, integrity, and availability. In this
paper, we provided a first discussion of security of nano-
communication looking at threats and different forms of
attackers. As we have pointed out, there are certain sim-
ilarities with wireless sensor networks where security has
intensively been investigated. Studying these similarities
more deeply should be a first step towards secure nano-
communication. However, we also argue that for the most
advanced bio-inspired nano-machines that use molecular
communication, existing security solutions might not be
applicable at all and completely new solutions have to
be found. This creates a new field for security research
that we termed biochemical cryptography where security is
implemented based on molecular and biological processes.
We envision that this approach can lead to a new form
of high-speed and energy-preserving security mechanisms
that can protect the nano-machines of the future from

malicious attacks in a much better form than established
cryptographic mechanisms could do.
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